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Preface

Purpose of the Manual
This manual serves as an instruction and reference document for the components of SICAM PAS/PQS:
®  SICAM PAS/PQS Ul — Configuration
®  SICAM PAS/PQS Ul — Operation, SICAM PAS/PQS Ul — Operation Client
®  Value Viewer

®  User Administration

Target Audience

This manual is mainly intended for customers and their employees who are involved in the configuration and
parameterization of substation automation systems.

Scope

This manual is valid for SICAM PAS/PQS.

Standards

SICAM PAS/PQS has been developed in compliance with ISO 9001:2008 standard.

Additional Support

For questions about the system, contact your Siemens sales partner.

Customer Support Center

Our Customer Support Center provides a 24-hour service.

Siemens AG
Smart Infrastructure — Protection Automation Tel.: +49 911 2155 4466
Customer Support Center E-Mail: energy.automation@siemens.com

Training Courses

Inquiries regarding individual training courses should be addressed to our Training Center:

Siemens AG

Siemens Power Academy TD Phone: +49 911 9582 7100
HumboldtstraBe 59 E-mail: poweracademy@siemens.com
90459 Nuremberg Internet: www.siemens.com/poweracademy
Germany

Notes on Safety

This document is not a complete index of all safety measures required for operation of the equipment (module
or device). However, it comprises important information that must be followed for personal safety, as well
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as to avoid material damage. Information is highlighted and illustrated as follows according to the degree of
danger:

A DANGER

DANGER means that death or severe injury will result if the measures specified are not taken.

< Comply with all instructions, in order to avoid death or severe injuries.

A WARNING

WARNING means that death or severe injury may result if the measures specified are not taken.

< Comply with all instructions, in order to avoid death or severe injuries.

A CAUTION

CAUTION means that medium-severe or slight injuries can occur if the specified measures are not taken.

< Comply with all instructions, in order to avoid moderate or minor injuries.

NOTICE

NOTICE means that property damage can result if the measures specified are not taken.

< Comply with all instructions, in order to avoid property damage.

NOTE

°®
l Important information about the product, product handling or a certain section of the documentation
which must be given attention.

Qualified Electrical Engineering Personnel

Only qualified electrical engineering personnel may commission and operate the equipment (module, device)
described in this document. Qualified electrical engineering personnel in the sense of this document are
people who can demonstrate technical qualifications as electrical technicians. These persons may commission,
isolate, ground and label devices, systems and circuits according to the standards of safety engineering.

Proper Use

The equipment (device, module) may be used only for such applications as set out in the catalogs and the
technical description, and only in combination with third-party equipment recommended and approved by
Siemens.

Problem-free and safe operation of the product depends on the following:
®  Proper transport
®  Proper storage, setup and installation

®  Proper operation and maintenance
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When electrical equipment is operated, hazardous voltages are inevitably present in certain parts. If proper
action is not taken, death, severe injury or property damage can result:

OpenSSL

The equipment must be grounded at the grounding terminal before any connections are made.
All circuit components connected to the power supply may be subject to dangerous voltage.

Hazardous voltages may be present in equipment even after the supply voltage has been disconnected
(capacitors can still be charged).

Operation of equipment with exposed current-transformer circuits is prohibited. Before disconnecting the
equipment, ensure that the current-transformer circuits are short-circuited.

The limiting values stated in the document must not be exceeded. This must also be considered during
testing and commissioning.

This product includes software developed by the OpenSSL Project for use in OpenSSL Toolkit (http://
www.openssl.org/).

This product includes software written by Tim Hudson (tjh@cryptsoft.com).
This product includes cryptographic software written by Eric Young (eay@cryptsoft.com).
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Product Overview

1.1 Overview

1.1 Overview

What is SICAM PAS/PQS?

SICAM PAS/PQS has been designed as a modular system with open communication interfaces. It meets the
requirements of state-of-the-art substation control and protection systems and of the power management
systems required for industrial manufacturing plants. Functions for power quality evaluation complement its
versatile fields of application.

SICAM PAS/PQS Ul - Configuration
The SICAM PAS/PQS Ul — Configuration system component is used for:
®  The configuration and parameterization of your station
®  The exchange of configuration data

In the different views, you can specify the type and the transmission modes of your communication links.
Additionally, you can define which devices, substations, control centers or HMIs are connected.

For each of the connected system components, you can specify what information is evaluated in SICAM PAS/
PQS. Furthermore, you can define what information is available for communication with higher-level control
centers and for system management by using SICAM SCC.

You can individually structure your system data in a topological view to map your operating conditions and
also assign individual switching permissions.

In this view, you can also define parameters for fault location calculation, for example, the line data, double
line, maximum load current, or the starpoint position. In addition, you select the measuring channels whose
PQ measuring data must be used for the Fault Locator.

In order to be able to evaluate the quality of power quality measuring data (PQ measuring data), the individual
topological levels must be assigned to the Grid Codes.

Predefined device-specific and project-specific templates, templates for scheduled reports and Grid Codes,
along with import/export and copy functions, facilitate and accelerate the configuration and parameterization
of your system.

For the DNP3i, IEC 60870-5-104, and IEC 61850 protocols, the use of certificates ensures secure and
encrypted data transmission.

SNMP is available for the configuration of Ethernet network monitoring.

Redundant system components prevent data loss. When a communication link is interrupted, the redundant
component takes over the process connection.

Extensive functions have been implemented for checking the network quality. These functions allow the
archiving and evaluation of power quality measuring data according to various criteria. Import and export
functions support the data exchange with other evaluation components. Through e-mail and/or SMS, you can
obtain information for example, on limit value violations or network faults.

Fault records and fault location reports support your operating personnel in the analysis and location of faults
in electric power networks.

The project statistic provides you with an overview of the data defined with the help of parameters, for
example, the total number of devices or the total number of data points which have not been mapped.
SICAM PAS/PQS User Administration

By using the User Administration tool, you can assign passwords in order to define which persons can access
individual programs.

For the password-protected access to system functions, you define either SICAM PAS/PQS internal users or use
the same passwords as for Windows access.
User Administration
A user can log on with one of the following user roles:
®  Administrator with full rights

®  System engineer with full rights, no access to the User Administration
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® Data engineer with full rights for SICAM PAS/PQS Ul — Configuration and Feature Enabler, read-only
rights for SICAM PAS/PQS Ul — Operation and Value Viewer

®  Switch operator with full rights for SICAM PAS/PQS Ul — Operation and Value Viewer, read-only rights for
SICAM PAS/PQS Ul — Configuration and Feature Enabler

®  Guest with read-only rights for all SICAM PAS/PQS system components with exception of the User
Administration

®  Security administrator with full rights for the User Administration, read-only rights for all SICAM
PAS/PQS system components

® RBAC manager creates users and assigns roles in the User Administration, with read-only rights for all
SICAM PAS/PQS system components

®  Security auditor audits the security logs, with read-only rights for all SICAM PAS/PQS system components

{0l SICAMPAS - User Administration - User logon deactivated

File Edit Tools Security Help

SIEMENS

Group or User name Domain Role Pre-shared key DMF3 user ID

ministrator Administrator

RG IN 5TS CTDC EA SICAM... in002siemens.net System engineer Edit Delete
3 RG IN 5T5 CTDC EA SICAM...  inD02siemens.net Administrator Edit Delete
4 RG IN 5TS CTDC EA SICAM... in00Z.siemens.net Guest Edit Delete
5 RG IN 5T5 CTDC EA SICAM_.  inDO2siemens.net Security auditor Bdit  Delete
6 RG IN 5T5 CTDC EA SICAM...  inD02siemens.net Switch operator Edit Delete
7RG IN STS CTDC EM SG SO... inD02siemens.net Data engineer Edit Delete
8 RGINSTSCTDCEMEAD in002.siemens.net Security administrator Edit Delete
9 RGN STS BLREMP in002.siemens.net REAC manager Edit Delete
Figure 1-1 User Administration, Example

If the control center is connected by using DNP3i, you can further modify the user rights (authentication).

Feature Enabler

SICAM PAS/PQS is designed as an open, modular system whose components can be selected in order to meet
project-specific requirements.

Use the Feature Enabler to install all functions required in your project or on the corresponding computer.

In this context, the different communication protocols, the automation (SoftPLC), the HMIs, the SNMP
Ethernet monitoring component, OPC connections and Power Quality functions are referred to as "functions”.

SICAM PAS/PQS Ul — Operation

SICAM PAS/PQS Ul — Operation provides you with a brief overview of the operational status of your system
components. Update functions ensure that the display is always up to date.

Furthermore, you can enable or disable individual components, such as interfaces or devices, set bay and
telecontrol blocks or perform redundancy switchovers.

The diagnostic function supports you in the analysis of fault causes, for example, faulted communication
connections.

SICAM PAS/PQS Ul — Operation Client

SICAM PAS/PQS Ul — Operation Client provides the functions of SICAM PAS/PQS Ul — Operation from a local
computer or a remote computer with improved performance by an Internet browser.

Value Viewer

If the communication links have been established properly, the Value Viewer displays information on the
selected device or substation.

During commissioning, for example, you can use this information view to test data links and to check whether
an interface or a device transmits correct values. Detailed time stamps provide information on the reliability of
values.

SICAM, SICAM PAS/PQS, Configuration and Operation 13
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For test purposes, you can initiate password-protected command outputs or manually update (substitute)
information.

SICAM PAS SoftPLC

In order to perform project-specific automation tasks in SICAM PAS/PQS, you can graphically link automation
blocks or even define the automation function as Structured Text (ST), with the help of the Statement List
(STL) or by using the Sequential Function Chart (SFC).

A comprehensive library of different automation blocks supports you in performing your tasks. These blocks
have been specifically designed to provide sophisticated solutions in the field of power automation.

SICAM PAS LSA Converter

Using the SICAM LSA Converter, you can convert the project data of a SINAUT LSA system configured by
means of LSATOOLS or PARAM.

The corresponding file is converted to XML. You can import the XML file into your SICAM PAS/PQS project for
parameterization. Additionally, a description for each device is saved in a TXT file. After the import, all bay
devices of the SINAUT LSA system are included in the SICAM PAS/PQS project.

Version Scan

The Version Scan system component determines the version and the storage location of the products
installed and their lower-level system components. Error sources through inconsistent versions of the indi-
vidual components can thus be determined quickly and efficiently.
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2 Configuration

This chapter explains how to use SICAM PAS/PQS Ul - Configuration.

In the Configuration view, you can define a new station configuration or modify an existing configuration for
example, in order to add new devices.

2.1 Starting SICAM PAS/PQS Ul — Configuration 16
2.2 Views 16
2.3 Working with Project Databases 21
2.4 Importing/Exporting 24
2.5 Managing the Objects of a Project 46
2.6 Setting Up and Editing the Configuration 48
2.7 Defining PQ Data Transmission 96
2.8 Defining the Mapping 99
2.9 Mapping the Topological Structures 112
2.10 Formula-Based Device Configuration 123
2.1 Working with Device Templates 144
2.12 Working with Normalizations 154
2.13 Supporting IEDs in Test Mode 161
2.14 Reports 165
2.15 Creating Fault Events Manually 175
2.16 Grid Codes 176
2.17 Certificates 183
2.18 SICAM System Outputs 190
2.19 Documenting a Project 194
2.20 SICAM PQS — Easy Configuration 198
2.21 Working with COMFEDE Logs 200
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2.1 Starting SICAM PAS/PQS Ul — Configuration

2.1

Starting SICAM PAS/PQS Ul - Configuration

Start SICAM PAS/PQS Ul — Configuration from the Windows Start menu.

i 0

NOTE

If you open SICAM PAS/PQS after an update, the existing project database is converted and can no longer
be edited with previous versions of SICAM PAS/PQS.

2.2

16

<~ Click Start and scroll through the app list.
< Select Ul - Configuration from the SICAM PAS/PQS folder.

SICAM PAS/PQS Ul — Configuration opens with your current station configuration.
If you have enabled the User Administration, you are requested to enter your user name and password.

E SICAM | User logon deactivated | Configuration - Large
File  Edit w  Tools Help SIEMENS
B YBE ?

T N T

> SICAM > Full Server

=l ~ General parameters

[ —
2 K b N Full Serv
E '7|S\CAM ame ul Enver
=2 & —j Full server Description
= Archi
& » By Archive Computer name birkspt3332pe
S ) = [EC 61850 Client _ p—
] j FQS Automatic Export System resources 4 Port: 0, Modermn: 0, CP5613i14:
» [%; PQS Automatic Import Type of system Full server -
b = SIMEAS R Master 1P address 1 172.16.116.26
IP address 2 190.100.7.170
Standby buffer timeout [s] 30

= Project settings

Redundancy Mo -

System resources

In SICAM PQS, all serial, modem (TAPI interface)), and CP5613/14 connections of a computer in your station are referred to as system resources.
Metwork cards and addresses are separately managed.

System resources can be freely defined.

To do this, click on the input bex. Next, click on the ... button to open the hManage system resources dialog.

In this dialog, you can manually edit the rescurces list by clicking on Delete or Insert or automatically show the resources of the current system
by clicking on Browse.

As long as no system resources are entered under System resources, you cannot insert interfaces for this system. This applies to serial, medem
(TAFI interface)). and CF5613/14 connections.

@ @ Erorz:0 << Previous Mext>> »

Figure 2-1 SICAM PAS/PQS Ul — Configuration

Views

SICAM PAS/PQS Ul — Configuration is subdivided into different views. The individual views are used to
configure your station, in the following way:
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2.2 Views

® Configuration

The configuration tree shows all components of your station configuration in hierarchical order. In this
view,

— you insert the individual functions (applications) and

—  define the parameters of the functions

The functions include all device connections, control center connections, the archive, or the Power
Quality functions (Fault Location, Scheduled Reports, and Grid Codes).

®  Mapping
In this view, you select

—  the device/substation information to be used

—  the tests to be performed for information processing, for example, bay blocking or switching
authority

—  the components to which this information is forwarded, for example, control centers, SICAM SCC
—  the purposes for which the information can be used, for example, as a trigger for PDR recording

® Topology
In this view, you

—  map your station's topology

— assign the individual structure levels with the appropriate information
— define the switching authority of the individual structure levels

—  parameterize data for fault location calculation

— define the measuring channels through which measuring data is transmitted for fault location
calculation

— assign the individual structure levels to the Grid Codes for power quality evaluation

® Templates
Templates can be used for the configuration of the individual components of your project. In this view,
you

— manage and parameterize device descriptions, for example, the assignment of commands and
feedbacks, checks for blocks, the switching authority, or "M of N monitoring”

— define normalization procedures

— insert certificates which you require for secured data transmission based on IEC 60870-5-104 and
DNP3i.

®  Reports
In this view, you

— insert templates for reports to be created at cyclical intervals.

The templates include selected measured values used as a basis for power quality evaluation. The
report templates are created as TXT files and imported into SICAM PAS/PQS

—  select the time and interval of report generation for a report template
— assign the measuring channels through which PQ measuring data is transmitted

®  Grid Codes
In this view, you

— insert the standards which describe limit values for the network. These Grid Codes provide the basis
for evaluating the quality of the PQ measuring data of the station.
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2.2 Views

2.2.1

18

Window Structure

The navigation tree which displays the structure of the corresponding project data is located in the left-hand
section. You can insert station components by using the tree structure of the navigation tree. The selected
view is displayed on the left-hand margin bar of the navigation tree.

In the Configuration, Templates, Topology, Reports, and Grid Codes views, you select an object from the
navigation tree. The parameters of this object are displayed in the input area in the right-hand section. The
parameters are grouped according to categories, for example, General parameters or Transmission parame-
ters.

In the Mapping view, the right-hand section is subdivided into the Information — Monitoring direction and
Information - Command direction sections. These sections are divided into tabs, Process and Status. From
these tabs, you select the information to be used and you map the information to other system components.
In addition, you can define the parameters for different functions, for example, bay blocking or switching
authority.

The display depends on the object selected from the navigation tree.

Depending on the object selected from the navigation tree, the right-hand section of the Templates view is
subdivided into different tabs, for example, Information points, General recording channels.

The display depends on the selected tab and can be further subdivided.

The Properties window, displays the general parameters of the selected template.

Clicking the ﬂ icon at the bottom of the window opens or closes an information field. Clicking o opens or
closes an error field, clicking /1, opens or closes a warning field.

The information field provides descriptions regarding the value or value range which is permissible for the
selected parameter of an object.

The error field provides information on the cause of an incorrect or incomplete parameter entry.

The warning field is only displayed in the Mapping and Templates views. It notifies you that the parameters
of certain items of information have not been completely defined. This warning is displayed for example,
when the item of information exists only in the monitoring direction and not in the control direction, while
mapping the items of information for an IEC 61850 control center connection.
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2.2 Views

E SICAM | User logon deactivated | Configuration - Large - X

File Edit Create View Tools  Help SIEMENS

” ~ ~e . o
== ] SICAM PQS Ul - Configuration
’ ; Configuration Mapping Topology Templates Grid Codes
- ~ General parameters =
=]
'.E - |sicAm Mame Device
% "‘_;Full Server Device group
:E » B, archive Description
=] ¥ = DNF3 Master
o -4 Interface Device template Sample Device ||
|l Device Time zone (GMT+01:00) Berlin -
' "_’;'EC HEEDEE ~ Transmission parameters
b | & FQS Automatic Export
v %, FQS Automatic Impart il =
» = SIMEAS RMaster Port
~ Communication parameters
Address 2
Errors until device failure 3
~ Link parameters
Request confirmation of the link layer No -
Mumber of repeats 3
Confirmation timeout [ms] 2000
Activate connection test Mo -
Connection test [ms] v]
~ Application parameters
Mumber of repeats 3
Confirmation timeout [ms] 2000
» Time synchronization parameters
» Security - TLS encryption -
@ @ Eror(s) 0 << Previous Ne 4 y

Figure 2-2 SICAM PAS/PQS Ul - Configuration, Configuration View
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¥ Interface o =4 L) = = =
™ Device 1 e AnalogFrzin_FLT ME_FL 1 Chec... B -
) = IEC 61850 Client 2 L' »:-.naIUgFrzlnleT ME_I 0 Chec... =
b = SIMEAS RMaster 3 v Analogin_FLT ME_FL 1 Chec.. = -
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4 ' c_AnalogOutBlock_DO... SE AFL 3 Chec... - 4 L4
5 v c_AnalogOutBlock_DO... SE_Al 4 Chec... - 4 v
6 + c_AnalogOutBlock_DO_.. SE_Al 5 Chec .l 4 +
7 e c_AnalogOutBlock_DO... SE_AFL 6 Chec... - s s
8 ' c_AnalogOutBlock_DO... SE AFL 7 Chec... - 'd L |
@ FError(s): 0 <<Prn s MNext>> 4 11 »

Figure 2-3 SICAM PAS/PQS Ul — Configuration, Mapping View
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2.2 Views
2.2.2 Switching the Work Level
To switch between the work levels or views:
<$  Select the view to which you want to switch.
The view is switched over.
To switch views by using the context menu:
< Inthe configuration tree, select a device or a control center and select Go to... from the context menu.
In the window which opens, select the view to which you want to switch.
When switching the view, the focus remains on the previous object which has been selected in the
previous view.
To switch between the views:
< Inthe menu bar, click View and select the view you want to switch to from the context menu.
E
File Edit Create View Tools Help SIEMENS
B mm x
> SICAM > Full Server > IEC 61850 Client > Interface > SICAM Q200_31.2
£ | = ~ General parameters -
"% L | SICAM - Name SICAM Q200_31.2
a v =g Full server Device group SICAM Q200
= B DO Description SICAM Q200_31.2
o } = |[EC 60870-5-103 Master 3
o ~ = EC 61850 Client Device template SICAM_Q200_01 (1) =
v 4. Interface Buffer time [ms] 50
et [H'sicamq200.31.2 SCD device name SICAM_Q202.01
N iPQS Automatic Import GOOSE monitoring No .
: S View Target
} = SICAM QB0 Master Activate access to device homepage Yes
= SIMEAS = pping Full AIEC 61850 Cli ISICAM Q200_31.2
: _:5:::;& Ahoster ~ Communication parameters Templates EC 61850 ClientiSICAM_Q200_01 (1)
" 1P address 190.100.31
Port 102
IP gateway of the device network 0.0.00
IP subnet mask 255.255.0.C E
Drop buffered Ne
Connection test [ms] 5000
« PQ data and fault record transmission
Activate fault record transmission Yes
Fault record transmission mode MMS
FTP port - —
FTP directory oK Cancel Help
Activate SIPROTEC fault record transmi... No — - - -
Activate PQ data transmission Yes =
» Security configuration
» Security - TLS encryption
» Expert parameters —
» Supported communication services -
L i 2 |@ @ cError(s:0 <<Previous Next>> 4 B |
Figure 2-4 Switching Views Using Context Menu
2.2.3 Modifying the Representation
You can modify the size of the individual section of the windows in order to focus your view on the current
section you are using.
Proceed as follows:
< Move the splitter between the individual areas.
The section of the window is represented larger/smaller.
20

SICAM, SICAM PAS/PQS, Configuration and Operation
E50417-P8976-C433-C9, Edition 05.2023



Configuration

2.3

2.3.1

2.3 Working with Project Databases

< Click the arrow of a component in the configuration window or the arrow in the header of a parameter
category displayed in the properties. The lower-level components of the configuration structure or the
parameters of the parameter category are shown/hidden.

< To open the information field, click the ﬂ icon at the bottom of the window and select a parameter
field. Explanations and input aids for the selected parameter are now displayed.

< To open the error field, click the J icon at the bottom of the window and select a parameter field

highlighted in pink. Explanations on the parameters are now displayed, for example, the permissible
value range.

< Click the blue error designation (link). You are now guided to the parameter which has been filled in
incorrectly or incompletely.

< Click Previous and Next. You are now guided to the incorrect parameter field.
% To open the warning field, click the /1, icon at the bottom of the window.

< Double-click the blue designation (link) of a warning. The system takes you to the parameter which has
not been completely defined.

< Click Previous and Next. The system takes you to the corresponding parameter field.

Working with Project Databases

SICAM PAS/PQS saves your project's configuration data in a relational database in the %PAS_APPDATA%\Data-
base\pas.db installation directory.

This project database is loaded and displayed by default. Any change in the current station configuration is
automatically saved in this database.

Additionally, you can archive and load back your station's configuration. This creates the backup copies of your
station configuration, for example, before performing changes. If you configure a station offline on another
computer, you can transfer this configuration to your station and dearchive and customize it afterwards.

You can perform the following operations at the project level:
®  2.3.1 Archiving Project Data

®  2.3.2 Dearchiving Project Data

® 2.3.3C(Creating a New Database

® 2.3.4 Creating a New Database from a Template

®  2.3.5 Compressing the Database and Reducing the Data Points

Archiving Project Data

i 0

NOTE

When archiving a database, all communication links are interrupted and restarted automatically afterwards.
SICAM PAS/PQS Ul — Operation is exited.

i 0

NOTE

As some user-account features can block the archiving on network drives, always archive project data on
the computer on which SICAM PAS/PQS has been installed.

Proceed as follows to archive your database:
< Select the Configuration view.

< Click File > Archive... and select the directory in which you want to save the backup copy.
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2.3 Working with Project Databases

< Click Save to confirm.

The data is compressed as a ZIP file and saved in the selected directory. The ZIP file includes the database and
log files and also the ARCHIVES subdirectory.

i 0

NOTE

Note down the information for project identification, for example, directory, file name, database version,
and also the information which you have entered under General parameters on the project level.

2.3.2

Dearchiving Project Data

i 0

NOTE

When copying an archived project database, all communication links are interrupted and restarted auto-
matically afterwards. SICAM PAS/PQS Ul — Operation is exited.

i 0

NOTE
When loading an archived project database, the current project is overwritten. You are prompted to
confirm this step.

Siemens recommends saving a backup copy of your current database before loading another project (File >
Archive...).

i 0

NOTE

When dearchiving the previously archived project database after an update of SICAM PAS/PQS, the data-
base is also converted.

Proceed as follows to dearchive a project database:

< Click File > Dearchive... and navigate to the directory with the project database which you want to
restore.

< Select the zipped project database and confirm with Open.

Some items of information stored in the dearchived configuration database must be customized for the new
system, for example, the IP addresses of the computer.

Dearchiving a Project with Automation Functions

After dearchiving a project with automation functions, you must compile the SoftPLC project.
Proceed as follows:
<~ Open SICAM PAS SoftPLC Ul.

< Exit SICAM PAS SoftPLC Ul and select Compile and Save from the Close listbox.

Dearchiving a Project with OPC Connection

22

After dearchiving a project with OPC connections, you must update the information mapping of the OPC
Client.

Proceed as follows:
<~ Ensure that the connection to the OPC Server is available.

< Inthe OPC Client application, select the device with the available mapped information and click ... at the
Value selection dialog in the General parameters.

< Inthe dialog which opens, confirm the mapping with OK.
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2.3 Working with Project Databases

Dearchiving Large Projects

For projects with a large data volume, you have the option to transfer the archived project data directly under
Windows.

Proceed as follows:

< Stop the SICAM PAS/PQS runtime environment. To do this, click Start > Run > cmd.exe to open a
command prompt window and enter the net stop ssr command.

< Ina Windows Explorer, open the %PAS_APPDATA%\Database folder of the SICAM PAS/PQS database.
Delete or move the Archives folder and the pas.db and pas.log files.

< Unzip the ZIP file of the archived project to the SICAM PAS/PQS database folder.

The database folder must now contain the pas.db and pas.log files and, if required, the Archives folder again.

<~ Start the SICAM PAS/PQS runtime environment. Enter the net start ssr command in the command
prompt window.

< Enter the cd %PAS_BIN% and Changeloggenerator.exe commands in the command prompt window.

The SICAM PAS/PQS runtime environment restarts with the dearchived project.

Alternatively, you can click Update system to restart the runtime environment in SICAM PAS/PQS Ul —
Operation, refer to 3.3.7 Updating the Display.

Dearchiving a Project in SICAM PAS/PQS Ul - Operation Client

You can dearchive an archived project in SICAM PAS/PQS Ul — Operation Client.
To dearchive a project database:
<  Click Dearchive.

The Dearchiving a project database dialog opens.

Dearchiving a project database

Attention:
. Dearchiving a project database will override the existing configuration and will stop the runtime system.
e If a backup of the project database is required, archive the project database first.

Cancel | | |

Figure 2-5 Dearchiving Project Database

< Click ..., select the required archive and click OK.
Unpacking of the archived project database starts.

< Once done, click OK.
The system is updated.

i 0

NOTE
If the project is archived using a previous version of SICAM PAS/PQS and is being dearchived in SICAM
PAS/PQS V8.07, you must convert the project database after starting SICAM PAS/PQS Ul — Configuration.

If redundancy is not enabled in the system, a project consisting of a redundant configuration cannot be
dearchived in that system and vice versa.

For more information on SICAM PAS/PQS Ul — Operation Client, refer to 3.2 Starting SICAM PAS/PQS Ul -
Operation and SICAM PAS/PQS Ul — Operation Client.
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2.4 Importing/Exporting

2.3.3

Creating a New Database

You can create a new project database in the Configuration view. This menu item is disabled in all other
views.

< Select File > New... in order to define a new station configuration.

i @

NOTE

Be aware that the active project will be overwritten when creating a new project. You are prompted to
confirm this step.

Create a backup copy of the active project in order to obtain the configuration settings for this project.

i 0

NOTE

In order to create a database for another station on the basis of an existing project database use the Create
new database from template function.

This ensures that, for example, SICAM PQ Analyzer can distinguish between several individual SICAM
PAS/PQS stations.

2.3.4

2.3.5

Creating a New Database from a Template

To create a project database on the basis of an existing one:
<~ Select File > New from template in order to dearchive an existing project and use it as a template.

SICAM PAS/PQS assigns new internal identifications, the original project remains unchanged and can be
used for further processing steps.

Compressing the Database and Reducing the Data Points

To reduce the size of the database:

<  Click File > Compress database and reduce data points... to remove residues of the deleted data and
deselect or remove the unused data points from the project database.

i 0

NOTE

Siemens recommends you optimize your project configuration periodically via this option. This ensures the
reduction of the launch time for SICAM PAS/PQS Ul - Configuration and SICAM PAS/PQS Ul — Operation.

2.4

24

Importing/Exporting

The Import and Export functions of SICAM PAS/PQS Ul — Configuration support you in the exchange of
configuration data with other system components or configuration tools.

Configuration data created by another configuration system in (another) SICAM PAS/PQS project can be
transferred into the different SICAM PAS/PQS views.

You can import the following configuration data:
®  Several devices (application, interface)

® Onesingle device

®  Device templates

®  Grid Codes

®  Templates for scheduled reports

SICAM, SICAM PAS/PQS, Configuration and Operation
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SICAM PAS/PQS
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=
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R |
Templates, .
Grid Codes Bay units, IEDs
Figure 2-6 Importing Configuration Data for Devices

If you import large data volumes, for example, an IEC 61850 Ed. 2 SCD file with several devices, click File >
Compress database and reduce data points to compress the database after the import. Additionally, you can
use this option to reduce the number of mapped/unused data points.

If you have modified imported configuration data by means of an external configuration tool, you can update
the data in SICAM PAS/PQS Ul — Configuration. The new and the old parameter data is compared during this
process.

2.4.1 Importing Configuration Data

2411 Configuration Data for Several Devices
Preconfigured configuration data can be imported for several devices on the following levels:
®  Project
®  Application

® |nterface

Project
Complete project configuration files can be created in the TEA-X exchange format. A TEA-X file may include
the configuration for the following applications with/without redundancy enabled:
® |EC 61850 Client/Server
® SNMP
® |EC60870-5-101 Master/Slave
® |EC 60870-5-104 Master/Slave
® |[EC60870-5-103 Master
®  DNP3 Master/Slave
®  Automation (Mapping)
e SCC
® Archive
®  ScPCCN
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NOTE

°®

l ST programs are exported and imported through the TEA-X file but CFC and SFC programs are not. Before
compiling the ST program, it must be linked to the Active Resource.
For more information on active resource, refer to /7/ SICAM PAS, Automation Blocks.

To import a project configuration:
< Right-click the project in the configuration tree and select Import from the context menu.

< Select the TEA-X project file and confirm with Open.
The Import - select elements dialog opens.

< Select the required project.

Import - select elements X
Mo Selected Mame select all
1 | v | sicamMPAS Fulllserver
2 SICAMPAS Fulllzerver2 Dezelectall
oK Cancel Help
Figure 2-7 Importing Project
< Click OK.

The process can take several minutes. You can view the progress in the Report.

Applications

The import file includes all data of the interfaces and devices assigned to the application.
Preconfigured configuration data can be imported into the following applications on the application level:

® |[EC60870-5-103 Master
The XML file formatted for IEC 60870-5-103 Master is used for data exchange.
The data is created using the SINAUT LSA Converter.

e  SINAUT LSA
The XML formatted for SINAUT LSA is used for data exchange.
Using the SINAUT LSA Converter, the file is created from the configuration data of a SINAUT LSA system.

To import device data on the application level:
< Right-click the application in the configuration tree and select Import from the context menu.
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In the dialog which opens, select the import file and click Open.
The process can take several minutes. You can view the progress in the Report.

The import file includes all data of the interface and the configuration data for devices and substations
assigned to the interface.

Preconfigured configuration data can be imported into the following applications on the interface level:

IEC 60870-5-103 Master
The TEA-X format is used for data exchange.

The file is created using SICAM PAS/PQS Ul — Configuration and DIGSI 5. Versions earlier to DIGSI 5 V6.20
is not supported.

IEC 60870-5-104 Master

The XML file formatted for IEC 60870-5-104 Master is used for data exchange.

The XML file is created using SICAM PAS/PQS Ul - Configuration, SICAM TOOLBOX II, SICAM plusTOOLS or
when exporting the IEC 60870-5-104 Slave.

IEC 61850 Client

The 11D, SCD, or CID data format is used.

The IID, SCD, or CID file is created using the IEC 61850 System Configurator or a station configurator from
a third-party manufacturer.

The IID or CID files can also be directly imported from the online PQ devices.

PROFINET IO Master
The PNIO format is used for data exchange.
The PNIO file is created using the TIA Portal (= SIMATIC Step7 V13 SP1)

SIPROTEC 4 Service IF Master

The INI format is used for data exchange. The INI file is created by SICAM RecProtec.

The file contains the device configuration data for SIPROTEC 4 devices with fault records that are read by
RecProtec.

SICAM MIC Master

The XML file formatted for SICAM MIC Master is used for data exchange.

The XML file is created using SICAM TOOLBOX .

i @

NOTE

In order to be able to import GOOSE data, the GOOSE monitoring interface parameter must be set to Yes.
The IP address and Subnet mask parameters must not be equal to 0.0.0.0.

Proceed as follows to import one or several devices on the interface level into your project:

<>

In the configuration tree, right-click the interface and select Import... from the context menu.
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Figure 2-8 Importing a Device Configuration File

< Select the device configuration file in the file system and click Open to confirm your selection.

If the import file includes several device configurations, the Import — select elements dialog opens. This
dialog shows a default selection of all devices which are available for import.

< Inthe Import - select elements dialog, select single or multiple devices to insert them under the
selected interface in the configuration tree.

< Toimport GOOSE data for a device, select the corresponding GOOSE column and the AP (access point) as
configured for GOOSE in the IEC 61850 System Configurator.

Import - select elements X

Mo Selected Marne Description Type GOOSE Main AP Main IF address - select all
1 v 7KE85_50 PAS_7KESS_SD  TKEBS v E ~ 172.17.100.51 —
2 v  7KEB5_S5 PAS_7KEBS_S5  7KESS v 172.17.10056 = Deselectall
3 7SLE7_60 PAS_75L87_60  75L87 _F 172.17.100.60 e
4 75LE7_65 PAS_75L87_65  7SLBT 1 » 172.17.100.65
5 75L87_70 PAS_75L87_70  75L87 F ~ 192.168.100.72 -

Select the volume of information exceeding the stalic dalasels:
Impart
Only information marked as a .Subset for SICAM™
* Al information supported by SICAM PAS
Automatic mapping
# Only information marked as a Subset for SICAM™
Only freguently used information

oK Cancel Help

Figure 2-9 Importing Several Devices

In the Reports and logs tab of the IEC 61850 System Configurator (version 5.01 or higher), you can mark
the datasets whose information you want to use in SICAM PAS/PQS as Subset for SICAM in the Properties
section.

This marked information is available for detailed selection when determining the amount of information to
be imported and automatically mapped. For the Import you can either select All information supported by
SICAM PAS/PQS or Only information marked as a Subset for SICAM.
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The information for Automatic Mapping is marked during import in the Selected column of the Mapping
view. You can limit the volume of information to be processed to Only information marked as a Subset for
SICAM or to Only frequently used information.

If the import file does not contain any information marked by the IEC 61850 System Configurator, the options
for limiting the amount of information to the subset for SICAM are not available. The option for automatic
mapping of frequently used information is only available if all information supported by SICAM PAS/PQS is
imported. The selection of the information to be used by SICAM PAS/PQS can be manually adjusted after
import in the Mapping view.

i 0

NOTE

These import settings only influence devices for which the pre-selection has been defined via the corre-
sponding parameter in the IEC 61850 System Configurator (version 5.01 or higher). All other devices are
imported via the standard mode.

In the standard mode all information is always imported and the frequently used items are preselected.
Once the import process has been completed, the user performs the definitive selection in the Mapping
view.

For the standard mode there is a differentiation between devices only supporting static datasets and
devices also supporting dynamic datasets (for example SIPROTEC).

®  Static dataset
All information contained in static datasets is always imported and pre-selected. Subsequently, you
can select and deselect further data.

®  Dynamic dataset
All information is imported, but only a part is pre-selected. You can select and deselect further data.

< Toinsert the selected information in your system configuration, click OK.

To import control center data into a device (Master protocol) in systems with a cascaded structure on the
interfaces level, proceed as described above. All control centers which have been exported for the interface of
the Slave protocol are now displayed in a selection list.

i 0

NOTE

When importing devices all the information in monitoring and command direction is set as Used in the
Mapping view.

If you use the IEC 61850 Client - Monitoring license for connecting devices in monitoring direction, only
the commands of the LN types LLNO and RDRE may be used. For this reason, all the information which

is not assigned to the LN types LLNO and RDRE must be deactivated in the Mapping view, Information -
command direction section.

2.4.1.2  Configuration Data for Individual Devices
You can import configuration data for individual devices for a number of protocols.
The import files include the configuration data of one or several devices. The contents depend on the
configuration tool with which they were created. After the import, you must customize the data to meet the
requirements of SICAM PAS/PQS.
Configuration data on the level of individual devices can be imported for the following applications:
® |EC 60870-5-103 Master
The DBF, DigT103, XML, or TEA-X data exchange format is used. The files are created in DIGSI.
® |EC61850 Client
The 11D or ICD format is used for data exchange.
The IID or ICD file is created by means of the IEC 61850 System Configurator or a station configurator
from a third-party manufacturer.
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DNP3 Master
The DIGDNP and TEA-X (from DIGSI5 V6.20) format is used for data exchange. The file is created in DIGSI.

PROFIBUS DP Master
The DIGPRODP format is used for data exchange. The file is created in DIGSI.

Modbus Master
The DIGMOD format is used for data exchange. The file is created in DIGSI.

SIPROTEC 4 Service IF Master
The XML format is used for data exchange. The file is created in DIGSI. The file contains the device data
for a SIPROTEC 4 device whose fault records are read by RecProtec.

SIMEAS R Master

The SRP format is used for data exchange. The file is created using SIMEAS R PAR or OSCOP P. This data is
imported by using SIMEAS R PAR. SIMEAS R PAR is called up from the Configuration view. As soon as all
device parameters have been defined, the parameters are saved in the SICAM PAS/PQS database.

SICAM Q80 Master

To create the configuration data of a SICAM Q80 device, use the SICAM Q80 Manager. The SICAM Q80
Manager is called up from the Configuration view. As soon as all device parameters have been defined,
the parameters are saved in the SICAM PAS/PQS database.

For the OPC Client, you can transfer OPC Server data on the device level. A dialog for selecting informa-
tion opens when inserting the device.

Importing Configuration Data for Creating a Device

Proceed as follows to import a device into your project:

s
<>

Select the interface in the configuration tree. Select Device from the context menu.

In the Insert — Device dialog, select the import file which includes the configuration data.

< Complete the rest of the parameters and click OK to confirm.

30
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Insert - Device X

~ General parameters -~
Name Device
Device group
Description
Device template -
Import file D:\EM_UDOCWork\PASIConfigo.... ..
Buffer time [ms] 50
SCD device name
GOOSE monitoring Not yet defined -
Activate access to device homepage No -
~ Communication parameters
IP address 0.0.0.0
Port 102
IP gateway of the device network 0.0.0.0
IP subnet mask 255.255.255.0 =
Drop buffered No -
Connection test [ms] 5000
« PQ data and fault record transmission
Activate fault record transmission No -
Fault record transmission mode MMS -
FTP port
FTP directory
Activate SIPROTEC fault record transmi... No -
Activate PQ data transmission No -
» Security configuration
» Security - TLS encryption
» Expert parameters
» Supported communication services
~ Topology assignment ]
Assigned to: SICAM =
@ @ Erors)o << Previous Next>> 4 »
oK Cancel Help
Figure 2-10 Importing a Device

The import process is displayed in the Report.

Importing a Device Using a TEA-X File

You can import a device at the interface level using a TEA-X file which is exported from DIGSI 5 V6.20 and later

for the DNP3 Master and IEC 60870-5-103 Master protocols.

Proceed as follows to import a device at the interface level using a TEA-X file:

< From the configuration tree, select the interface that is assigned to the DNP3 Master/IEC 60870-5-103
Master application.

< Click Import... from the context menu.

< Select the required TEA-X file and click Open.
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Import - select elements X

Mo  Selected Mame Type Port Address celect all
1 v SIF IEC 60870-5-103 Master Channel1 = 1
DCeselectall
oK Cancel Help
Figure 2-11 Importing Selected Devices

< Inthe Import — select elements dialog, select the required devices in the Selected column.
< Assign Channels for the selected devices in the Port column.

< Click OK, to import the selected devices.

Importing Data for Device Parameterization

32

To create the device data for SIMEAS R and SICAM Q80 devices, you use the SIMEAS R PAR and SICAM Q80
Manager parameterization tools. As soon as the parameterization has been completed, this data is transferred
into the database of SICAM PAS/PQS. The following example illustrates how to display SIMEAS R PAR.

Proceed as follows to import a SIMEAS R device into your project:
< Insert the device into the configuration.
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E SICAM | User logon deactivated | Configuration - Large
Edit  Create  View Help SIEMENS

B B x -

% Contpuraton | opping | Topoony

= SICAM > Full Server > SIMEAS R Master > Interface > SimR_108

- ~ General parameters -
=}
'.E - |SIcAM MName SimR_108
% 5§ Full server Description
] DL, sl Version SIMEAS R-PMU -
8 » = DNP3 Master -
) = IEC 61850 Client Device template SimR_108
] _;: PQS Automatic Export Time zone (GMT+05:30) Calcutta
- - . —
L) D G T [ Activate time synchronization No -
- = SIMEAS RMaster o —
~ 4. Interface Compatibility key b02a767b698c68169daesfd9254
- ication p
Cut
g dress 190.100.24.108
¥ ¥ Interface Copy for tapalogy 010
X Delete
ce address
Renarne

oo
2000

onse timeout [ms]
@ Goto..

rate (cornputer - madern) [hitis] 19200

-
« Supported communication services
Connection clearance time [s] 60
~ PQ data and fault record transmission
Activate fault record transmission Mo -
Activate PQ data transmission Yes -

~ Topology assignment

Assigned to: SICAM

@@ Frorn

< To open the SIMEAS R PAR parameterization tool, click Open... from the context menu.

B Device_PMU
SIEMENS
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g s Device PMU e e R T transducer core voltage nominaivalue "™ nominalvi |m
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)
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o Local printer
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Figure 2-12 Defining the Parameters of a Device by Using SIMEAS R PAR
< Define the device parameters according to your operational requirements or import a SRP parameter file,

for example, from OSCOP P.
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< Save and close the application.

The parameterization data is saved in the SICAM PAS/PQS database and the process is logged in the Report.
For more information on how to define the parameters of a SIMEAS R device, refer to /16/ SIMEAS R PAR,
Parameterization Tool.

For more information on how to define the parameters of a SICAM Q80 device, refer to the System Manual
and the Operating Instuction of SICAM Q80 Power Quality Recorder.

i 0

NOTE

When SIMEAS R is configured and you change the language of SICAM PAS/PQS, the channel names are
changed and must be re-assigned in topology and reports.

24.1.3

Configuration Data for Online PQ Devices

i @

NOTE

To be able to download an IID file, the self-signed certificates of the device must be added to the Web
browser.

For more information refer to the Trusting Self-Signed Certificates in Browsers application note

which can be downloaded from https://new.siemens.com/global/en/products/energy/energy-automation-
and-smart-grid/grid-security.html.

Opening the Device Homepage

The Web user interface of the PQ devices SICAM Q100, SICAM Q200, and SICAM P855 which are connected via
IEC 61850 Client can be opened for configuring the device, viewing online data, and downloading records.

< Right-click the device and select Open device homepage... from the context menu.
- or' -
< Double-click the device.

The device configuration homepage is opened on the default browser of your computer.

Importing/Updating Configuration Data of Online PQ Devices

34

The configuration data (11D and CID files) of SICAM Q100, SICAM Q200, and SICAM P855 devices can be
imported/updated directly from the online PQ devices.

Proceed as follows to import the configuration:

< Right-click the IEC 61850 Client interface and select Import/Update (online PQ devices)... from the
context menu.

< Inthe dialog which opens, enter the IP address range and click Scan.

< Select one or multiple devices to be imported or updated and click OK to confirm.
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) Import/U pdate (online PQ devices)

StartIPaddress: | 190 [ [ 100 || & || 3 | EndIPaddress: [ 190 [ [ 100 || & || 9 |

Select the PQ devices to be imported or updated:

E[': Mot imported E Imported IE Rescanned

selected IP address Device name Device type Status
v 19010085 SICAK _PE5x 01 SICAM PB55 HL
v 19010087 S5I1CAM PBS_8_7 S5ICAMP855 r;b
19010029160 SICAM Q100_01 SICAM Q100
v 190100311 SICAM Q200_31_1 SICARM Q200 r;b

Import mapping information from the device configuration file

QK Cancel

Figure 2-13 Importing or Updating Online PQ Devices

24.1.4 Configuration Data of Redundantly Connected Devices
If a device is connected through the redundant interface of the IEC 61850 Ed. 2 application, its parameteriza-
tion must include 2 access points.

2415 Device Templates
In the Templates view, you can import or update device template files in TXT format. For more information,
refer to 2.11 Working with Device Templates.

2.4.1.6 Grid Codes
You can import Grid Codes in the Grid Codes view. Grid Codes define limit values for power quality evalua-
tion. For more information, refer to 2.16 Grid Codes.

2.4.1.7  Templates for Scheduled Reports
In the Reports view, you can import templates for scheduled reports. Scheduled reports are created for the
evaluation of PQ data. For more information, refer to 2.14 Reports.
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2.4.2 Updating Device Data

If you have adjusted the imported configuration data using one of the external configuration tools, you can
update the data in SICAM PAS/PQS Ul — Configuration. The new and the old parameter data is compared
during this process.

Updating Several Devices

If your import file includes the configuration data for several devices, you can simultaneously update several
devices on the interface level.

This type of update is possible for the following applications:
® |EC 61850 Client (SCD)

® |EC60870-5-101 Master

® |EC 60870-5-104 Master

®  SICAM MIC Master

To update the configuration data for several devices:
< Right-click the Interface in the configuration tree and select Update... from the context menu.

E SICAM | User logon deactivated | Configuration - Large
Help SIEMENS

Fil Edit O Te
B

= contpurton | wapping | Topolog

> SICAM > DESKTOP-OUI343F > IEC 61850 Client > Interface

36

R = « General parameters =
s = i
'.E - |sicAm MName Interface
3 - ™jDESKTOPOUIZ43F Description
:E ' E@ brditez Redundancy No -
=] ¥ = [EC61850 Client —
o Dependency Independent -
» Yainterfal ¥ cut ission parameters
' tlnterﬁ X Delete monitoring Mo -
i » ¥ Interfa 2 =
» = PORRecol ename ess 0000
v (T PQs Auto| By ImportUpdate (online FQ devices). mask 0.0.00
4 -
[ B PS> Auto jl' Import... € asset monitoring Mo -
v %% PQS Auto ‘ . =
» 55 PGS Auto MpGrt mapping... and fault record transmission
54 PQS Schef Update... it data stored in device From pointin time -
b= SICAMOF Device e 0411112022 .
» = SIMEAS R fverser - =
b = SHMP Start time 00:00 -
Interrogation cycle [min] H =
Activate fault record transmission Tes -
Support of the legacy RECPRO archive No -
Fault record directory C:\ProgramDatalSiemens\SICAM PAS PQS|Persistent.
Activate COMFEDE record transmission No -
~ Security - TLS encryption
Activate TLS encryption Mo -
Session count 2000
session interval [s] 1800
Cipher timeout [s] &0
CRL interval [s] 3600
~ Expert parameters
Figure 2-14  Updating Device Configurations (Selection)

< Open the configuration file from which you want to update the devices. All devices which are available
for an update are selected.

< Inthe Update - Select elements dialog, deselect all devices which you do not want to update (disable)
and click OK to confirm.

The selected device configurations are overwritten with the information from the update file.
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NOTE

i 0

When updating an IEC 61850 Ed. 2 device, make sure that you update with the file of the same device
which you have used for import.

If the IED name for a configured IEC 61850 device is changed, it cannot be updated further in SICAM
PAS/PQS Ul — Configuration.

Updating Individual Devices

If your import file includes the configuration data for an individual device, you can update the device data on
the device level.

This type of update is possible for the following applications:

® |EC 61850 Client (CID, IID)

® |EC60870-5-103 Master

®  DNP3 Master (serial, TCP/IP)

®  Modbus Master (serial, TCP/IP)

e  PROFIBUS DP

To update the configuration data for an individual device:

< Right-click the device in the configuration tree and select Update... from the context menu.

< Inthe dialog which opens, open the configuration file from which you want to update the device.

The device is now overwritten with the information from the update file.

If your configuration file includes the data for several devices although you only want to update an individual
device, proceed as described above and select just one single device.

To update the configuration data for an individual device from the online PQ devices:
< Right-click the device in the configuration tree and select Update (online)... from the context menu.
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E SICAM | User logon deactivated | Configuration - Large
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Figure 2-15 Updating Configuration Data of a Device

The configuration data for the PQ device supporting IEC 61850 protocol is updated by downloading the
configuration file (11D or CID) from the online PQ devices.

NOTE

i 0

If an SCL file is updated due to configuration changes for devices supporting PQ data, the IEC 61850 Client
driver processes only those channels from the PQDIF files according to the updated SCL file. The channels
that are no longer defined in the latest SCL file are skipped from the old PQDIF files.

Updating a Device Using a TEA-X File
You can update a device using a TEA-X file, which is exported from DIGSI 5 V6.20 and later for the DNP3
Master and IEC 60870-5-103 Master protocols.
Proceed as follows to update a device using a TEA-X file:
< Inthe Configuration view, right-click the DNP3 Master/IEC 60870-5-103 Master device and select
Update... from the context menu.

< Select the required TEA-X file and click Open.
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Figure 2-16 Updating Selected Device

i 0

NOTE

If the imported TEA-X file has the same device address as the configured device address, Identical is
displayed in the Update column. Otherwise, Required is displayed, which implies that the configured
device address is overwritten with the TEA-X file device address.

2.4.3

< Inthe Update - Select elements dialog, assign the Channels in the Port column to the devices.

< Click OK, to update the devices.

Exporting Configuration Data

SICAM PAS/PQS Ul — Configuration provides functions for exporting configured and parameterized data. This
data can be used in other components of SICAM PAS/PQS or other systems.

You can export the following configuration data:

2.4.3.1 Control Center Interface (for example, Power CC)
2.4.3.2 SICAM SCC

2.4.3.3 Device Templates

2.4.3.4 Grid Codes

2.4.3.5 Devices
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Templates, )
Control center SICAM SCC Grid Codes Bay units, IEDs

SICAM PAS/PQS
Configuration

Figure 2-17 Exporting SICAM PAS/PQS Configuration Data to Higher-level Applications and Reuse for Other
Projects

In addition, you can export the configuration data for devices.

SICAM PAS/PQS
% B

Bay units, IEDs

Figure 2-18 Exporting SICAM PAS/PQS Configuration Data for Devices

Control Center Interface

SICAM PAS/PQS Ul — Configuration exports the data which you have selected for communication with a control
center.

Data can be exported for the following applications:

® |EC61850 Server
The IID format, IEC 61850 Ed.2, is used for data exchange.

® |EC60870-5-101 Slave
The XML format is used for data exchange.

® |EC 60870-5-104 Slave
The XML format is used for data exchange.

To export the configuration data for a control center:
< Right-click the Interface in the configuration tree and select Export... from the context menu.
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Figure 2-19 Exporting Control Center Data

K

< Inthe dialog which opens, enter the storage path for the control center's export data.
The export data for an IEC 61850 Server includes:

®  (Configuration data

®  Mapped items of information and their topological assignments

®  Listassignments

SICAM SCC

SICAM PAS/PQS Ul — Configuration exports the configuration data which you have selected for further use on

the SICAM SCC HMI.

The configuration data for the SCC application is exported in the TEA-X or PXD data exchange format.

To export the data for SCC:

< From the configuration tree, select a control center which is assigned to the SCC application. Select
Export from the context menu.

< Inthe dialog which opens, enter the storage path for the control center's configuration data.

i @

NOTE

If you have modified the topological assignment of SCC data after the export, you can update the tag
names before any further export. Click Edit > Replace SCC tag names. In the dialog which opens, you can
decide whether you want to export the data with the modified topological designations or the original tag
names.

If you are using modified tag names, be aware that the links to graphical picture objects must be re-estab-
lished.
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Device Templates

In the Templates view, you can export device template files in TXT format. For more information, refer to
2.11 Working with Device Templates.

Grid Codes

You can export Grid Codes in the Grid Codes view. Grid Codes define limit values for power quality evaluation.
For more information, refer to 2.16 Grid Codes.

Devices

SICAM PAS/PQS Ul — Configuration exports the device configuration for further use by other configuration
tools, for example, DIGSI.

Data can be exported for the following applications:

® |EC60870-5-103 Master
The TEA-X format is used for data exchange.

® DNP3 Master
The TEA-X format is used for data exchange.

Data can be exported on different structure levels in the Configuration view:
®  Application
The export file includes all configuration data of the interfaces and devices assigned to the application.

® Interface
The export file includes the configuration data of all devices which are assigned to the interface.

® Device
The export file includes the configuration data of the device.

Mapping

When importing a configuration file, a device's complete information is imported. If you do not want to use

all items of information, you can define a typical selection in the Mapping view. Afterwards, you can export
this selection as a template for other devices with the same volume of information. Afterwards, you can use
the import function in order to apply your selection to other devices. This procedure reduces the configuration
expenditure for devices of the same type.

In addition to the mapping of an item of information, additional parameters, for example, the Name param-
eter for IEC 61850 Ed. 2, are included in the import/export.

Mappings which you have previously exported can be further used in the same or another SICAM PAS/PQS
project.

In SICAM PAS/PQS, the import/export of mapping information is supported for the IEC 61850 application.

Exporting Mapping Information

To export mapping information for a device:

< Inthe configuration tree in the Mapping view, select the device and select Export mapping... from the
context menu.

< Inthe dialog which opens, enter the storage path for the control device's mapping information.
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Figure 2-20

2.4.4.2

Importing Mapping Information

Exporting Mapping Information

To import the mapping information for a device:
< Right-click a device and select Import mapping... from the context menu.
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Figure 2-21
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Importing Mapping Information

The Import - select elements dialog opens.

Open the XML file from which you want to import mapping information.

Select the elements to be imported and click OK to confirm.

The elements have the same names as the corresponding columns in the Mapping view.
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Figure 2-22 Selecting Elements

To import the mapping information for several devices of an interface in the Configuration view:

< Click an interface in order to import its mapping information. Select Import mapping... from the context
menu.

< Open the XML file from which you want to import mapping information.
The Import - Select devices dialog opens.

< Select the devices for which you want to import mapping information and click OK to confirm.

SICAM, SICAM PAS/PQS, Configuration and Operation 45
E50417-P8976-C433-C9, Edition 05.2023



Configuration

2.5 Managing the Objects of a Project

Import - select elements X

2.5

2.5.1

46

Select all
W T5aR22 3 Dezelect all
G7SJE2_8
k. Cancel Help

Figure 2-23 Selecting Devices

Managing the Objects of a Project

You can edit the tree structures in the different edit views of your project.
The following options are available:

2.5.1 Copying Objects
2.5.2 Pasting Objects
2.5.3 Moving Objects
2.5.4 Deleting Objects
2.5.5 Renaming Objects

If you use the context menu, the context menu shows you for each selected structure element which edit step

is possible.
Cut Ctrl+
=2 Copy Ctrl+C
Delete Cel
Fename F2
B Goto. Cil+G

Figure 2-24 Context Menu, Example

Copying Objects

To copy an object into the clipboard of SICAM PAS/PQS:

<>

Select the object which you want to copy, for example, a device in a configuration tree.
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< Select Copy from the context menu.

The context menu shows the copy function only on those structural levels and for those tree objects for which
the Copy function technically makes sense. This also applies to the Cut function.

NOTE

i 0

The project and the Full Server cannot be copied.

Copied objects can only be pasted to locations where they can also be created directly by using the Create
function. Lower-level objects are also copied.

2.5.2 Pasting Objects

When pasting an object, be aware to select the correct level in the tree structure.
< Select for example, an interface in the configuration tree in order to insert the device on this interface.

< Select Paste from the context menu, to create multiple copies of the objects.

NOTE

i 0

Different names must be assigned to subordinated objects within the same level. For example, the names
of devices which communicate with SICAM PAS/PQS by using the same interface must be unique. However,
devices which communicate by using different interfaces can have the same name.

2.5.3 Moving Objects

To move an object, cut it and paste it to another place in the tree structure.
< Select the object which you want to move, for example, a device on Interface 1.

< Select Cut from the context menu.

< Select the level under which you want to create the object, for example, Interface 2.
Click Edit > Paste to paste the object.

NOTE

i 0

Drag and drop is a user-friendly and time-saving method for moving objects.
®  C(lick the object.

®  Hold down the mouse button and drag the object to the new position.
®  Release the mouse button.

If you try to drag an object to a position where it cannot be pasted, this step will be rejected. The mouse
pointer shows a black prohibition sign.

If you move the object to a level on which an object of the same type already exists (for example, an object
with the same name or the same address), a dialog opens. In the dialog which opens, the fields to be
adapted are highlighted in red.

2.5.4 Deleting Objects

To permanently remove an object from your station structure:
< Right-click the object and select Delete from the context menu.
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2.5.5

Renaming Objects

To rename an object in the tree structure:
< Right-click an object and select Rename from the context menu.

< Overwrite the object name in the tree structure.
- or' -
< Left-click to select the object in the tree structure.

< Overwrite the object name in the Properties window.

i 0

NOTE

If you change the computer name following the installation of SICAM PAS/PQS, you must adapt the
environment information stored. To do this, you require administrator rights.

Proceed as follows:
®  (Change the computer name under Windows and restart the computer.

®  Right-click the FixHostname.exe application and select Run as administrator from the context menu.

You will find this application in the SICAM PAS installation folder for binary files (%PAS_BIN%\FixHost-
name.exe).

®  Restart the computer.

®  Open SICAM PAS/PQS Ul — Configuration, select the system from the tree structure and enter the
current name of the computer under Computer name.

®  For opening SICAM PAS/PQS Ul — Configuration Client, add the new computer name to the shortcut of
Ul - Operation Client.

—  Click Start and scroll through the app list.
—  Select Ul - Operation Client from the SICAM PAS/PQS folder.
—  Select Properties from the context menu.
—  Modify the computer name in the Target field accordingly.
—  Confirm with Ok.
®  Open SICAM PAS/PQS Ul — Operation and click Update system in the Status window.

2.6

48

Setting Up and Editing the Configuration

In the Configuration view, you can configure and parameterize your SICAM PAS/PQS project. The configura-
tion data is saved in the %PAS_APPDATA%\Database\pas.db installation directory in the project database.

When opening SICAM PAS/PQS, the currently active project database is loaded and shown automatically.
Archive the current project database before modifying the configuration or mapping of your project. This

ensures that this data version is available for later use, refer to 2.3 Working with Project Databases.
How to Proceed

To set up a station configuration with SICAM PAS/PQS, consider the following order:

® 2.6.1Defining a Project

® 2.6.2Inserting and Managing Systems

®  2.6.3 Selecting an Application

®  2.6.4Inserting an Interface
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®  2.6.5Inserting a Device/Control Center
® 2.6.6Inserting a List (General)

The created system components are shown in the hierarchical structure in the navigation tree.

2.6.1 Defining a Project

In a new SICAM PAS/PQS project, the project level is only entered in the configuration tree.

On this level, you identify a project by assigning a unique designation, a brief explanation text and a project
ID. The SICAM SCC HMI recognizes the project by its project ID.

Entering Project Data

To enter General parameters or Project settings or modify the default settings:

< Intheinput area, select a parameter name or a parameter value. Overwrite the parameter value or select
the setting from the selection list.

Explanations on the parameters are available in the information field.

.? C i ppi Topology

Grid Codes

~ General parameters

" -t -l E
?! v jsicam Name SICAM
o = ras Description SICAM PAS PQS
= 8, Archive Company name SIEMENS
S » & Automation
» = DNP3 Master Created by ADMIN
» = |EC 61850 Client Created on 2021-04-07
i
B} |ECRIBR0 Sa e Updated by SICAM Update
» ¥, InterfaceA
» ¥.L33159UCCTA_ Updated on SICAM Update date
» [ B PQS Automatic Export ~ Project settings
i E BEC Project ID 1
Command processing mode 1
Hide wamings No =
Runtime language English (United States) -
Figure 2-25 General Project Parameters
Table 2-1 SICAM PAS/PQS Project: General Parameters

Parameter Name Explanation

Name Here, you can enter the project name. This name is suggested while archiving/
exporting the project database and also appears in the configuration, mapping,
and topology tree.

Description Here, you can enter further information about the project.

Company name Here, you can enter the company name.

Created by Here, you can enter the name of the person creating the project.
Created on Here, you can enter the project creation date.
Updated by Here, you can enter the name of the person editing the project.
Updated on Here, you can enter the last project modification date.
Project ID This parameter provides a unique identification number for a SICAM PAS project
in a SICAM SCC system connected to multiple SICAM PAS systems.
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2.6.2

Parameter Name Explanation

Command processing Number of commands which may be executed simultaneously. In the Mapping
mode view, for each command, you must specify if it is subject to command
processing. To disable the command processing mode, enter the value ‘0’.

To enable the command processing mode, enter any positive integer, for
example 2, which means that 2 commands are executed at the same time.

Hide warnings Here, you can hide or show configuration warnings.
(Value range: Yes, No)
(Default value: No)

Runtime language Here, you can select the language for the output of spontaneous indications,
process indications, or PQ reports.

This parameter does not change the user interface language.

Inserting and Managing Systems

SICAM PAS/PQS supports distributed station configurations. A distributed system is located on multiple
computers.

The station configuration includes:

®  Full Server

1 computer acts as SICAM PAS/PQS server. In addition to the applications, the data distribution system,
the DSI server and the relational database are located on this computer.

®  DIP (Device Interface Processor)
All other computers in the configuration act as device interface processors (DIPs).
The Full Server database can be accessed by using an ODBC interface.
All applications on the DIP are connected to the Full Server with the help of the TCP/IP.

A DIP can be used in order to process large data volumes. In large systems with a large number of
SIPROTEC 4 devices, you connect the devices to a DIP. The HMI functions are realized by using the Full
Server.

i @

NOTE

The first system in a SICAM PAS/PQS project is automatically entered as Full Server. All other systems are
automatically inserted as DIPs. These assignments cannot be modified.

2.6.2.1

2.6.2.2

50

Full Server and DIPs can operate on redundant hardware components.
For more information on redundancy, refer to /9/ SICAM PAS, Redundancy.

Inserting a System

Proceed as follows to insert a system:
< Select the project and select System from the context menu.

Your own computer is automatically inserted as the first system, which acts as the Full Server.

Configuring a System

To configure a system:
< Select the system in the configuration tree. The system parameters are displayed in the input area.
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Figure 2-26 System Parameters of the Full Server

< Select a parameter name or a value in the input area and modify this parameter value.

< Overwrite the value or click the button to the right of the value (... ). You can specify the parameter
value in the dialog which opens.

< Toapply your settings, select another parameter.

2.6.2.3  Configurable System Parameters

These parameters are automatically entered when you create the Full Server or the DIPs. You can modify them

afterwards.

Table 2-2 System General Parameters

Parameter Name  Explanation

Name The system name is a free text input area.
The name of your own computer is shown as a default name for the Full Server, but
you can modify this name as desired.
The system suggests Device Interface Processor (DIP) as the name for a DIP. You can
change this name as desired.

Description Description regarding the added system (free text input)
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Parameter Name  Explanation
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Computer name

The name of your own computer is shown as a default name for the Full Server,but
you can modify this name as desired.

The computer name may consist of up to 128 characters and must not include any
special characters (exception ).

If your computer is part of an active network, the first 2 IP addresses of the network
adaptor are automatically assigned.

To use another computer in the network as Full Server, click the input box for the
computer name. Click ... to open the Browse for computer window. Select the desired
computer in the network. The computer name and the corresponding IP addresses are
assigned. Change the system name.

The system suggests DIP as the name for a Device Interface Processor (DIP). You can
freely modify this name and/or browse for a computer in the network.

When setting up a station configuration offline, you can enter the system name as text.
Make sure that the defined name corresponds to the actual name of the computer in
the network and correct it later on the destination system. If you change the computer
name following the installation of SICAM PAS/PQS, the environment information stored
must be adapted accordingly. For more information, refer to 2.5.5 Renaming Objects.
Ensure that the computer name only contains alphanumeric characters excluding few
extended characters.

Some older operating systems machine names with multiple - may not work in certain
configurations and you should always consult Operating System documentation for
conformance.

For more information, see https://support.microsoft.com/en-us/kb/909264.

System resources

In SICAM PAS/PQS, all serial interfaces, modem connections via TAPI interface, and
CP5613/14 modules of a computer in your station are referred to as system resources.
Network cards and addresses are separately managed.

System resources can be freely defined. To do this, click the input box. Click ... to open
the Manage system resources dialog.

In this dialog, click Delete or Insert to manually edit the resources list.

As long as no system resources are entered under System resources, you cannot insert
interfaces for this system. This applies to serial interfaces, modem connections, and
CP5613/14 modules.

Type of system

SICAM PAS/PQS automatically assigns the type of system:

The system which was inserted first always acts as Full Server.

Each additional system is automatically classified as a Device Interface Processor (DIP).
The system type cannot be modified.

IP address 1 First IP address of the system
The IP address is identified by using the system name (see Name).
If the computer is not integrated in an active network, 127.0.0.1 is entered by default
as the first IP address.

IP address 2 IP address of the second network card in the system
The system can be equipped with a second network card for interfaces of the station
configuration.

Standby buffer Maximum switchover time of a redundant system component

timeout [s] If the connection to the device is disturbed, SICAM PAS/PQS stores its messages in a

temporary buffer during this time in order to prevent the loss of information until the
switchover to the redundant system. Select a standby buffer time which is greater than
the sum of the switchover time and the detection time. The switchover time depends
on the error detection time and the necessity of a computer switchover. The detection
time depends on the protocol and the configuration.

The value for the standby buffer time must lie between 0 to +2 147 483 647.

For more information on redundancy, refer to /9/ SICAM PAS, Redundancy.
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Table 2-3 System Project Settings

Parameter Name  Explanation

Redundancy Indicates whether the Full Server or the DIP runs on a redundant hardware component
For more information on redundancy, refer to /9/ SICAM PAS, Redundancy.

2.6.2.4 Setting up a Distributed Configuration

To set up a distributed configuration, insert further systems into your station configuration:
< Select the project name in the configuration tree and select System from the context menu.

E SICAM | User logon deactivated | Configuration - Large
File  Edit ew Tools Help SIEMENS

B e

% Contpurtion |~ opping |~ Topoony

> SICAM > Device Interface Processor

E - K‘k' - = « General parameters -
'.E - J SICAM Mame Device Interface Processor
g sl Device Interface Processar Description
:E ' .; Rl Sz Computer name DIF .
8 System resources COM Port: 0, Modem: 0, CP56...
Type of system Device Interface Processor (DIF)
IF address 1 17230306
IP address 2
Standby buffer timeout [s] 30

~ Project settings

Redundancy Mo -

@ @ FEror(s)0 << Previous Nexts> »

Figure 2-27 Inserting a DIP

2.6.2.5 Creating a Redundant System

To create a redundant system:
< In the Redundancy field under Project settings in the input area, select Yes.

< Enter the computer name of the redundant system or click the ... button to find the computer.

< Enter the IP address of the redundant computer.
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E SICAM | User logon deactivated | Configuration - Large

File Edit  Create Tools  Help SIEMENS
E YEmE x 7

'} Configuration Mapping Topology Templates Grid Codes

> SICAM > Full Server

= - : ~ General parameters -
'.g - |sicAM = Name Full server Full servert
% ] -j Full Server Description
:E Computer name ELRKAPT3123PC - AAEINBLOOQO247W -
8 System resources COM Port: 4, Modem: 0, CP56.. | COM Fort: 4, dem: 0, CP56
Type of system Full server w~ Full server -
IF address 1 190.100.7.161 190.20.0.1
IF address 2 |
standby buffer timeout [5] 30 30

« Project settings
Redundancy Yes Yes

|4
|4

@ @ Error(si0  <<Previous Nextz» [«

Figure 2-28 Dialog Window for Inserting a Redundant System

The project is run in hot standby mode. If a system component fails the process is switched over.

For more information on the different options for the redundant configuration of system components, refer
to /9/ SICAM PAS, Redundancy.

2.6.2.6 Managing System Resources
In the Manage system resources dialog, you can determine and manage connections available for data links
in the system.

Network connections, that is, IP addresses, cannot be managed in this dialog.
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The following connection types can be determined and managed:
® COM Port for the serial connection of devices
® Modem for the connection of devices through dial-up connection

® (CP5613/14 interface card for the connection of PROFIBUS devices

Manage system resources X

Designation Resource type Status Search
COM1 COM Port free
Com2 COM Port free Delete
COM3 COM Port free D
ComM4 COM Port free Inzert
COMS COM Port free
COMBE oM Port free
oel'FI Insert system resources
COME
Modern | Sefialinterface: 3 i|

(] Cancel Help
k. Cancel Help

Figure 2-29 Manage System Resources Dialog

2.6.2.7 Automatic Determination of Connections

To automatically determine all connections of this system:
< Click Search.

NOTE

i @

The connections available on a system can only be determined automatically by using this method, if the
computer name can be determined from the station’s IP address (DHCP Client or by using the Host file).

2.6.2.8 Manually Inserting a System Interface

System interfaces which are not available can be added manually. This is required, for example, if you define a
system configuration offline in order to use it later on another system.

< Click Insert to open a selection window.

< Select the interface type from the list box.

< Enter the serial interface number of the new COM port in the Insert system resources dialog.
< Enter a name for the modems.

The new interface is inserted into the Manage system resources dialog.
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2.6.2.9

2.6.3

56

Deleting a System Interface

System interfaces which you no longer need in your configuration can be removed from the list of system
resources.

< Todo this, click the interface in the Manage system resources dialog and then click Delete.

The interface is removed from the list and is no longer available for the definition of data links.

Selecting an Application

Select the application which you want to use for communication.

For protocols via which you communicate with devices or control centers, the following 2 applications variants
are distinguished:

For serial or modem connections:

®  Master for setting up data links to devices

® Slave for setting up a data link to a control center
For network connections:

®  (Client for setting up data links to devices

®  Server for setting up a data link to a control center

You establish the connection to further SICAM PAS/PQS system components by using the following applica-
tions:

e SCC
SICAM SCC Human-Machine Interface (HMI)
®  SoftPLC

Configuration of customer-specific functions with CFC, SFC and ST

®  Archive
Storage of archive data, including fault records, events, PQ measuring data, and PDR records

®  PDRRecorder
Recording of selected network data for the evaluation of power network faults

®  PQS Automatic Fault Location
Determination of the fault location in the network

®  PQS Automatic Import
Import of fault records or PQDIF data for power network quality evaluation

®  PQS Automatic Export
Export of fault records, PQ data, Grid Code violations, and reports

®  PQS Scheduled Reports
Scheduled reports with selected measured values for power network quality evaluation

®  PQS Automatic Notification
Notification by SMS and/or e-mail as soon as an alarm has occurred or a report is available for example,
on PQ violations, fault locations or the receipt of a fault record. You are also notified by e-mail on the
completion of scheduled reports.

You configure the applications in SICAM PAS/PQS Ul — Configuration. For the evaluation of archived data,

you use the different views of the SICAM PQ Analyzer, for example, Report Browser. The fault location is

determined by the SICAM PQS Fault Locator.

To insert an application in your station configuration:

< In the configuration tree, right-click the system via which the data link is realized (Full Server or DIP) and
select the application from the context menu.
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= |ECH/0870-3-103 Master
= |EC60870-5-104 Master
= |EC60870-5-104 Slave . B
nterface)), and CP5613/14 connections of a computer in your station are referred to as system resources.
= |EC&1850 Client jrely managed.
= |EC®18505%

" srver click on the ... button to open the Manage system rescurces dialog.
= Modbus Master e resources list by clicking on Delete or Insert or automatically show the resources of the current system
= Modbus Slave ered under Systern resources, you cannot insertinterfaces for this system. This applies to serial, modem
OFC Client ections.

OPC Server

et I
PDR Recorder

PQS Automatic Export

LS 3 I g

PQS Automatic Fault Location
PQS Automatic Impart

PQS Automatic Motification
PQS Scheduled Reports
PROFIBUS DP Master
PROFINETIO Master

s5CC

SICAMMIC Master

Al

B @

SICAM QB0 Master

= SIMEAS RMaster

= SINAUTLSAILSA Master

= SIPROTEC 4 Service IF Master
= SNMP

= Telegyr 8979 Slave

Figure 2-30 Inserting an Application

<~ Customize the application parameters in the input area.

For more information on the parameters, refer to the application descriptions in the online help.

1

NOTE

Each application can be inserted only once in the configuration tree below a system. Depending on the
individual application, you can operate one or several interfaces.

2.6.4

Inserting an Interface

Interface
You can select the connection type and the connection parameters on the interface level. Some applications
allow the operation of several interfaces.
For the interface to be inserted, a connection must be available in the system resources.
To insert an interface, proceed as follows:
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< Inthe configuration tree, right-click the application for which you want to insert an interface and select
Interface from the context menu.

E SICAM | User logon deactivated | Configuration - Large

SIEMENS

> SICAM > Full Server > IEC 61850 Client

c®Mmw-v [l-E ~ General parameters -
g 4= == =
.@. - |sicAM Name IEC 61850 Client
3 - = Full Server Type IEC 61850 Client
:’E Bl IEC 61550 Application number 1 -
g ||
Delete
Rename
_"" Export...
-
@ @ Eror(si:0  <<Previous Next>> « »

Figure 2-31 Inserting an Interface

< Define the parameters of the interface in the input area.

It is possible to modify the interface parameters later.

NOTE

i 0

The names of the interfaces of an application must be unique.

A new interface is automatically assigned to the next free COM port, CP5613 port, the next free modem or
an IP address.

In the IEC 61850 protocol, if the IP address has also been assigned using a system configurator such as
DIGSI, you must enter the same IP address in the transmission parameters of the interface.

Check the automatically assigned connection parameters and customize them according to your require-
ments.

For more information on the interface parameters, refer to the application descriptions in the Online help.

2.6.5 Inserting a Device/Control Center

Device
You can communicate with one or several devices through an interface.
The device data can be available as device templates or can be imported. The import files are created with
DIGSI, SICAM Toolbox Il or SICAM Webmic. You do not need to customize any further parameters for this
device. Some protocols support the import of several devices.
To insert a device:
< Right-click the interface for which you want to insert a device and select Device from the context menu.
The Insert — Device dialog opens.

58 SICAM, SICAM PAS/PQS, Configuration and Operation

E50417-P8976-C433-C9, Edition 05.2023



Configuration

SICAM | User logon deactivated | Configuration - Large

Configuration Mapping Topology Templates Grid Codes

2.6 Setting Up and Editing the Configuration

SIEMENS
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Figure 2-32 Inserting a Device
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Insert - Device X

= General parameters -

Name Device

Device group

Description

Device template -
Impaort file D EM_UDOCWark\PAS\Configo...
Buffer time [ms] 50

SCD device name
GOOSE monitaring Mot yet defined -
Activate access to device homepage Mo -

= Communication parameters

IP address 0.0.0.0

Part 102

IP gateway of the device netwoark 0.0.0.0

IP subnet mask 2552552550

Drop buffered Mo -
Connection test [ms] 5000

w PQ) data and fault record transmission

Activate fault record transmission Mo -
Fault record transmission mode MRS -
FTF port
FTP directory
Activate SIPROTEC fault record transmi... Mo -
Activate PQ data transmission Mo -
» Security configuration
» Security - TLS encryption
» Expert parameters
» Supported communication services
» Topology assignment
6 0 Error(s): 0 << Previous  Next>> o »
oK Cancel Help
Figure 2-33 Selecting a Device Template
<{  Select either a device template or an import file and click OK to confirm.
< Fillin all fields which are highlighted in red.
- NOTE
l Device configuration files cannot be imported for all applications. You use templates for these devices. For
more information, refer to 2.4.1.1 Configuration Data for Several Devices.
To define the parameters of SIMEAS R and SICAM Q80 devices, you must use device-specific parameteriza-
tion tools. Insert the devices in your configuration and call up the parameterization tool from the configura-
tion. For more information, refer to 2.4.1.1 Configuration Data for Several Devices as well as /16/ SIMEAS
R PAR, Parameterization Tool and the System Manual and the Operating Instruction of SICAM Q80 Power
Quality Recorder.
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i 0

NOTE

If you do not enter a specific name for the device, the name will be applied from the device template/
import file during the import process. For more information on the import of device data, refer to
2.4.1.2 Configuration Data for Individual Devices.

Control Center

2.6.6

Under the applications which serve for the communication with control centers or SICAM SCC, insert a control
center under the interface level.

To insert a control center:
< Right-click the interface in the configuration tree and select Control center from the context menu.

< Assign a name for the control center or the SICAM SCC connection.

E SICAM | User logon deactivated | Configuration - Large

SIEMENS

File Edit Create View Tools Help

BiBEm

% Contpurtion |~ opping |~ Topoiony

> SICAM > Full Server > S5CC > Interface

« General parameters

S M-t B

s "

-,E - |sicam Name Interface

g w7 -] Full Server Description
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= Text format Long text -

Switching authority group assignment
Copy

General functions
Delete

Message buffer size 2000

Rename

B
ww  Control center

Transmission parameters

IP address 0.0.00
Port 10501
-
& O Frorisio << Previous Next>> « »

Figure 2-34 Inserting a Control Center

Inserting a List (General)

For many devices and control centers, you can create lists in the Configuration view. In the Mapping view,
you assign these lists items of information.

To create a list:
< Right-click the device or the control center in the configuration tree and select List from the context
menu.
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E SICAM | User logon deactivated | Configuration - Large
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@ Go to...
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Figure 2-35 Creating a General Interrogation List

< Configure the general interrogation list. You can select other lists to configure from the Type field.

E SICAM | User logon deactivated | Configuration - Large
SIEMENS

BiyVEmix T
T N T
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-
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Figure 2-36 Defining General Interrogation Parameters

For more information on the general interrogation list parameters, refer to the application descriptions in the
online help.
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2.6.7 Inserting Lists with IEC 61850 Client

When using the IEC 61850 protocol, the mapping (reporting) can be defined as follows:
®  Fixed definition in the protection device (static reporting)

®  Flexible definition in the substation controller (dynamic reporting)

Static Reporting

Static reporting is defined using the configuration tool of the protection device or the IEC 61850 system
configurator tool. Afterwards, these settings are transferred to the protection device and imported into SICAM
PAS/PQS via an SCD file. The ReportControl and the corresponding DataSet in the SCD file are represented as
a list. To map additional messages in such a list, the system configurator, protection device configuration and
SICAM PAS/PQS import chain must be run again.

If a ReportControl has been created in the SCD file and if this ReportControl is linked to another address
than the IP address of the corresponding SICAM PAS/PQS interface (via the ClientLN attribute), this list is not
imported by SICAM PAS/PQS in order to avoid resource conflicts with other substation controllers.

However, if the IP address of the Client interface has been linked to the ReportControl, it is preferred during
the import.
Dynamic Reporting

For certain protection devices which support dynamic reporting, the mapping can be modified in SICAM
PAS/PQS. The new configuration is transferred automatically into the protection devices via the IEC 61850
protocol. The protection device configuration or the system configurator tool are not required for this
purpose.

The lists for dynamic reporting can be created by:
® [nserting a list
® |mporting an SCD file via the interface
2 internal lists are created when importing the SCD file of these devices:
e  Buffered list
e  Unbuffered list
Each mapped value is automatically assigned to the corresponding (buffered or unbufferd) list if it has not yet
been assigned to another list via import or parameterization.
Importing a List

To import a list:
< Select the interface in the configuration tree and select Import... from the context menu.

< Inthe dialog which opens next, select the SCD file and click Open.

During the import, the MMS address, the Report identifier and the Report control block are deter-
mined from the import file and entered in the list.

SICAM, SICAM PAS/PQS, Configuration and Operation 63
E50417-P8976-C433-C9, Edition 05.2023



Configuration

2.6 Setting Up and Editing the Configuration

2.6.8
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Figure 2-37 IEC 61850, Importing an SCD File with Dynamic Reporting

If this is not possible, the fields remain empty and the IEC 61850 Client application tries to determine these
values during runtime.

Inserting Lists with IEC 61850 Server

i 0

NOTE

The IEC 61850 Server application supports the IEC 61850 standard Edition 2 and 2.1 based on your
selection.

By creating the first list you define the standard used by the interface which can run either as MMS or as
GOOSE.

®  MMS designates the connection-oriented (TCP/IP) data transmission between the IEC 61850 Server
(SICAM PAS) and IEC 61850 Clients (e.g. control center).

®  GOOSE designates the transmission of data between bay units or (in this case) from the substation
controller to the bay units/IEDs as a multicast transmission without a direct connection. GOOSE data is
not transmitted to a particular receiver. The receivers are assigned a specific MAC address destination via
which they can filter the data. Since it cannot be determined for sure that the data has been successfully
transmitted to the receiver when using this procedure, the information is transmitted at cyclical intervals.

i 0

NOTE

A GOOSE list can be created only, if no interface redundancy is set and if the IP address is not equal to
0.0.0.0.
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Inserting GOOSE Lists

GOOSE works with the MAC address determined by the IP address. If you do not enter an IP address, the first
MAC address (connection) found will be used. Siemens recommends always enter the IP address when using
GOOSE. This ensures that always the right MAC address/network interface card is addressed even if multiple
MAC addresses exist, for example when using multiple network interface cards or networks.

To define a GOOSE list:

< Right-click the IEC 61850 Server application and select Interface from the context menu.
< Inthe Transmission parameters area of the interface, set the GOOSE parameter to Yes.

< Enter the IP address at which the application will be accessible. This IP address is written to the IID export
file too.
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Figure 2-38
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IEC 61850 Server, Defining the Interface with GOOSE List

Insert a station and select GOOSEList from the context menu.
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Figure 2-39 IEC 61850 Server, Selecting a GOOSE List

- NOTE

l A maximum of 20 GOOSE lists per station can be inserted.
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Figure 2-40

IEC 61850 Server, GOOSE List Inserted

i @

NOTE

If you delete a GOOSE list or change the mapping of a GOOSE list, you must update the IEC 61850 station
in the IEC 61850 System Configurator accordingly.

The GOOSE list parameters of an exported SCL file, which are changed in the IEC 61850 System Configu-
rator can be updated on an interface level.

i 0

NOTE

In case of redundancy configuration, the destination MAC address must be the same for both primary and
secondary SICAM PAS/PQS system.

2.6.9 Archive
By using the Archive application, you can add the connection to a (source) archive on a Full Server. This
archive stores:
® Faultevents
®  Faultrecords
®  Events (process information)
®  Fault location reports
®  Scheduled reports
®  PQ violation reports
®  PDRrecords
68
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2.6.9.1

2.6 Setting Up and Editing the Configuration

The SICAM PQ Analyzer serves for the evaluation of the archived data in several views according to different
criteria.

For the evaluation of fault records, the Incident Explorer uses the COMTRADE Viewer or SIGRA. PDR records
are viewed using the PDR Viewer.

The fault event, the associated fault records, and the related events which occured in the power network are
visualized in the Fault Event Viewer.

The events selected in the Mapping view are visualized in the Event Viewer.
For more information on the SICAM PQ Analyzer, refer to /13/ SICAM PQ Analyzer and /14/ SICAM PQ Analyzer,

Incident Explorer.
Configuring the Archive

To configure an archive:
< Select the system in the configuration tree and insert the Archive application.

< Inthe dialog which opens, enter the storage location under Archive directory. Network directories or
removable media are not permissible as archive directory.

i 0

NOTE

The SICAM PAS PQS Users user group must have write permission for the directory.

To achieve this, open the Properties of the directory, select the Security tab and add the SICAM PAS PQS
Users user group to the Group and user names via Edit... > Add... . Grant the write permission.

< Specify the size (0.4 - 100 GB) of the archive in the Archive size field.

[ SICAM | User logon deactivated | Configuration - Large
SIEMENS

File Edit Crea fiew Tools Help

B yEme x 7
= contpursion | — wapping | Topoioy

> SICAM > Full Server > Archive

o I .. = ~ General parameters -
S STLTHETE =
E - | SicAM Name Archive
g’ ~ —j Full server Type Archive
:’E RE‘ Archive Archive directory DArchive -
8 } = |EC 60870-5-104 Slave . . -
» = IEC 61850 Client Archive size [GB] 0.4
» "m IEC 61850 Server ~ Security - Authentication
+ Esec Enable secure authentication Yes =

Enable secure authentication
Here, you select whether you want to authenticate SICAM PQ Analyzer andlor SICAM PQ Collector while connecting to the archive.

(Value range: Yes, No}

@ @ Eror(si:0  <<Previous HNexi>> o 3

Figure 2-41 Configuring an Archive

i 0

NOTE

When the SICAM PQ Analyzer is connecting to an archive, the user is authenticated by default. Secure
authentication can be disabled to allow access to the archive, for example, if both computers do not belong
to the same domain. To disable the secure authentication feature, the SICAM PQ Analyzer must be updated
to V3.11 HF2 or later.
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2.6.9.2

Storing Process Information

The following information selected in the Mapping view is stored in the archive and can be displayed in the
Event Viewer of the SICAM PQ Analyzer:

®  Single-point, double-point, and bit-pattern indications (for process-value changes)
®  Fleeting indications, indications with value
® Command messages

The process states determined by startup general interrogation are not archived.

i 0

NOTE

Operational measured values are not logged in the event list and, thus, are not stored in the archive.

Right-click the Archive application and select Process information from the context menu.
Right-click Process information and select Event list from the context menu.
Right-click the Event list and select Go to... from the context menu.

In the dialog which opens, confirm the Mapping view.

R

Select all the items of information that you want to be stored for displaying in the Event Viewer.

i 0

NOTE

For storing the events in the archive the Event List / Fault Events feature must be enabled via the SICAM
PAS/PQS Feature Enabler.

2.6.9.3

Configuring Fault Events

The fault event, the associated fault records, and the related events which occurred in the power network can
be visualized in the Fault Event Viewer of the SICAM PQ Analyzer.

To configure the fault events:

< Right-click the Archive application and select Fault event information from the context menu.

< Enter the Pre-trigger duration [s] and Post-trigger duration [s].
The pre-trigger duration refers to the time span prior to the trigger point of the fault event. If the
pre-trigger record duration of the fault record is greater than the configured Pre-trigger duration [s], the
pre-trigger record duration of the fault record is considered.
The post-trigger duration refers to the time span after the trigger point of the fault event. All the
fault records generated during the Post-trigger duration [s] are included in the fault event. If the
post-trigger record duration of the fault record is greater than the configured Post-trigger duration [s],
the posttrigger record duration of the fault record is considered.

i 0

NOTE

For generating fault events and storing them in the archive the Event List / Fault Events feature must be
enabled via the SICAM PAS/PQS Feature Enabler.

2.6.10

70

PDR Recorder

The PDR Recorder records selected information of a station over a selectable period of time. These records
allow the precise analysis of the causes of network faults.

To insert the PDR Recorder application:
< Inthe configuration tree, select the name of the system and insert the PDR Recorder application.

< Select this application and select PDR archive from the context menu.
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< Inthe Support of the legacy RECPRO archive field, select Yes if you want to collect PDR records by
SICAM Recpro Collector V6.

< Select PDR archive and insert a PDR group.

< Inthe PDR parameters input area, define the time window through which the information of this group
is recorded upon triggering.

E SICAM | User logon deactivated | Configuration - Large
Edit  Creat ew Tools Help SIEMENS

B

% conngurason | apping | Topolos

> SICAM > Full Server > PDR Recorder > PDR archive > PDR Group

= = = ~ General parameters -
=] e
.é 'JSICF.M Name FOR Group
% = .j Full server Description
= Elﬂ Archive ~ PDR parameters
8 » ‘= |EC 60870-5-104 Slave N
» = IEC 61850 Client Time before trigger [s] 60
» "= IEC 61850 Server Time after trigger [s] 300
L3
gtk Distributed group name
~ . PDRarchive
el PoR Group ~ Topoloegy assignment
» g scc Assigned to: SICAM
-
@ @ Eror(si:0 <<Previous Next>> « »

Figure 2-42 Inserting a PDR group

In the Topology assignment input area, you see the topological level which is assigned to the PDR group. The
PDR record is stored in the archive, under this topological assignment. The PDR record is selected and viewed
in the SICAM PQ Analyzer in the Incident Explorer view.

In the Mapping view, you select which items of information is to be included in the PDR group and which
information acts as a trigger.

For more information on the PDR records, refer to /14/ SICAM PQ Analyzer, Incident Explorer.

2.6.11 PQS Automatic Fault Locator

The Fault Locator is used to calculate the fault location in order to ensure that the cause of a network fault can
be detected within a short time. It can be used:

® Asasingle-ended or two-ended Fault Locator in systems with single or double lines
®  For parallel line compensation
® |talso supports fault location based on travelling wave algorithm

To insert the PQS Automatic Fault Location application:
< Select the system in the configuration tree and insert the PQS Automatic Fault Location application.
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2.6.12
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Figure 2-43 Inserting the PQS Automatic Fault Location Application

In the Topology view, Properties tab, you define the parameters required for calculating the fault location,
including the number of lines, the line length and the starpoint position.

In addition, you assign the measuring channels for the evaluation of the fault records’ voltage and current
channels.
The Global line overview tab provides an overview of all line data for which parameters have been defined.

For more information on the functionality and parameterization of the Fault Locator, refer to /72/ SICAM PQS,
Fault Locator.

PQS Automatic Fault Locator Based on Travelling Wave Algorithm

The PQS Automatic Fault Location application supports the fault location calculation based on travelling wave
algorithm in addition to the other fault location algorithms available. For more information on configuration
of importing the fault records from a device which supports the travelling wave algorithm and creating a fault
location report for that device, refer to Fault Records Sorted by Device, Page 80

i 0

NOTE

Single-ended fault location based on traveling wave algorithm is not supported.

2.6.13

72

PQS Automatic Import

The Automatic Import is used to transfer data in PQDIF and COMTRADE format from a user-defined path.

This is because, based on the configuration of virtual devices, you transfer PQ data and fault records from
devices which do not communicate through a protocol supported by SICAM PAS/PQS. Fault records can also be
transmitted via File Transfer Protocol (FTP) and from the device which supports Travelling wave algorithm.

The import path must always be defined as a complete network path (UNC path), mapped drives are not
permissible.
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NOTE

If the PQDIF file name contains Unicode characters that are not supported by the current language setting
of the operating system and an error is encountered during the import, the Report displays non-readable
characters as the PQDIF file cannot be read.

In this way, you transfer data in the following formats:
®  PQDIF (Power Quality Data Interchange Format) for PQ data
®  COMTRADE (Common Format for Transient Data Exchange) for fault records

After you have inserted the PQS Automatic Import application into the system, configure the data import as
follows:

® 2.6.13.1 Importing PQ Data
® 2.6.13.3 Importing Fault Records

i 0

NOTE

The SICAM PAS PQS Users user group must have write permission for the directory.

To achieve this, open the Properties of the directory, select the Security tab and add the SICAM PAS PQS
Users user group to the Group and user names via Edit... > Add... . Grant the write permission.

2.6.13.1 Importing PQ Data
To import the PQ Data, proceed with the following steps:
< Right-click PQS Automatic Import and select Device group from the context menu.
< Inthe dialog which opens, select PQDIF in the Import type field under General parameters.
Automatically, the Import mode is set to File-based.
< Inthe Import directory field under PQDIF import configuration, select the import path for the PQ data.
< Inthe Delete PQDIF data field, select whether the PQ data shall be removed from the source directory
after the import.
Insert - Device group X
= General parameters -
Name Device group PQDIF
Description
Import type FQODIF -
Impert mode File-based -
~ PQDIF import configuration
Impeort directory Dilmpert\PQDIF -
Delete PQDIF data Mo -
» COMTRADE import configuration
» COMTRADE record transmission
O O Error(sk 0 <<Previous Next>> 4 .
oK Cancel Help
Figure 2-44 Insert - Device Group PQDIF
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NOTE

°®
l To ensure that the size of the Import directory does not increase continuously, set the value of Delete
PQDIF data to Yes.

Confirm with OK.

Select the Device group and insert a Device.

R

Under the General parameters of the device, select Sample Device PQDIF in the Device template field.

< Confirm with OK.
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B X | ?
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» Communication parameters for FTP
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Configuration
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Figure 2-45 PQS Automatic Import PQDIF
2.6.13.2 DDRecCreation for third party devices

Overview
DDRecCreation is a command line tool for creating a device template file and a ddrec file. Based on such files,
SICAM PQS will be able to import the third-party PQDIF files.

To precisely interpret the PQDIF-content, SICAM PQS requires the respective channel descriptions of PQ Data
in PQDIF-files.

Power Quality data from third-party PQ devices that provide data with PQDIF-files (*.pqd) can potentially be
integrated into SICAM PQS in two ways:

Use case a

3rd-party devices which are not connected to SICAM PQS with IEC 61850:

PQDIF files can be imported from directory using SICAM PQS Automatic PQDIF Import Service. The import
service is supported since the first SICAM PQS version V7.0.

Use case b

3rd-party devices supporting IEC 61850 and transmitting PQDIF-files via IEC 61850:

74 SICAM, SICAM PAS/PQS, Configuration and Operation
E50417-P8976-C433-C9, Edition 05.2023



Configuration
2.6 Setting Up and Editing the Configuration

Such devices can be connected to SICAM PQS IEC 61850 Client. This service is supported since SICAM PQS
version V8.19.
Challenge

Up to V8.18, such channel descriptions must be created manually, either in the SICAM PQS Ul Configuration'’s
Template view or in device description text files. Manual creation of channel descriptions needs expert
know-how and high effort.

Improvement / Solution

With SICAM PAS/PQS V8.19, the additional tool DDRecCreationTool is available and can be used for creating
the following:

® Information files about the channels that are not supported

®  Device description file (Automatic PQDIF Import Service) and ddrec file (IEC61850-connected devices)
Both the file-types can be used to import/update in SICAM PQS Ul Configuration’s Template view.

The DDRecCreationTool requires a third-party PQDIF-file (created by a third-party PQ device) as an input file to
create such files.

NOTE

°®
l ®  The template file is created based on one PQDIF file from a third-party device.

If the third-party device splits the characteristics/channel information (PQ data) into multiple PQDIF
files, select the file that best suits your purpose.

®  Afterimporting/updating files created by DDRecCreationTool, the operating values must be entered by
the user in the Ul-Configuration -> Template.

® Thefiles ..._ImportService.txt and ...ddrec created by the DDRecCreationTool, can be used for
multiple devices of the same device type with the same channel names used in PQDIF-files from
the devices.

— In case of automatic import service, the device description file ..._ImportService.txt will be
imported once in template view of Ul Configuration and referenced for each device created in the
Configuration view. The device name for the device created needs to be identical with the device
name used in PQDIF-file transmitted from a connected device.

— In case of devices connected with IEC 61850 (by importing IEC 61850-SCL-files), each correlated
device template in template view of Ul Configuration needs to be updated with the ddrec-file
created with DDRecCreationTool.

Launching DDRecCreationTool and Files Created

DDRecCreationTool will launch in a Command Line window with these two parameters:
DDRecCreationTool.exe -dir <folderpath> - pgdfile <file>
The files below are created just for information:

® __.-NotSupportedChannels.txt
Contains channels that are not supported by SICAM PQS due to PQDIF tag mismatch.

® ...-NotMappedChannels.txt

Contains channels that are not supported by the system since the characteristics are not used in SICAM
PQS and SICAM PQ Analyzer.

e .. _unknown.txt
Contains channels, for which the abbreviations used are unknown.

The files below are created for import/update in Ul Configuration’s Template view:
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DeviceDescription-file ...-SupportedChannels_ImportService.txt for being imported for “Automatic PQDIF
Import” service (compare use case a. on previous page)

ddrec-file ...-SupportedChannels.ddrec which will be used for updating the device templates in case of
IEC 61850 connected devices (compare use case b on previous page).

Number of Supported Channels

2.6.13.3

76

Channels listed in ddrec- and device template-file are selected as supported based on SICAM PQS knowledge
base used for IEC61850.

Not all the channels (number mentioned in DDRecCreationTool’'s command line reply and listed in files) are
really supported due to various other reasons:

ImportService (use case a) uses a different knowledge base resulting in less channels supported
Tags/attributes of channels in PQDIF-file do not match with SICAM PQS tags/attributes

Channels are declared in the data source section of the PQDIF file, but PQDIF-file does not contain related
data

With SICAM PQS = V8.19, the DDRecCreationTool is available in directory %PAS_BIN%. If executed in Command
line window without any parameters, it will display information about the usage.

Importing Fault Records

To import the fault records, proceed with the following steps:

<&
<&
&

Right-click PQS Automatic Import and select Device group from the context menu.
Select COMTRADE in the Import type field under General parameters.
Select the desired Import mode.
3 options are available:
®  File-based.
For using a third-party application or for manually copying fault records to the Import directory.
* FTP
For automatically copying fault records from the FTP directory to the Import directory.
® Travelling wave recorder
For automatically downloading of fault records from the traveling-wave recorder of the device.
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Insert - Device group X

= General parameters -
Name Device group TW
Description
Impaort type COMTRADE
Impert mode File-based
~ PQDIF import configuration FFiI';'b“E'd
Import directory Travelling wave recarder
Delete PQDIF data Mo -
« COMTRADE import configuration
Import directory structure Multiple folders -

Import directory

+ COMTRADE record transmission

Interrogation cycle [min] 5
Transmit data stored in device All -
Start date 02-01-1970
Start time 0000 -
-
€ @ Errors):0 <<Previous MNext=> 4 »

oK Cancel Help

Figure 2-46 Fault-Records Import Mode

These fault records are automatically imported to the PQS Archive.

NOTE

i @

If you have selected the FTP import mode, you need to define the parameters under COMTRADE record
transmission:

®  For the cyclical request of fault records enter the Interrogation cycle [min] in minutes.
®  From the Transmit data stored in device list select:
— All, to transmit all records
—  From pointin time, to transmit data starting from the entered Start date and Start time

For more information, refer to the online help.

Fault records can be stored in different ways:
®  All Fault Records in One Directory, Page 78 independent of the device name

®  Fault Records Sorted by Device, Page 80 in different directories
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All Fault Records in One Directory

If all fault records are stored in 1 shared directory:
< Select the Single folder import directory structure in the COMTRADE import configuration input area.

< Inthe Import directory field, select the import path for the COMTRADE fault records.

Insert - Device group

~ General parameters -
Name Device group COMTRADE
Description
Impaort type COMTRADE -
Import mode FTF -

» PQDIF import configuration
~ COMTRADE import configuration
Import directory structure Single folder -

Import directory DAImportCONMTRADE|

+ COMTRADE record transmission

Interrogation cycle [min] 5
Transmit data stored in device All -
Start date 02-01-1970
Start time 00:00 -
-
O @O Eror(sk0  <<Previous Next>> 4 »

oK Cancel Help

Figure 2-47 PQS Automatic Import, COMTRADE Directory Structure

< Confirm with OK.
< Select the Device group and insert a Device.

< Under the General parameters of the device, select Sample Device COMTRADE in the Device template
field.

< Inthe COMTRADE import configuration input area, in the File name contains field, you can define the
COMTRADE files of the import directory that are assigned to a device.

Enter a maximum number of 3 colon separated strings that are part of the COMTRADE file name. The
strings are logically interconnected by an AND.

If the field remains empty, all data from the import directory are assigned to the device.

< In the Delete fault records field, select whether the fault records must be removed from the source
directory after the import.
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NOTE

i 0

If the FTP import mode is enabled, you must define the following:

®  Under Communication parameters for FTP, enter the IP address, the Port, and the FTP directory of
the device where it internally stores the fault records.

®  Under Security configuration, enter the Authentication user name which is required for the secure
communication with the device and the Authentication password if the user name is different to
Anonymous.

For more information, refer to the online help.

< Confirm with OK.

Example

The following fault record files are stored in a shared folder:
2013-2-28_10-29-33_NBG_North_Feeder01.CFG
2013-2-28_10-29-33_NBG_North_Feeder01.DAT

2013-2-28 10-29-33_NBG_North_Feeder01.INF (if available in the device)
2013-2-28 10-29-33_NBG_North_Feeder01.HDR (if available in the device)

2013-2-28_10-29-33_NBG_North_Feeder02.CFG
2013-2-28_10-29-33_NBG_North_Feeder02.DAT

2013-2-28 10-29-33_NBG_North_Feeder02.INF (if available in the device)
2013-2-28 10-29-33_NBG_North_Feeder02.HDR (if available in the device)

2013-2-28_10-29-33_NBG_South_Feeder01.CFG
2013-2-28_10-29-33_NBG_South_Feeder01.DAT

2013-2-28 10-29-33_NBG_South_Feeder01.INF (if available in the device)
2013-2-28 10-29-33_NBG_South_Feeder01.HDR (if available in the device)

2013-2-28_10-29-33_NBG_South_Feeder02.CFG
2013-2-28_10-29-33_NBG_South_Feeder02.DAT

2013-2-28 10-29-33_NBG_South_Feeder02.INF (if available in the device)
2013-2-28 10-29-33_NBG_South_Feeder02.HDR (if available in the device)

When entering north: Feeder02 in the File name contains field, the following data are imported into the PQS
Archive:

2013-2-28_10-29-33_NBG_North_Feeder02.CFG

2013-2-28 10-29-33_NBG_North_Feeder02.DAT

2013-2-28 10-29-33_NBG_North_Feeder02.INF (if available in the device)
2013-2-28 10-29-33_NBG_North_Feeder02.HDR (if available in the device)

SICAM, SICAM PAS/PQS, Configuration and Operation 79
E50417-P8976-C433-C9, Edition 05.2023



Configuration

2.6 Setting Up and Editing the Configuration

« General parameters -
Mame Device]
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Device template Sample Device Comtrade -
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«~ COMTRADE import configuration

-

~ Communication parameters for Travelling wave recorder

IP address 192.168.222.103

Subnet 255.255.252.0

Gateway 0.0.0.0
« Communication parameters for FTP

IP address

Port 23

FTP directory
« Security configuration

Authentication user name anonymous

Authentication password
« Topology assignment

Assigned to: SICAM

-
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Insert - Device X

Device specific import directory D:\Import
File name contains

Delete fault records No

oK Cancel Help

Figure 2-48 PQS Automatic Import, COMTRADE with Filter

Fault Records Sorted by Device

80

s

R

&

If fault records sorted by device are stored in different directories, select the Multiple folders import
directory structure in the COMTRADE import configuration input area.

Confirm with OK.
Select the Device group and insert a Device.
Under General parameters, select Sample Device COMTRADE in Device template.

Under COMTRADE import configuration input area, in Device-specific import directory, select the
directory of the COMTRADE fault records that you want to import.

In Delete fault records, select whether the fault records can be removed from the source directory after
the import.

Under the Communication parameters for Travelling-wave recorder input area, in IP address, enter
the IP address of the device which is compatible with the travelling wave.

In Subnet, enter the subnet mask of the device which is compatible with the travelling wave.

In Gateway, enter the gateway of the device which is compatible with the travelling wave.

SICAM, SICAM PAS/PQS, Configuration and Operation
E50417-P8976-C433-C9, Edition 05.2023



Configuration

2.6 Setting Up and Editing the Configuration

i

NOTE

® |f the Templates view does not include an appropriate import file, you can create a customized
template which describes the structure of the data recorded. For more information, refer to
2.11.8 Recording Channels.
By using the Import function of the Templates view, you can also import customized templates which
describe the structure of the data recorded. For more information, refer to 2.711.5 Importing/Exporting
a Device Template.

®  To ensure that the size of the Import directory does not increase continuously, set the value of
Delete fault records to Yes.

2.6.13.4

2.6.14

In the Topology assignment input area, you see the topological level which is assigned to the device group.
The fault records are saved in the archive under this topological assignment and displayed in the SICAM PQ
Analyzer, Incident Explorer view.

Displaying Trigger Information of Fault Records

For the fault records generated from a SIPROTEC 7KE85 device, the COMTRADE header file (HDR) contains
information on the trigger, cause, and fault number, whereas the fault records that are generated from OSCOP
contain information about trigger and cause only. During the automatic import of these fault records, the
information on trigger, cause, and fault number present inside the HDR file is imported and stored in the
archive along with the fault record.

In the Incident Explorer view of the SICAM PQ Analyzer, the Fault number, Trigger, and Cause are displayed.
For more information, refer to /13/ SICAM PQ Analyzer and /14/ SICAM PQ Analyzer, Incident Explorer.

PQS Automatic Export

If you require PQ data and fault records from the archive for evaluation by other programs, you can automati-
cally export this data. During this procedure, the current archive data is stored in defined directories.

The PQS Automatic Export application exports:

®  PQdatain PQDIF (Power Quality Data Interchange Format) format

® PQdatain CSV (Comma Separated Value) format

® Voltage events classified according to IEEE 1159.3 in PQDIF format

®  Fault records in COMTRADE (Common Format for Transient Data Exchange) format
®  Reports in PDF format

The corresponding, archive data is stored in the directories defined. The archive directory, the configured
import paths of the PQS Automatic Import application, and the export paths of the PQS Automatic Export
application for the same export types are not permissible as export root directory. The export path must
always be defined as a complete network path (UNC path), mapped drives are not permissible.

i 0

NOTE

The SICAM PAS PQS Users user group must have write permission for the directory.

To achieve this, open the Properties of the directory, select the Security tab and add the SICAM PAS PQS
Users user group to the Group and user names via Edit... > Add... . Grant the write permission.

After you have inserted the PQS Automatic Export application into the system, configure the data export
according to the description for:

® 2.6.14.1 Exporting PQ Data
® 2.6.14.2 Exporting Fault Records
® 2.6.14.4 Exporting Reports
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2.6.14.1

Exporting PQ Data

For more information on customizing the default mapping file for PQDIF export, refer to A.2 Updating a
User-Defined Mapping File.

For more information on customizing the default channel list file for CSV export, refer to A.3 Updating a
User-Defined Channel List File.

To export the PQ Data, proceed with the following steps:

<>

<&

Right-click PQS Automatic Export and select Export Service from the context menu.
The Insert - Export Service dialog opens.

In the General parameters input area, in the Export type field, select either PQ data (CSV) or PQ data
(PQDIF) format.

In case of a PQDIF export, a single file is exported for the whole device or the measuring group
depending on the Export folder structure. In case of a CSV export, a CSV file is exported for each
characteristic type and measurement value type.

The PQ data export configuration input area is enabled and the default option for Export PQ violations
field is No.

i

NOTE

If the configuration, device name, topology, measurement group name, channel name, or Grid Code
name contains Unicode characters that are not supported by the current language setting of the
operating system, exporting of PQ data files do not work.

The date and time format for the automatic CSV export is always defined by the Region and
Language settings of the operating system of the PASRuntimeUser.

In the Export root directory field, select the path under which the exported PQ data is stored based on
the topological structure configured or the Configuration view. For each device, a subdirectory with PQ
data is created for each export time.

In the Export folder structure field, select the structure how the PQ data are exported to the Export root
directory.

® With Based on Configuration view (multiple folders), measured data of a device is exported to a
single folder. PQ Violations are exported to the respective subfolders based on Grid Codes.

e With Based on Configuration view (single folder), measured data and the PQ Violations of a
device are exported to a single folder.

e With Based on Topology view (multiple folders), measured data of each measuring group
assigned to a bay is exported to a single folder. PQ Violations are exported to respective subfolders
based on Grid Codes.

e With Based on Topology view (single folder), measured data and the PQ Violations of each
measuring group assigned to a bay are exported to a single folder.

In the Time zone field, select the time zone to which all the time information of the exported data is
referred.

If the timezone contains DST, during the day-light switch the exported PQ data splits depending on the
configured interval.

In the PQ data export configuration input area, in the Interval field, select the time interval in hours,
day, or week after which the PQ data is stored in the export directory, for example, 1 hour for hourly
export or 1 day for daily export. The time intervals refer to 00:00 AM.

i 0

NOTE

To reduce the total number of exported reports, you can select 1 week as the Interval.

The PQ data for a device is exported to the destination folder if all the characteristics of the device are
available in the archive for the requested interval.
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< With the Export of already archived data parameter, you define whether PQ data already recorded in
the archive will be subsequently exported as PQDIF or CSV files.

® [fyou select Yes, you define in the Start date and Start time field the time when the export starts.

® |fyou select No, the export begins as soon as the export service in SICAM PAS/PQS Ul — Operation
has been enabled for the first time.

= General parameters -
Name Expaort Servicel
Description
Export type COMTRADE -
Export root directory D-ExportiPQ_data
Export folder structure Based on Configuration view (multiple folders)
Time zone (GMT+05:30) Calcutta -
» COMTRADE export configuration
= PQ data export configuration
Interval 12 hours -
Export of already archived data No -
Start date 01-01-2020
Start time 00:00 -
Export PQ violations No -
= Report export configuration
Event driven reports Voltage event reports (All) -
-
€ @ Error(s):0 << Previous Next>> 4 ]
oK Cancel Help

Figure 2-49 Inserting an Export Service for PQ Data
< To configure the exporting of Grid Code violations, select Yes from the Export PQ violations field.

2.6.14.2 Exporting Fault Records

To export the fault records, proceed with the following steps:
< Right-click PQS Automatic Export and select Export Service from the context menu.

< Inthe dialog which opens in the General parameters input area in the Export type field, select the
COMTRADE format.

< Inthe Export root directory field, select the path under which the exported fault records are stored anal-
ogous to the topological structure configured or the Configuration view. For each device, a subdirectory
with COMTRADE files is created for each export time.

< Inthe Export folder structure field, select the structure how the COMTRADE files are exported to the
Export root directory.
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e With Based on Configuration view (multiple folders), fault records are exported to the respective
folders based on each record type of a device.

® With Based on Configuration view (single folder), fault records of a device are exported to a
single folder (independent of the fault record type).

e With Based on Topology view (multiple folders), a folder is created for each assigned measuring
group, which contains subfolders for each fault record type of a device. The records of the assigned
device are exported to the respective subfolders based on their type.

e With Based on Topology view (single folder), fault records of a device for which at least one
measuring group has been assigned to a bay are exported to a single folder (independent of the
fault record type).

In the Time zone field, select the time zone to which all the time information of the exported data is
referred.

In the COMTRADE export configuration input area in the Export COMTRADE records from archive
field, you define whether the fault records already stored in the archive will be exported.

® |f you select From point in time, the fault records stored from the time defined in the Start date
and Start time field are exported.

® [fyou select All, all the fault records stored in the archive are exported.

In the COMTRADE version field, select the version for the COMTRADE 1997, COMTRADE 1999,
COMTRADE 2001, or COMTRADE 2013 export.

In the COMTRADE format field, select the ASCII, Binary, Binary32, or Float32 export format.
Only the COMTRADE version 2013 supports the Binary32 and Float32 formats.

In the Save as field, select the file format in which you want to save the COMTRADE files (cfg, dat, hdr,
and inf):

e With Individual files, the COMTRADE files are saved individually in the export folder.
®  With ZIP files, the COMTRADE files are saved in 1 ZIP file in the export folder.

In the Modification of the sampling frequency field, select whether you want to reduce the sampling
frequency of the fault record data during export. The sampling frequency must be reduced if the evalua-
tion program cannot operate with the recorded sampling frequency.

In the Sampling frequency [Hz] field, enter the frequency for data resampling.

In the File naming convention field, select the file name structure of the exported COMTRADE records.

®  With Legacy, the file name is structured depending on the option selected in the Export folder
structure.

For the (multiple folder) options, the file name structure is Start date and time.

For the Based on Configuration view (single folder) option, the file name structure is Record
type, Start date and time.

For the Based on Topology view (single folder) option, the file name structure is Record type,
Device name, Start date and time.
®  \With IEEE Std C37.232-2011, the file name is structured according to the IEEE Std C37.232-2011:

Start Date, Start Time, Time Code, Station Identifier, Device Identifier, Company Name, Duration,
Record Type

where
Record Type is either slow-scan (sl), phasor (ph), or transient (tr). For fast-scan records, the Record
Type is omitted.

Company Name is the name of the company entered at the project level in the Configuration
view.
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NOTE

l The special characters )\, /, :, *, ?,", <, >, and | in the Company Name are replaced by _ in the file name.

< Inthe Device identifier format, select the file name format in which you want to identify the exported

fault record.

®  With Device name, the exported fault record is named as the device name configured in the

Configuration view.

® With Voltage level, bay, and device name, the exported fault record is named as a combination
of the voltage level and bay name from the Topology view and the device name from the Configu-
ration view separated by hyphens.

NOTE

i @

convention.

The Device identifier format field is enabled only for the IEEE Std C37.232-2011 option in File naming

If the Export folder structure is based on configuration view, the Voltage level, bay, and device name

option cannot be selected in the Device identifier format.

Insert - Export Service X

= General parameters

-

MName Export Service COMTRADE

Description

Export type COMTRADE -

Export root directory DExportt COMTRADE =

Export folder structure Based on Configuration view (... |w

Time zane (GMT+05:30) Calcutta -
= COMTRADE export configuration

Export COMTRADE records from archive Al -

Start date 01-01-2021

Start time 00:00 .

COMTRADE version COMTRADE 1997 - =

COMTRADE format ASCH -

Save as Individual files -

Maodification of the sampling frequency Mo -

Sampling frequency [Hz] 0

File naming convention Legacy -

Device identifier format Device name -

Export events to file Mo -

Pre-trigger duration [s] 1 -

Post-trigger duration [s] 0 -
» PQ data export configuration i
» Report export configuration [
@ @ cError(sh:0 << Previous Mext=> 4 ]

oK Cancel Help
Figure 2-50 Inserting an Export Service for Fault Records
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2.6.14.3

Exporting Events as CSV File

To map the relevant events to the archive, proceed with the following steps:

&
<&
<&
&
&

Right-click the Archive application and select Process information from the context menu.
Right-click Process information and select Event list from the context menu.

Right-click the Event list and select Go to... from the context menu.

In the dialog which opens, confirm the Mapping view.

Select all the items of information that you want to be stored for displaying in the Event Viewer.

To export events as a CSV file, proceed with the following steps:

<&

In the Export events to file field, select Yes to enable automatic export of event list along with fault
records as a CSV file.

The CSV file will be stored in Events folder. An Event folder is created along with the COMTRADE device
or Topology export folder.

Enter the Pre-trigger duration [s] and Post-trigger duration [s].

The pre-trigger duration refers to the time span prior to the trigger point of the fault event. If the
pre-trigger record duration of the fault record is greater than the configured Pre-trigger duration [s], the
pre-trigger record duration of the fault record is considered.

The post-trigger duration refers to the time span after the trigger point of the fault event. All the

fault records generated during the Post-trigger duration [s] are included in the fault event. If the
post-trigger record duration of the fault record is greater than the configured Post-trigger duration [s],
the posttrigger record duration of the fault record is considered.

i

NOTE

Only events from the device providing the fault record will be included in the exported CSV file.

You can only enter a Pre-trigger duration [s] and Post-trigger duration [s] when Export events to
file is set to Yes.
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= General parameters

Name
Description
Export type
Export root directory
Export folder structure
Time zone
» COMTRADE export configuration
= PQ data export configuration
Interval
Export of already archived data
Start date
Start time
Export PQ viclations
= Report export configuration

Event driven reports

2.6 Setting Up and Editing the Configuration

Export Servicel

COMTRADE

Do ExportiPQ_data

Based on Configuration view (multiple folders) -

(GMT+05:30) Calcutta -
12 hours -
Mo -
01-01-2020

00:00 -
Mo -

Voltage event reports (All}

FY

e @ Error(s):0 << Previous Next>> 4
oK Cancel Help
Figure 2-51 Inserting an Export Service for Fault Records
2.6.14.4 Exporting Reports
° NOTE
l If Unicode characters which are not supported by the installed Siemens font are used in the configuration,

topology, device name, channel name, measurement group name, Grid Codes, or comments, the reports

can contain replacement characters such as O or ?.

You can resolve the same by installing a font that supports these characters and updating the font name in
the FontFamily section of the PMPDFStyleSettings.xml file which is available in the %pas_bin% directory.

To export the reports, proceed with the following steps:
< Right-click PQS Automatic Export and select Export Service from the context menu.

< Inthe dialog which opens in the General Parameters input area in the Export type field, select the

Reports format.

< Inthe Export root directory field, select the path under which the exported reports are stored.

< Inthe Export folder structure field, select the structure how the reports are exported to the Export root

directory.
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2.6.14.5

e With Based on Configuration view (multiple folders), the reports are exported to the respective
folders based on each of the configured scheduled report template. PQ Violation reports and Fault
location reports are exported to the respective subfolders based on the measuring groups under
the device folder.

e With Based on Topology view (multiple folders), a folder is created for each assigned measuring
group, which contains subfolders for each scheduled report template (whose diagrams were
assigned to this measuring group). The scheduled reports are exported to the respective subfolders
based on the template and the assigned measuring group. PQ Violation reports and Fault location
reports are exported to the measuring group folders.

< Inthe Time zone field, select the time zone to which all the time information of the exported data is
referred.

Reports are stored in the following directories:
® Scheduled reports under their name

®  PQ violation reports and fault location reports analog to the topological structure configured or the
Configuration view

Insert - Export Service

~ General parameters -
Hame Experi Service Reporis
Description
Export type Reports -
Export root directory DoExpomiRepons i
Export folder stucture Based on Configuration wview (. -
Time zone (GMT+05:30) Calcutta -

» COMTRADE export configuration
» PQ data export configuration
= Report export configuration

O O Erorsk0  ccPrevious Nexts» 4 ¥

oK Cancel Help

Figure 2-52 Inserting an Export Service for Reports

Exporting Event Reports

i 0

NOTE

If Unicode characters which are not supported by the installed Siemens font are used in the configuration,
topology, device name, channel name, measurement group name, Grid Codes, or comments, the reports
can contain replacement characters such as dor 2.

You can resolve this issue by installing a font that supports these characters and updating the font name in
the FontFamily section of the PMPDFStyleSettings.xml file which is available in the %pas_bin% directory.

88

To export the event reports, proceed with the following steps:
< Right-click PQS Automatic Export and select Export Service from the context menu.

< Inthe dialog which opens in the General Parameters input area in the Export type field, select the
Reports format.

< Inthe Export root directory field, select the path under which the exported reports are stored.

< Inthe Export folder structure field, select the structure how the reports are exported to the Export root
directory.
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e With Based on Configuration view (multiple folders), the event reports are exported to the
respective folders based on each of the configured scheduled report template.

e With Based on Topology view (multiple folders), a folder is created for each assigned measuring
group, which contains subfolders for each scheduled report template (whose diagrams were
assigned to this measuring group). The scheduled event reports are exported to the respective
subfolders based on the template and the assigned measuring group.

® |nthe Time zone field, select the time zone to which all the time information of the exported data is
referred.

® |nthe Report export configuration input area in the Event driven reports field, you define whether you
want to export voltage event reports based on device Grid Codes, PQS Grid Codes, or both.

Insert - Export Service X

+ General parameters -
Mame Export Service
Description
Export type Reports -
Export root directory ol ~
Export folder structure Based on Configuration view (.. w
Time zone (GMT+05:30) Calcutta -

~ COMTRADE export configuration
Export COMTRADE records from archive  All

K

Medification of the sampling frequency No

Start date 01-01-2021

Start time 00:00 -

COMTRADE version COMTRADE 1997 -

COMTRADE format ASCI -

Save as Individual files -
-

sampling frequency [Hz] 0

File naming convention Legacy -
Device identifier format Device name -
Export events to file Mo -
Pre-trigger duration [s] 1 -
Post-trigger duration [s] 0 -

~ PQ data export configuration

Interval 12 hours -
Export of already archived data Mo -
Start date 01-01-2021

Start time 00:00 -
Export PQ violations Mo -

= Report export configuration

Event driven reports Voltage event reports (All}

Voltage event reports (based on Device Grid Codes)
Voltage event reports (based on PQS Grid Codes)

@ @ Error(z):0  <<Previous Next>> 4 4

oK Cancel Help

Figure 2-53 Exporting Event Reports

PQS Scheduled Reports

In the Reports view, you define report templates for the scheduled reports of selected and measured values
of data. The PQS Scheduled Reports application activates the creation of these reports at the time which you
have defined in the template.

To insert the PQS Scheduled Reports application:
< Select the system in the configuration tree and insert the PQS Scheduled Reports application.

Apart from a name, no other parameters are required.
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E SICAM | User logon deactivated | Configuration - Large

SIEMENS

/ Help

S
"% contguation | apping | Topology
> SICAM > Full Server > PQS Scheduled Reports
~ General parameters -

F ~ L
- |SICAM
- -i Full Server Type PQS Scheduled Reports
Eﬂﬁrchi\Je
b "= |EC 50870-5-104 Slave
» = |[EC 61850 Client
v "= IEC 61850 Server
» "= PDR Recorder
j FQS Automatic Export
';‘;f PQS Automatic Fault Location
» [* PQS Automatic Import

Mame FQS5 Scheduled Reports

Configuration

@ @ FEror(s)0 << Previous Next>> ( »

Figure 2-54 Inserting PQS Scheduled Reports

For more information on report templates, refer to 2.714.5 Inserting a Report Template.

NOTE

°®
l If you delete the PQS Scheduled Reports application, all the configured report templates are also deleted.

2.6.16 PQS Automatic Notification

The PQS Automatic Notification application notifies you by e-mail and/or SMS on various system events. The
events are classified into alarms and reports.

NOTE

i 0

Avoid the usage of Unicode characters in the e-mail address and domain names.

You can define to be notified on the following events:

®  Process and status information
You will be notified by e-mail and/or SMS on a status change of selectable process or status information.

®  Faultrecords
When a new fault record arrives, you will receive an SMS with brief information on the topological origin
and the time when the fault occurred.

®  PQviolations
If a PQ violation has occurred, you will receive an SMS with brief information on the topological origin
and the type of limit value violation. In addition, you will receive the PQ violation report in PDF format by
e-mail.

® Scheduled reports
On completion of a scheduled report, you will receive the report in PDF format by e-mail.

90 SICAM, SICAM PAS/PQS, Configuration and Operation
E50417-P8976-C433-C9, Edition 05.2023



Configuration
2.6 Setting Up and Editing the Configuration

®  Fault location reports
On completion of a fault location report, you will receive an SMS with brief information on the topolog-
ical origin, the fault type and the distance to the fault location. In addition, you will receive the fault
location report in PDF format by e-mail.

NOTE

i 0

To be notified on PQ violations, scheduled reports and fault location reports, the functions and the archive
must have been created and configured. For more information, refer to the online help.

NOTE

i 0

By PQS Automatic Notification application, you will not get notified on manually imported PQDIF or
COMTRADE records.

NOTE

i 0

If a time zone different from your operating system time is selected for exporting fault records, the time
specified in the file name of the fault records attached to the e-mail and the exported fault records will be
different.

Creating the Application

To insert the PQS Automatic Notification application:
< Inthe configuration tree, select the system and insert the PQS Automatic Notification application.

< Right-click the application and select E-mail and SMS from the context menu.
The Insert — E-mail and SMS dialog opens.

< Inthe General parameters input area in the Maximum time for redirection [h] field, define the period
during which the event shall still be transmitted after an established notification service has failed.

< Inthe SMS configuration input area, you define whether you want to be notified by an SMS and enter
the data of the sending SMS port. Enter the telephone number with a + sign and the country code.

< Inthe E-mail configuration input area, you define whether you want to be notified by e-mail and enter
the data of the sending SMTP server address and its port.
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Insert - E-mail and SM$
~ General parameters

Marne
Description

Maxirnurmn tirne for redirection [h]

« SMS configuration

Activate SMS notification

COM port

Baud rate [bit/s]

Service center phone number

Service center phone number (nurmeric)

Message surge suppression tirme [rin]

= E-mail configuration

Activate e-mail notification
Sender narne

Sender e-mail address
SMTF server address

SMTF server part

User name

Passward

Caonfirm password

Service center phone nurnber

In this field you enter the phone number of the SMS service center. This phone nurmber must always contain a country code starting

with a "+".

O @ Eror(s} 0 << Previous Newt>s o

E-rnail and 5M5

24

+491805247000

10

Yes

Musterrnax
rnax.musteman®@oo.com
1

25

pre

x
]
ak, Cancel Help

Figure 2-55

<>
<>

Creating an E-Mail and an SMS Notification

Select E-mail and SMS in the configuration tree.

In the Recipients input area, click Add recipient.

Enter the Name of the recipient, the E-mail address and the Telephone number of the recipient of the

notification.

The telephone number must contain the country code starting with a + sign, for example,

+49(911)433-7415.

If you enter the phone number in letters, a number sequence is displayed in the Telephone number

(numeric) field.
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SIEMENS

=i -
% Contpurtion |~ opping | Topoony

> SICAM > Full Server > PQS Automatic Notification > E-mail and SMS
~ General parameters

- |SICAM
- = Full Server
E‘, Archive
b "= |EC 60870-5-104 Slave
» = |EC 61850 Client
v " IEC 61850 Server
» "= PDR Recorder
j FQS Automatic Export
?I;f PQS Automatic Fault Location

Configuration

] :& FQS Automatic Import
=~ ﬁ; PQS Automatic Motification
#,\ E-mail and SMS
54 PQS Scheduled Reports

» "HscC

Figure 2-56

Setting up a Notification for Alarms

Name E-mail and SM3
Description
Maxirmum time for redirection [h] 24

« SMS configuration
Activate SMS notification Yes -
COM port COon -
Baud rate [bitis] 9600 -

Service center phone number

Service center phone number (numeric)

+49(180)524-70000
+4918052470000

Iessage surge suppression time [min] 10

« E-mail configuration

o o Error(s): O << Previous MNext>> 4 »
w Recipients
Name E-mail address Telephone number Telephone number (numer... -
- - - -
1 Gerorg Green georg.green@xx.com +49911330 +49911330

2  Betty Blue
3  Holly Hope

[}

Add recipient

Inserting Recipient Data

To set up a notification for alarms:

<>
<>

betty.blue@xxyy.com

helly hepe@yy.com |-409112253]

Delete recipient

Right-click E-mail and SMS in the configuration tree and select Device > Alarms from the context menu.

In the SMS message surge suppression input area, enter the number of SMS to be sent before the

defined suppression time becomes effective. If the number of arriving alarms exceeds the parameterized
value, no further SMS will be sent to the assigned receiver during the surge suppression time defined.

Open the Mapping view and select Alarms in the configuration tree.

In the Process or Status tab, select the information for which you want a notification to be sent if there

is a status change. To perform the selection, you can use the sorting and filter options described in
2.8.2 Optimizing the View.

<>
<%

Click ... in the Recipients column.

The selection performed is shown in the Recipients column.
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Figure 2-57

Setting up a Notification for Reports

To set up a notification for reports:
< Inthe configuration tree, right-click E-mail and SMS and select Reports from the context menu.

Assigning Notifications for Alarms

< In the SMS message surge suppression input area, select the number of SMS to be sent before the
defined suppression time becomes effective. If the number of arriving alarms exceeds the parameterized
value, no further SMS will be sent to the assigned receiver during the surge suppression time defined.
The number is separately defined for fault records, fault location reports, and PQ violations.

< Inthe Preferences input area, in the Event-driven reports field, select whether you want to receive an
e-mail and SMS notification containing:

All reports

PQ violation reports

Voltage event reports (based on Device Grid Codes)

Voltage event reports (based on PQS Grid Codes)

If you select All Reports or Voltage event reports (based on Device Grid Codes), the PQ Violations input
area in the Mapping view, you define the recipients you want to be notified on the arrival of all reports or

voltage event reports based on device Grid Codes.
In the Grid Code used in device ling, click ... in the Recipients column. In the dialog which opens, select the
people to be notified by e-mail and/or SMS.

< Inthe Scheduled reports field, select whether you want to receive an e-mail containing:

94

All reports

Reports with violations

Reports with violations, warnings, or gaps
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< Inthe Scheduled report content field, select whether you want to receive an e-mail containing:
®  Full report
®  Only the table of contents of the report

< Inthe E-mail attachments input area, in the Attach fault records field, select whether or not the fault
record is attached to the e-mail.

< Inthe Attachment type field, select the type in which you want to attach the fault records:

®  With COMTRADE, the fault records are attached as COMTRADE files (cfg, dat, hdr, and inf).
e  With COMTRADE and PDF, the fault records are attached as COMTRADE files and PDF file.
®  With PDF, the fault records are attached as a PDF file.

< Inthe Attach COMTRADE fault records as field, select the file format in which you want to attach the
COMTRADE files (cfg, dat, hdr, and inf):

e  With Individual files, the COMTRADE files are attached as separate files.
®  With ZIP file, 1 ZIP file containing the COMTRADE files is attached.

< In the File naming convention, select the file name structure of the attached COMTRADE records.

®  With Legacy, the file name is a combination of device name, date, and time separated by blanks,
for example, 7KE85 2019-06-03 09-25-04_451.

Date and time are defined by the Region and language settings of the operating system of the
PASRuntimeUser.
e  \With IEEE Std C37.232-2011, the file name is structured according to the IEEE Std C37.232-2011:

Start Date, Start Time, Time Code, Station Identifier, Device Identifier, Company Name, Duration,
Record Type

where

Record Type is either slow-scan (sl), phasor (ph), or transient (tr). For fast-scan records, the Record
Type is omitted.

Company Name is the name of the company entered at the project level in the Configuration
view.

° NOTE

l The special characters )\, /, :, *, ?,", <, >, and | in the Company Name are replaced by _in the file name.

< If IEEE Std C37.232-2011 is selected as file naming convention, select in the Device identifier format
field the file name of the attached fault record.

®  With Device name, the attached fault record is named as the device name configured in the
Configuration view.

® \With Voltage level, bay, and device name, the attached fault record is named as a combination of
the voltage level and bay name from the Topology view and the device name from the Configura-
tion view separated by hyphens.

< In the Maximum attachment size [KB] field, enter the maximum permissible size of the attachment. If
the attachment exceeds the limit defined, it is not attached to the e-mail.

< Select Reports in the configuration tree and open the Mapping view.

Fault Records and Fault Location Reports

In the Fault recording input area in the Mapping view, you define whether you want to be notified on the

arrival of a fault record or fault location report.

< Inthe Fault record or Fault location line, click ... in the Recipients column. In the dialog which opens,
select which people you want to be notified by e-mail and/or SMS.
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The selection performed is shown in the Recipients column.

PQ Violations

The PQ violations input area in the Mapping view shows all the Grid Codes which you have previously
defined in the Grid Codes view. For each Grid Code, you can define whether you want to be notified if there is
a PQ violation.

< Click ... in the Recipients column. In the dialog which opens, select the people to be notified by e-mail
and/or SMS.

The selection performed is shown in the Recipients column.

Scheduled Reports

The Scheduled reports input area in the Mapping view shows all the reports which you have previously
defined in the Reports view. For each report you can define whether you want to be notified upon its
completion.

< Click ... in the Recipients column. In the dialog which opens, select the people to be notified by e-mail.

The selection performed is shown in the Recipients column.
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Figure 2-58 Assigning a Notification for Reports

2.7 Defining PQ Data Transmission

The feature PQ Data Transmission allows you to transmit records from SIMEAS R and SICAM Q80 devices
from the date and time selected by you. To transmit records, perform the following steps:

< Inthe Configuration view, select a SIMEAS R Master or a SICAM Q80 Master interface.

< Select All from the Transmit data stored in device list to transmit all records.
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-0r -

< Select From point in time to transmit data starting from the entered date and time.

JEd SICAM | User logon deactivated | Configuration - Large
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1
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will be transmiteed.

e

Figure 2-59 Transmitting Data from User-Defined Selection

<~ Select the Start date and the Start time from the list box.
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Figure 2-60 Selecting Start Date of Transmitting Measured Data in Devices
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Figure 2-61 Selecting Start Time of Transmitting Measured Data in Devices

< Start the SICAM PQ Analyzer and verify in the Incident Explorer view if the data is transmitted to the
archive as per the selected date and time.

NOTE

i 0

If multiple devices are connected to an interface, more time is required to transmit data from SIMEAS R and
SICAM Q80 devices.

2.8 Defining the Mapping

After you have configured and parameterized a data link, open the Mapping view. In this view, you select for
example, which items of information you want to use and to which locations you want to forward them.

Proceed as follows to map information:
® 2.8.1Selecting a Data Link

® 2.8.2Optimizing the View

® 2.8.3 Mapping the Information

2.8.1 Selecting a Data Link

After you have switched to the Mapping view, the device or the control center connection which you have
previously edited in this view is selected.

The Go to... context menu item selects the device which you have previously selected in the Configuration
view.
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E SICAM | User logon deactivated | Configuration - Large
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Select the device or the control center connection and select the items of information which you want to
use in the monitoring and command direction.
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Figure 2-62 Selecting the Data Link in the Mapping View

2.8.2 Optimizing the View

The right-hand section of the Mapping view includes all items of information which are provided by a device
and which are available for forwarding to the control centers and to SICAM SCC.

The information is subdivided into the following areas:
® Information — Monitoring direction
® Information — Command direction

Depending on the protocol through which the device or the control center is connected, the areas are
subdivided into several tabs, for example, Process, Status, and LN state.

SICAM PAS/PQS provides several tools which help you to optimize the representation of information for the
corresponding process step.

The following options are possible:

®  Sorting Information, Page 100

®  Filtering Information, Page 102

®  Adjusting the Column Width, Page 103

®  Showing/Hiding Columns, Page 104

®  Fixing a Column/Undoing the Fixing, Page 104

Sorting Information

To sort information in a table:
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< Double-click the column header in the table in order to sort information according to the contents of this
column (in ascending order), for example, according to information type.

< Double-click a second time to reverse the sorting (in descending order).

<~ To sort multiple columns, double-click another column header to sort the information.

Multiple column sorting is indicated by an up arrow (ascending order) and a down arrow (descending
order) along with numerical indications. A numerical indication in the column header shows the
sequence of the columns according to which the information is sorted. If sorting is applied on a single
column, no numerical indication is displayed.

o NOTE
l A maximum of 5 columns can be sorted at a time.
< To undo the sorting sequence of a column, right-click on the column header and select Reset sorting
from the context menu.
< Toremove all the sorting sequences, right-click on the column header and select Reset all sorting from
the context menu
S NOTE
l This menu option is displayed if multiple columns are sorted.
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Figure 2-63 Sorting Information in Multiple Columns
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° NOTE
l Use the sorting function in order to specifically copy certain items of information into an EXCEL table. When
copying back the information in the Mapping view, make sure that the same sorting criteria are defined.
This ensures that no information parameters are accidentally confused.

° NOTE
l Multiple column sorting is applicable for the Templates view and Mapping view and not for the Topology
view

Filtering Information
You can filter the information according to the criteria of one or several columns. Filtering focuses the display
to these criteria.
Proceed as follows to filter information:
< Open the selection list, for example, in the Information Type column.

< Select an information type. The selected information type is displayed as filter criterion.
The view now only includes information of this type.
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Figure 2-64

Filtering Information, Example

To define customized filter criteria:
< Select the (User) criterion in the filter line.

< Select the filter criterion in the User filter window.
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Figure 2-65 Defining Customized Filter Criteria

The table only shows information which meets the defined filter criterion.
To reset filter criteria:
<~ Open the selection list and select (None) to reset the filter.

- Or -

<~ Select any column header and select Reset all filters from the context menu. The filters of all the
columns are reset.
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Figure 2-66 Resetting all Filters

Adjusting the Column Width

If column entries are too long for the currently defined column width, you can adjust the column width.

< Double-click the dividing line between the 2 columns in the column header. The column is adjusted to
the text width of the entries.

-0r -

< Inthe column header, select the dividing line between 2 columns, hold down the mouse button and drag
the pointer to the right (to enlarge the column) or to the left (to reduce the column).
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Showing/Hiding Columns

If you do not require all the parameters for the current parameterization, you can temporarily show or hide

individual columns.

< Select the column header. Click Show/hide columns in the context menu in order to select or deselect

the column display.

The context menu is only displayed if the mouse pointer is placed on the column header.
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Cancel

Help

Figure 2-67 Show/Hide Columns

Fixing a Column/Undoing the Fixing

104

If a table is particularly wide, you can use the scroll bars or the tab buttons to scroll to the right in order to

view this part of the table.

In order to ensure that one or several columns always remain on the left-hand table margin while scrolling,
you can fix these columns (for example, the Use and Name columns).

< To select the columns (shaded in blue), select the column headers and select Fix from the context menu.
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Figure 2-68 Fixing a Column

< To undo the fixing, select the column header line in the table window and select Unfix from the context
menu.

The context menu is only displayed if the mouse pointer is placed on the column header.

i 0

NOTE

The control options for optimizing the view also apply to the Templates view, the Assignments tab of the
Topology view, and the input area for the Recipients of the PQS Automatic Notification function.

2.8.3

Mapping the Information

To map information, specify whether and where you want to use each individual item of information.
For example, you select whether the information shall be

e displayed or logged on the SICAM SCC Human-Machine Interface (HMI)
e forwarded to other control centers

If you have used an import file with mapping information to insert a device, this configuration step is not
required, for example, for the IEC 61850 Ed. 2 protocol.

Proceed as follows to map individual items of information:
®  Using Information, Page 106

®  |jsts (Protocol-Dependent), Page 108

®  Switching Authority, Page 109
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Selecting Normalization (Optional), Page 111

Automatic Notification for Alarms, Page 111

Using Information

To mark that you want to use an item of information:

< Select the information in the Use column.
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Figure 2-69 Using Information

If the parameters for the item of information have not been completely defined, the column number and
mandatory parameters are highlighted in red.

<~ Place your mouse pointer on a red field. The cause of the error is displayed as a tooltip.
Sor-

< Select a red field. The cause of the error is indicated in a tooltip.
-or-

< Open the error field o at the bottom of the information description. The cause of the error is described
in this field.

< Complete the parameterization and correct the entry.

< To apply your settings, select another parameter.

If you close the table window without clearing all errors, a box with a safety question opens. In this box,
you are prompted to select whether you want to continue your corrections or undo the entries.

Incomplete mappings can also lead to a warning. The warning field /1, provides information on the item of

information detected. The warning pops up for example, when mapping the information for an IEC 61850
control center connection because an item of information is available in monitoring direction although the
corresponding item is missing in command direction.
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In addition to mandatory parameters which must be entered in any case, you can modify the default values
of other parameters. All fields highlighted in white can be edited in the tables of the Mapping view. Fields
displayed in gray cannot be modified. They originate from the device template or the import file. Any change
in a device template influences all devices which use the corresponding template.

NOTE

i @

The topological names are considered for the tag names which are created for SICAM SCC. Tag names
define for example, the assignment to graphic objects.

The tag names are created when selecting the information for SICAM SCC. If you have defined the topo-
logical structure of your station before mapping the information to SICAM SCC, this assignment will be
transferred. If you modify the topological structure afterwards, you can update the tag names by using a
menu command. Update the tag names before exporting the configuration data for SICAM SCC.

NOTE

i 0

The Information which becomes a part of a fault record as markers, for example, Dev. pickup or Device
OFF, must always be selected in the Use column.

NOTE

i 0

If only monitoring direction licenses have been installed for the connection of protection devices by using
IEC 61850 or IEC 60870-5-103, you must disable all information in the command direction tab in the Use
column.

Mapping IEC 61850 Server

In the Mapping view of the control center connection, all IEC 61850 parameters are applied which you have
previously defined in the Templates view for the information of a device.

The Templates view allows you to generate proposed values for the MMS addresses for devices connected to
SICAM PAS/PQS by using the IEC 61850. These proposed values are generated based on the available address
information of the template. To generate the values, use the Create MMS addresses menu.

If status values (for example, _ComFault of any interface) are mapped, the corresponding MMS addresses are
preset with generated default values.

The parameters can be overwritten in the Mapping view. As soon as you deactivate the Use selection, the
original parameterization from the template is displayed again.

The example below shows an incomplete configuration from the Templates view in which only the parame-
ters for the information direction have been entered. A warning is thus attached to the item of information in
order to indicate that the command direction is missing.

If you also mark the correlative item of information as used in the command direction, the parameters are
highlighted in red as incorrect for this direction. The error messages and warnings disappear as soon as you
have completed all missing parameters.

SICAM, SICAM PAS/PQS, Configuration and Operation 107
E50417-P8976-C433-C9, Edition 05.2023



Configuration
2.8 Defining the Mapping

I SICAM| User logon deactivated | Configuration - Large
File  Edit View Tools Help

=} =R

SIEMENS

> SICAM > md1yetnc > IEC 61850 Server > Interface > Station

o ¥ |SIcAM w Information - Monitoring direction
§ " Smdiyeme Process  LNstate  Status ~Faultrecord issi Asseti
E' 4 :“;ﬁ:;ii:"'"‘ Use Topology Name Protoc.. LDInst. LDNa.. LNpre N INsuffix  FC 00 a
[H windnoDE_oo1 = ad = = s = ad = = =
T e 1 f[sicaimatyeinc Ciocyne FS = = 1l
% mteriace 2 SICAMImd1yetnc Clockvalid E— =~ =~ :
B8 station 3 SICAMImd1yetnc DongleError ® = = = [
4 SICAMImd1yetnc Diskfull EI ~ - =
5 SICAMImd1yetnclIEC 61850 C i : 001 PowerQuali ile Recording Ea ~ ~ [l
6 SICAMImd1yetncllEC 61850 C : 001 ims P = - - i
7 SICAMImd 1yetnclIEC 61850 C 001 PowerQ i Para Load E— ~ ~ [l
s SICAMImd1yetnclEC 61850 C 001 indication 1 EI ~ ~ 1
) SICAMImd1yetnclIEC 61850 C i : 001 PowerQuality/indicati indication 1.nolock SP v ~ ~ I
10 SICAMImd1yetncllEC 61850 C : 001 indication 2 R - - :
1 SICAMImd 1yetnclIEC 61850 C 001 PowerQ i indication 2.nolock  SP w ~ ~ I
12 SICAMImd1yetnclEC 61850 C 001 ® = ~ ~ i
13 SICAMImd1yetnclIEC 61850 C i : 001 PowerQualitylindications.Rotation Ea ~ ~ I
14 SICAMImd1yetncllEC 61850 C : 001 Time syn error P = - - ]
15 SICAMImd1yetncllEC 61850 ClientlinterfacelWindNODE_001  FowerQualitylLimit Violations Group indication 1 E— ~ ~ I
16 SICAMImd1yetncllEC 61850 C 001 Groupindication2 S . ~ - .
17 SICAMImd1yetncllEC 61850 ClientlinterfacelWindNODE_001  PowerQualitylLimit Violations Group indication 3 Ea ~ ~ I
18 SICAMImd1yetncllEC 61850 C : 001 Groupindications S - - :
19 SICAMImd1yetnclIEC 61850 ClientlinterfacelWindNODE_001  PowerQualitylLimit Violations Limit violation 1 E— ~ ~ I
20 SICAMImd1yetncllEC 61850 C o001 Limit violation 10 EI ~ ~ i
2 SICAMImd1yetncllEC 61850 ClientlinterfacelWindNODE_001  FowerQualitylLimit Violations Limit violation 11 Ea— ~ ~ I
22 SICAMImd 1vetncliEC 61850 C 001 Limit violation 12 ER— - - =
@ /i Waming(s): 0 <<Previous Next>> 4 11} >
[+ Information - Command direction
Process  LNstate  Status
Use  Topolo.. Name Protoc.. LDInst.. LDNa.. LNpre. LN  LNsuffix  FC 00 DOIns. oA Enum  Comm.. CFper.. Norma.. ]
1 TSGR Powerqualiyiindica . SC = 7 7 7 = m = = m = = éa000 o E B
2 e E— ~ ~ ~ ~ = 60000 - E .
@ i Erors) 0 - ~ ~ ~ ~ - Sl |

|
Figure 2-70 Mapping IEC 61850 Server, Example

The DO Beh data object (behavior of the logical node) cannot be selected. It is calculated from the DO Mod
data object (mode of the logical node).

The selectable data objects are defined in IEC 61850 Ed.2 standard.

If you have assigned one or several lists to the station, be aware that the information type of an item of
information matches the list selected. A warning pops up if you assign an item of information of the Event
type to a general interrogation list. The warning also pops up if there is a subsequent change of the trigger
condition for the list in the Configuration view.

The assignment of the Logical Device LD and Logical Node LN address parameters of the list in the Configura-
tion view and the assignment of LD and LN of the item of information in the Mapping view are independent.

For more information on the parameterization of object model templates, refer to Changing the Parameters of
an Item of Information, Page 149.

Lists (Protocol-Dependent)

A list is created in the Configuration view for data links to control centers.

Information in monitoring direction which is included in a list must be assigned to a List, for example, an
alarm list, in the Mapping view.

< Activate the assignment in the General interrogation list (list name) column.
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Assigning Mapped Information to a List

In the Mapping view, you can select for individual commands of devices and substations whether the
command output is subject to a switching authority check.

If the selection is enabled, the switching authority of the topological level to which the information is assigned
is effective.

If the selection is disabled, the command output is without a check.

The switching authority itself can be parameterized for any structure level in the Topology view.
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Figure 2-72 Assigning an Information-Specific Switching Authority

For more information on the parameterization of the switching authority and switching permissions for
individual users, refer to 2.9 Mapping the Topological Structures, 6.3 Administrating Users, the online help of
the User Administration, A. 14 Information — Switching Authority, and /8/ SICAM PAS/PQS, Security.

Operating Mode (Select Before Operate)

If the substation expects a 2-step command, the command is always executed in 2 steps (Select and
Execute). The Execute command is only forwarded if the substation has positively acknowledged the previous
Select command.

<~ Select Direct operate, if the control center only sends the Execute command and the application creates
the required Select command.

- or' -
< Select Select before operate, if the Select and Execute commands are transmitted from a control center.

Command Termination

For the information from a control center, you select by using a Command termination how the command
shall be terminated.

If the selection is enabled, the application expects a command termination message.

If the selection is disabled, the application only expects the confirmation from the substation that the
command has been accepted.

“M of N” Check

For commands from devices and substations, you can select individually whether the command output of a
check is subject to “M of N” monitoring.

If the selection has been activated, the command is only transmitted if the permissible number of simultane-
ously transmittable commands has not yet been reached. The number can be defined on the project level
(command processing mode).
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If the selection is deactivated, the command is forwarded independently of the number of command outputs
to the device which are currently in progress.

Blocking

For items of information which originate from devices and substations, you can select individually whether the
communication in the command or monitoring direction is subject to bay or telecontrol blocks.

If a bay block has been set, no items of information from devices or substations are transferred to the Full
Server.

If a telecontrol block has been set, no items of information are transmitted to the control center.
If Check all has been defined, the bay and the telecontrol block are observed.
If Check bay blocking has been set, only the bay block is observed and the telecontrol block is ignored.

If Check telecontrol blocking has been set, only the telecontrol block is observed and the bay block is
ignored.

If Ignore all has been set, the information from the device or the substations will be accepted and forwarded
independently of a bay or telecontrol block.

Selecting Normalization (Optional)
You can define normalization procedures in the Templates view. In the Mapping view, you assign these
normalization procedures to individual items of information.
To assign an item of information a normalization procedure:
< Inthe Normalization field, open the selection list of all available normalizations. Select a procedure.
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Figure 2-73 Normalization Procedures
For more information, refer to 2.12 Working with Normalizations.

Automatic Notification for Alarms

In order to be notified by e-mail and/or SMS on the status change of process and status information
< Select PQS Automatic Notification application.
For more information refer, to 2.6.76 PQS Automatic Notification.
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2.9

Mapping the Topological Structures

In the Topology view, you map the structure of your station configuration according to operational aspects.
This topological structure is accepted by other system components and used for the display and evaluation
functions.

The topological designations are transferred to the tag names of the Human-Machine Interface (SICAM SCC
tags).

The topological device assignment is transferred to the archive and is used for archive evaluation in the
different views of the SICAM PQ Analyzer.

You perform different tasks in the Topology view:
®  Assigning information to a hierarchical, topological structure
® |evel-specific assignment of measuring channels, Grid Codes, and switching authority

®  Parameterizing data for manual and automatic fault location

Structure of the Topology view

The topological tree shows the topological structure of your system data.
The right window is structured with the following tabs:

®  Assignments for the assignment of information to the topological levels
For more information, refer to 2.9.2 Assigning Information.

®  Properties for the parameterization of the functions, for example, fault locator
The display of the properties categories depends on the selection in the structure tree.
For more information, refer to 2.9.3 Defining the Properties of Topological Levels.

®  Global line overview for displaying line data for the fault locator
You cannot change parameters in this tab. This tab is only visible for the project level.
For more information, refer to 2.9.3.5 Defining the SICAM PQS Fault Locator.

Editing the Topology Structure

2.9.1

112

You perform following steps to edit the topology structure of your system:
® 2.9.1 Defining the Topological Tree Structure

®  2.9.2 Assigning Information

®  2.9.3 Defining the Properties of Topological Levels

®  2.9.3.5 Defining the SICAM PQS Fault Locator

Defining the Topological Tree Structure

Use one of the following objects in order to map your station's configuration:
®  Region

®  Station

® Voltage level

® Bay

®  User-defined group

The context menu and the header of the topological tree only make available those objects which can actually
be used under a level.

Objects can be converted to user-defined groups under the Bay level.
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In order to assign a device-specific switching authority, click Edit > Create topology hierarchy to convert your
station's configuration structure to a topological structure. All items of information are automatically assigned
to the topological structure levels. The structure corresponds to the structure in the configuration tree in the
Configuration view.

Inserting an Object

To define the topological tree structure:
< Select the project and select a first object from the context menu, for example, Station.

< Add further topological levels to the tree structure.
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Figure 2-74 Defining the Topological Tree Structure

You can move the objects within the structure or remove them.

2.9.2 Assigning Information

After defining your station configuration's topological basic structure, assign the items of information which
you have configured for the project to the individual topological levels.

This assignment is displayed in the Configuration view (Topology assignment input area) and in the
Mapping view (Topology column).

How to Proceed
To distribute mapped information to different topological levels, perform the following steps:
®  Optimizing the View, Page 113

®  Assigning Information, Page 114

Optimizing the View
Unless you have created the topological structure automatically, all mapped items of information of the SICAM
PASIPQS project are located on the uppermost level of the topological tree structure.
Additional items of information which you configure later are first located on the project level of the Topology
view again.
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Figure 2-75 Information in the Topology View

The table shows:

®  The origin of the item of information (Technology (Source))

®  The name of the item of information (Name)

®  The type of information (Information Type)

®  The control centers to which the information is forwarded (control center)

Since all columns are disabled (gray), you cannot change these definitions here.

SICAM PAS/PQS Ul — Configuration provides numerous options for the sorting or filtering of information in the
Topology view. To do this, you proceed almost in the same way as in the Mapping view.

You can consider the following steps:

®  Sorting Information, Page 100

®  Filtering Information, Page 102

®  Adjusting the Column Width, Page 103

®  Showing/Hiding Columns, Page 104

®  Fixing a Column/Undoing the Fixing, Page 104

For more information, refer to 2.8.2 Optimizing the View.

Assigning Information

To assign a topological element an item of information:
<~ Select the first column with the consecutive number in order to select an item of information.

< Hold down the SHIFT or CTRL key, select additional rows in order to expand your selection and drag your
selection to a topological object.
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-0r -

< Define a filter criterion, for example, the name of a device.

<>

Click the first column with a consecutive number in order to select the row including this information.
< Click Select all rows in the context menu and drag the selection to a topological object.
- Or' -

<~ From the configuration tree in the Configuration view, right-click a device and select Copy for topology
from the context menu.

< Inthe Topology view, right-click the structure level to which you want to assign the device and select
Paste from the context menu.
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Figure 2-76 Assigning Information in the Topology View

The information is now assigned to the topological structure level. You can freely modify the assignment
between the topological structure levels. For more information, refer to 2.5 Managing the Objects of a
Project.

2.9.3 Defining the Properties of Topological Levels

The display in the Properties tab depends on the selection in the structure tree. The tab contains the following
properties categories:

®  General parameters for assigning the switching authority
For more information, refer to 2.9.3.7 Switching Authority.

®  Grid Codes for assigning up to 4 Grid Codes
For more information, refer to 2.9.3.2 Grid Codes.
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®  Measuring group assignment for a topological assignment of the PQ data and fault records
For more information, refer to 2.9.3.4 Measuring Channels.

® Measurement parameters for defining the power frequency, voltage level, and declared supply voltage
For more information, refer to 2.9.3.3 Measurement Parameters.

®  Fault location to activate and parameterize central information for the fault-location determination
For more information, refer to 2.9.3.5 Defining the SICAM PQS Fault Locator.

® Line for the parameterization of line data
For more information, refer to 2.9.3.5 Defining the SICAM PQS Fault Locator.

® Segments for the parameterization of the line or line sections
For more information, refer to 2.9.3.5 Defining the SICAM PQS Fault Locator.

2.9.3.1 Switching Authority

In the Topology view, you can define a specific switching authority tag on each level of the topological
structure. By using these switching authority tags, you implement for example, a station level-specific or
voltage level-specific switching authority.

The switching authority tag is set by SICAM SCC, a control center or the Value Viewer during the runtime of
the system. A Local x or Remote x switching authority can be assigned. The different options are defined on
the level of the corresponding application to which you can assign as a switching authority.

In order to transmit a command independently of a defined switching authority tag, the check can be
deactivated in the Mapping view.

To assign a topology level-specify switching authority:

< Select the structural level.

< Intheinput area, select Yes under Activate specific switching authority.

A switching authority tag is created in the Name of switching authority information field.
Tag names can be freely defined.
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Figure 2-77 Assigning a Specific Switching Authority for a Topological Level

For more information on the switching authority, refer to A. 14 Information — Switching Authority.

For more information on the parameterization of the switching authority on the SICAM SCC Human-Machine
Interface (HMI), refer to /5/ SICAM SCC, Human Machine Interface SICAM SCC.

2.9.3.2 Grid Codes

Grid Codes are defined in the Grid Codes view in the SICAM PAS/PQS system and assigned to the individual
topological structure levels in the Topology view.

To assign Grid Codes:

< Select the structure level and assign up to 4 Grid Codes in the input area.

The Grid Codes include limit values which serve as a basis for the evaluation of PQ measuring data.
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Figure 2-78 Assigning Grid Codes

For more information on the import of Grid Codes and change options for the limit values defined in these
Grid Codes, refer to 2.16 Grid Codes.
2.9.3.3 Measurement Parameters
You can parameterize the following data in the Measurement parameters section:
®  Power frequency of the system (Nominal frequency in Hz)
® Voltage level of the system as phase-to-phase voltage (Nominal voltage in kV)
®  Declared supply voltage of the system as phase-to-phase voltage (Operating voltage in kV)

These data are used for the fault-location calculation.

2.9.3.4  Measuring Channels

Measuring channels include a description of the information transmitted from the devices. They include for
example, the phase assignment of the voltage and current channels. This assignment is required for example,
for the fault location function.

The measuring channels are created automatically during:
®  Parameterization of a SIMEAS R or SICAM Q80 device
® |mport of the XML files for protection devices created with DIGSI 4 or DIGSI 5

For the following application cases, you must define these measuring channels yourself in the Templates
view:
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®  Protection devices which provide fault records

®  \/isualization of fault records from IEC 60870-5-103 devices which include non-standardized channels or
channel texts

®  Virtual devices of the PQS Automatic Import function

Templates are available for this purpose. For more information, refer to 2.71.8 Recording Channels.

In the Measuring group assignment section, you assign the measuring group with the related measuring
channels to the topological level where the PQ data and fault records shall be available for analysis.

Defining the SICAM PQS Fault Locator

The SICAM PQS Fault Locator creates fault location reports which you can evaluate using the SICAM PQ
Analyzer. The fault location reports are created either automatically or manually. You can define to be notified
by e-mail and/or SMS on completion of a fault location report. For more information, refer to 2.6.16 PQS
Automatic Notification.

For automatic fault location, you insert the PQS Automatic Fault Location application in the project structure
in the Configuration view.

The Topology view allows you to parameterize the data of the automatic and manual fault location function.

i 0

NOTE

In the Topology view, if

®  the user-defined group and the station or

® the user-defined group and the voltage level or
® the user-defined group and the bay level

are present at the same topology level, fault location reports are not generated for the user-defined group.

On the bay level, you define line data, the rated current, the maximum load current, and the star point
direction. In addition, you activate the automatic fault location function on this level.

On the voltage and bay levels, you select all measuring channels in the Measuring group assignment section
that are used for the fault-location calculation, refer to 2.9.3.4 Measuring Channels.

On the bay level, you assign the measuring channels in the Fault location section that are used for the
automatic fault location function. The assignment is done separately for the voltage and current measuring
channels.

In the Segments table, you configure the single line sections used for the fault location calculation. You
define, for example, the line type (overhead line, 3-pole or 1-pole cable), the line length, the resistance and
the capacity for each line section.

On the project level, the line data defined for the overall project are displayed in the Global line overview tab.
You cannot change any parameters in this tab.
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Figure 2-79 Defining the Parameters of the Fault Locator

Defining Line Segments

120

The segment table allows you to define the single line sections. The type and number depend on the lines
between the stations.

A line must consist of at least one line segment. The length of a line is calculated as the sum of the lengths of
all line segments.

A double line consists of 2 parallel lines with identical line data.
The performance characteristics of the Fault Locator include:

® Single-ended fault location
Single line: 1 line is connected to one single bay of a station
Double line: 2 parallel lines are connected to 2 bays of a station

® Two-ended fault location
Single line: 1 line connected to 2 bays of 2 stations
Double line: 2 parallel lines connected to 4 bays of 2 stations

®  Parallel line compensation
—  For segment-wise coupled lines
—  Direct support of double lines
—  Foridentical or different voltage levels

The segment in the first row of the list corresponds to the segment on the highlighted bay. The segment in
the last row of the list corresponds to the segment on the remote bay.

The display of the columns (parameters) in the segment table depends on the input-format selection in the
dialog Options for line parameters.

< Todo this, select Tools > Options for line parameters... .
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Options for line parameters

Figure 2-80  Defining the Input Format of Line Parameters

You can copy and delete segments or change their order.
You can either enter the capacities or have them calculated from the reactance.
The following table shows the possible parameters of the segment table.

Table 2-4 Line Parameters

Bay Meaning

Segment Name of the line segment

Coupling Selection of the parallel line segment which is to be coupled to the current
segment

Type Segment type
The following entries are possible: Overhead, 3-pole cable or Single-pole cable.

Length Length of the line segment in km or miles
The unit depends on the regional settings of the operating system.

Central phase Phase in the center of the phase arrangement For twisted lines, None/Unknown
must be defined here.

Resistance R,’ Positive-sequence resistance in Q/km or in Q/mile

Reactance X' Positive-sequence reactance in Q/km or in Q/mile

Capacity C,’ Positive-sequence capacity in yF/km or in pF/mile
C,"is equal to the C;" operating capacity.

Resistance R Zero-sequence resistance in Q/km or in Q/mile

Reactance X' Zero-sequence reactance in Q/km or in Q/mile

Capacity C Zero-sequence capacity in yF/lkm or in pF/mile

Phi angle Angle between R, and X; (positive sequence) in degrees

Re/R, Scalar factor of the resistance ratio

R; = resistance (ground), R = resistance (line)

XeIX, Scalar factor of the reactance ratio
X, = reactance (ground), X, = reactance (line)

SICAM, SICAM PAS/PQS, Configuration and Operation 121
E50417-P8976-C433-C9, Edition 05.2023



Configuration

2.9 Mapping the Topological Structures

2.9.3.6

Bay Meaning

k_amount Amount of the impedance ratio, Z,/Z,

(Z. = amount of the ground impedance, Z,= amount of the positive-sequence
impedance)

k_corresponds to the k, parameter

k_angle Angle between the Z_ and Z, impedances in degrees

k_corresponds to the k, parameter

Z,/Z, amount Amount of the impedance ratio, Z,/Z,
(Z, = amount of the zero-sequence impedance,

Z,=amount of the positive-sequence impedance)

Z,lZ, angle Angle between the Z, and Z, impedances in degrees
RM/RL Parallel line coupling
RM = resistance (coupling impedance), RL = resistance (line)
Rom Mutual zero-sequence resistance (coupling resistance) of the line in Q/km
XM/XL Parallel line coupling
XM = reactance (coupling impedance), XL = reactance (line)
Xom’ Mutual zero-sequence reactance (coupling reactance) of the line in Q/km

For more information on the functionality and parameterization, refer to /12/ SICAM PQS, Fault Locator.

Assigning Fault Records

Fault records are created by PQ devices and protection devices or transferred by the PQS Automatic Import
function in SICAM PAS/PQS.

Afterwards, fault records can be selected in the Configuration view of the SICAM PQ Analyzer, Incident
Explorer view.

In order to also display fault records in the topological view of the SICAM PQ Analyzer, link the device
information in SICAM PAS/PQS Ul — Configuration, Topology view, with a topological level.

If the device has a description of the recording channels (Templates view), the linkage with the topological
level is performed by assigning the measuring channels of the device (Topology view). If the fault records are
used for the Fault Locator, the linkage must be performed in this way.

For all other devices, you assign the _Opr tags of those devices which transmit fault records to the topological
levels on which the fault records are to be displayed.

To assign the _Opr tag:

< Select the project in the tree structure of the Topology view.

< Inthe Assignments tab, select the row of the device's with _Opr tag.

<~ Drag the tag to the topological level on which you want to display the fault record in the topological view
of the SICAM PQ Analyzer.

i @

NOTE

In case of a redundant configuration (system redundancy, interface redundancy, or full redundancy),
ensure that the _Opr tag of the device in primary system is assigned to the topological level.

122

The fault record is also stored in the archive under this topological assignment.

If you copy a device in the Configuration view and paste it in the Topology view, all items of information
of the device are transferred to the selected topological level. If this happens, no additional linkage of the
device's _Opr tag is required. Fault records are displayed under the topological level to which the device is
assigned.
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2.10 Formula-Based Device Configuration
By the means of a formula, you copy the configured device and its redundant (interface and system) devices
including mapping information, topology assignments, and lists and create definable quantities of the device
with unique names (case-insensitive). During copying control center mappings, the control center mappings
and the topology assignments of the selected device are copied to all devices of the same device group.
During updating, the properties of the devices are updated collectively with respect to the base device.
o
2
E’ Configure device properties
o Add lists
£ Define mappings
? o
< : ) S5 Create topology structures
5 _g,—’- Assign items of information in the created topological structures
= 0
2
()
3
(on
o
Q
o Mapping items of information for Base device
Copy Base device
Paste multiple to create multiple copies of the base device
Select control center mappings
Implement the mappings to other devices in the same group
Lists
Mappings
Topology assignments
@ Select any device of the device group
Update the device to implement the device properties and
the topological structure to other devices in the same group
Figure 2-81 Workflow for Formula-Based Device Configuration
(1) 2.10.1 Preliminary Steps
(2) 2.10.2 Pasting Multiple Objects
(3) 2.10.3 Copying Control Center Mappings
(4) 2.10.4 Updating Multiple Objects
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2.10.1

Preliminary Steps

Before you copy devices using a formula:
< Configure a device and create a list (for example, an interrogation list).
For more information, refer to 2.6 Setting Up and Editing the Configuration.

< Define mappings for the device.
For more information, refer to 2.8 Defining the Mapping.

< Map the topological structures to the device.
For more information, refer to 2.9 Mapping the Topological Structures.

i 0

NOTE

The configuration of the device can be changed by using Update multiple... feature and overwriting
manually.

How to Proceed

To configure the devices using a formula, consider the following order:
2.10.2 Pasting Multiple Objects

2.10.3 Copying Control Center Mappings

2.10.4 Updating Multiple Objects

i 0

NOTE

These functions can be applied to the devices in redundancy configurations.

2.10.2

Pasting Multiple Objects

The purpose of this function is to create a definable quantity of copies of a configured device. The selected
device is referred as a base device. When pasting an object, select a target interface from the same applica-
tion type in the tree structure (either in the Full Server or the DIP).

The Paste multiple... function can only be used for the following applications:
® |EC60870-5-101 Master

® |EC60870-5-103 Master

® |EC 60870-5-104 Master

®  DNP3 Master

®  Modbus Master

i 0

NOTE

The mandatory attributes (red fields) of a device and its redundant device need to be unique, for example,
Link address for IEC 60870-5-101 Master.
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To paste multiple objects:
<~ Select the device, which you want to use as the base device and select Copy from the context menu.
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E SICAM | User logon deactivated | Configuration - Large

File Edit Create . Help SIEMENS
E Y Em
%% Contiouraion | wapoing | Topolony

> SICAM > Full Server > IEC 60870-5-103 Master > Interface > Device

oh . ~ General parameters a
=]
'.E 'JSICF.M Mame Device
% '-]Full Server Device group
:’E a’ Aehive Description
S ~ = [EC 60870-5-103 Master ) _
~ 4. Interface Device template Sample Device -
= of device standard -
i Cut =
b i ——
Eetri unication parameters
» "= [EC 61850 == !
W F Copy for topology
» "= PORRecord o record transmission
=5 Delete
b e Al puate fault record transmission Yes -
xf PQS Autol Rename |
y [H 50
» %5 PQS Auto Update... (i (15 ||
v 5 POS Auto logy assignment
S RERched honed to: SICAM
» Hsec
b = SICAM QB0 Master
-
@ @ cEror(s):0  <<Previous Next>> ¢ »

Figure 2-82 Selecting Copy from the Context Menu

< Select the desired interface from the same application type and select Paste multiple... from the context
menu.

[ 7] SICAM | User logon deactivated | Configuration - Large
Help SIEMENS

File  Edit ate
B

BB
% Contgurston | apoing |~ Topoloy

> SICAM > Full Server > IEC 60870-5-103 Master > Interface

=5 " ~ General parameters
5 C
'.E - |SICAM Name Interface
% i -] Full Server Description
:E E, Gl Redundancy Mo -
5 ||
o Dependency Independent -
Transmission parameters
= COM port CcomMz -
b = |ECH —
Baud rate [bitis] 9600 -
L :RIEC 9 Faste multiple... -
b = EC 61 General interrogation cycle [ms] 720000
. K-: FORR X Delete =
L3 Activate time synchronization Yes - -
_KPQS A Rename =
% Qs A Time synchrenization [ms] 600000
o 4 Import...
» [ PQs A Scan cycle faulty connection [g] 60
D _J POS A Update_.
o Qs A Menitoring time - Offset [mis] 400
55 PQS S| Device
' 'E scc Metered value freeze interval [min] Off sl
» = SICAM QB0 Master ~ Fault record transmission
Activate fault record transmission Yes -
support of the legacy RECPRO archive Mo -
Fault record directory C:\ProgramData\Siemens Energ... | ]
« Expert parameters
RTS signal Apply from operating system -~
NTR sinnal Annly fram anerating custem — L
@ @ Eror(s):0  <<Previous Next>> « 3

|
Figure 2-83 Pasting Multiple

The Create multiple devices dialog opens.
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< Inthe Number of copies field, enter the number of copies of the device you want to create.

Create multiple devices

MNumber of copies |3

| Generate previ

e

Famulaz Autolncrement

Hew farmula

Edit farmula

Device pararnetars
~ General parameters
Harne
Device group
Description
Tirne zone
Device ternplate

~ Communication parameters

Irmport Export

Base device

751611

Group_3

(GMT+05:30) Calcutta

Sample Device

IP address (Prirn.systern: Interface 1) 0005
IP address (Prirn.systern: Interface 2) 0.006
IP address (Sec.systern: Interface 1) 0,007
IP address (Sec.systern: Interface 2) 0.0.08
Part 2404
ASDU address 1
Connecting tirmeout (t0) [ms] 30000
Transrnit window (k) 12
Receive window (w) 8
o0 << Previous  Mest=» 4

Applied formulae

751611 {FAutalncrerment}

Group_3

- (GMT+05:30) Calcutta =
- Sample Device -
0.005
0.0.0.6
0.0.0.7
0.0.0.8
2404

30000
12

reate Cancel

- X

Help

[»

| 4

Figure 2-84 Create Multiple Devices

Defining Formula

126

A formula is used to create unique parameters such as names, device addresses, and topology information. A
new formula can be created or an existing formula can be edited.

< Click New formula or Edit formula.

The New formula or Edit formula dialog opens.
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Mew formula X

Name |ﬁ-‘«utu&dditinn
Start value |
Function
®  Addition
Subtraction
kultiplication
Dperand
Apply Cancel

Figure 2-85 New Formula

<~ In the Name field, enter a name for the formula you want to create.
This field is enabled only while creating a new formula.

< Inthe Start value field, enter a starting value for the formula.

2.10 Formula-Based Device Configuration

<~ From the Function and Operand field, select an operating function and an operand to be implemented

on the starting value respectively.

< Click Apply.

The formula created is displayed in the Formulae list and can be used for parameterizing the device

properties.
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Create multiple devices - BX
Mumber of copies |3 | Generate preview
Formulae rnt Few farmula
Edit forrmula
Device parareters Base device Applied farmulas -

~ General parameters

Marne 751611 75J611_{$Autolncrernent 2}

Device group Group_3 Group_3

Description =

Tirne zone (GMT+05:30) Calcutta = (GMT+05:30) Calcutta -

Device ternplate Sample Device w« Sample Device -
~ Communication parameters

IP address 0.0.0.1 0.0.0.1 —

Part 2404 2404

ASDU address 1 1

Connecting timeout (t0) [ms] 20000 30000

Transrmit window (k) 12 12

Receive window (w) 8 8

Acknowledgrent delay (t2) [ms] 10000 10000

Response timeout (1) [ms] 15000 15000

Test frame period (t3) [rms] 20000 20000
~ General functions ||
@@ Eroisr0 << Previous  Mest>» 4 ]

Import Expart Create Cancel Help

Figure 2-86 Creating Multiple Devices without Redundancy Enabled
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2.10 Formula-Based Device Configuration

Create multiple devices - BX
MNurnber of copies |3 | Generate preview
Formulae nt Mew farmula
Edit farmula
Device pararneters Base device Applied farrnulae -
= General parameters
Marne 731611 7516711 _{FAutolncrernent: 2}
Device group Group_3 Group_3
Description
Tirne zone (GMT+05:30) Calcutta w (GMT+05:30) Calcutta - =
Device ternplate Sarnple Device - Sample Device -
- Communication parameters
IP address (Prirn.systern: Interface 1) 0.0.0.1 0.0.01
IP address (Sec.systern: Interface 1) 0.0.0.1 0.0.01 T
Fort 2404 2404
ASDU address 1 1
Connecting timeout (t0) [ms] 30000 30000
Transrnit window (k) 12 12
Receive window (w) 8 8
Acknowledgment delay (t2) [ms] 10000 10000
Response timeout (t1) [ms] 15000 15000
Testtrame period (t3) [ms] 20000 20000
= Genaral functinne =4
O 9 Enofzpn 44 Previous  Mest:> 4 b
Irnpart Export Create Cancel Help
Figure 2-87 Creating Multiple Devices with System Redundancy Enabled
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2.10 Formula-Based Device Configuration

Create multiple devices - H X
Number of copies |3 | Generate preview
Formulae Autolncrement fa
Autodddition New formula
Edit formula
Device parameters Base device Applied formulae -

« General parameters

Name 75J611 75J611_{$Autolncrement:2}

Device group Group_3 Group_3

Description =
Time zone (GMT+05:30) Calcutta w (GMT+05:30) Calcutta -

Device template Sample Device w Sample Device -

« Communication parameters |

IP address (Prim.system: Interface 1) 0.0.05 0.0.05
IP address (Prim.system: Interface 2) 0.0.0.6 0.0.0.6 @
IP address (Sec.system: Interface 1) 0.0.0.7 0.0.0.7
IP address (Sec.systemn: Interface 2) 0.0.0.8 0.0.0.8 @
Port 2404 2404
ASDU address 1 1
Connecting timeout (t0) [ms] 30000 30000
Transmit window (k) 12 12
Receive window (w) 8 8 =
O @ Enorfs: 0 << Previous Next>> « 3|
Import Export Create Cancel Help
Figure 2-88 Creating Multiple Devices with Redundancy Enabled
) Interface redundancy, for example IP address in Communication parameters
2) Interface redundancy and system redundancy, for example IP address in Communication parame-
ters

Defining Devices by means of Formulae

130

To create multiple copies of the device with unique names, a formula is used as follows:

Name of the device{$Name of the formula:Formatter value}

Optionally, a formatter value can be used along with the name of the formula. It gives the minimum number
of numericals to be displayed after the name of the device.

< Under the Applied formulae column, in the Name field, enter the name of the device.

<~ Select the name and select a formula from the context menu.
A formatter value can be optionally added.

< Inthe Device group field, enter a name for the group.

The Device group is the group to which the base device and all the copied devices are assigned to, so
they can be edited together.

< Select any editable field in the Applied formulae column and select a formula from the context menu.
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Create multiple devices - X
Murnber of copies |3 | Generate preview
Formulas nt Hew farmula
Edit farmula
Device pararneters Base device Applied formulae -
= General parameters
Harme 75J611 75J611_{$Autolncrement: 2}
Device group Group_3 Group_3
Description E
Tirne zone (GMT+05:30) Calcutta = (GMT+05:30) Calcutta -
Device ternplate Sample Dewvice - Sample Device -
= Communication parameters _
IP address (Prim.system: Interface 1) 0.0.0.5 0.0.0.
IP address (Prim.system: Interface 2) 0.0.0.6 0.0.0.6 .A.th-_'-ln-:rl'nent
IP address (Sec.systern: Interface 1) 0.0.0.7 0.00.7
IP address (Sec.systern: Interface 2) 0.0.0.8 0.00.8
Part 2404 2404
ASDU address 1 1
Connecting timeout (t0) [ms] 30000 30000
Transmit window (k) 12 12
Receive window (w) 8 8 -
O @ Erofsk 0 << Previous Mext>> 4 y o
Import Export Create Cancel Help
Figure 2-89 Selecting Formula from List
5 NOTE
l If there are no errors (red fields), Generate preview is enabled.
Generating Preview
Generate preview is used to display the parameter values of the devices which are meant to be created.
<{ To preview the parameter values specified for the devices, click Generate preview.
If you edit the editable fields of the properties of the created devices, Manual overwrite is displayed in
the Applied formulae column in the corresponding row.
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2.10 Formula-Based Device Configuration

Create multiple devices -l X
Number of copies |3 | Generate praview
Forrnulae nt Mew farmula
Edit farmula
Device parameters Base dewice Applied formulae Devicel DewiceZ

~ General parameters

Mame 751611 75J611_{$Autolncrement: 2} 75J611_01 75l611_02

Device group Group_3 Group_3 Group_3 Group_3

Description =

Tirme zone (GMT+05:30) Calcutta w (GMT+05:30) Calcutta w» (GMT+05:30) Calcutta = (GMT+05:30) Calcutt

Device ternplate Sample Device ~ Sample Device w~ Sample Device ~ Sample Device
« Communication parameters o

IP address (Prirn.systern: Interface 1) 0.0.0.1 Manual owverwrite 0,005 0003

IP address (Sec.systern: Interface 1) 0.0.0.2 Manual overwrite 0.0.05 0.0.03

IP address (Prim.systern: Interface 2) 0.0.0.1 Manual overwrite 0.0.05 0.0.03

IP address (Sec.system: Interface 2) 0.0.0.1 Manual owverwrite 0005 0003

Paort 2404 2404 2404 2404

ASDU address 1 Manual overwrite 2 1

Connecting tirmeout (t0) [mms] 30000 30000 30000 30000

Transmit window (k) 12 12 12 12

Receive window (w) 8 Manual overwrite 9 8 -
OO Enuisi0 << Previous  Mest>> 4 1] L_

Irmpart Export Create Caniel Help

Figure 2-90 Generate Preview

i 0

NOTE

The Create multiple devices dialog displays all the information of the devices which are going to be
created. The Create button is only enabled if there are no errors (red fields).

132

< Click Create.
During the Creating multiple devices process a progress bar is displayed.
The devices created are listed under the targeted interface.
The topology assignments are also copied from the base device to the created devices. The base device

is specified by (yellow) symbol.

Creating multiple devices X

Creating 7SJE11_02 .

IINNNINRRNERNNERERERRREERNENE 66%

Figure 2-91 Creating Multiple Devices

Example

To create 3 copies of 7SJ611, namely 7SJ611_02, and 7SJ611_03, proceed as follows:

Enter 3 as the Number of copies. Create a New formula named AutoAddition with the Start value as 2,
Function as Addition, Operand as 1, and Formatter value as 2.
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2.10 Formula-Based Device Configuration

Edit the Name field to 7SJ611_{AutoAddition:2}. On applying the created formula, the copies of the device
are created and listed under the Interface.

[ 7] SICAM | User logon deactivated | Configuration - Large
File

a

% Contguston | apsing |~ Topoloy

> SICAM > Full Server > IEC 60870-5-104 Master > Interface > Device 1

BE

Edit / o Help

~ General parameters

SIEMENS

a
c =y = 2
= i I N Device 1
E - |SIcAM amne evice
S~ ™ Full server Device group Group 3
=
= 8, archive Description
Q > = |EC 60870-5-103 Master
=} s {t‘ enEes Time zone (GMT+05:30) Calcutta el
E Device Device template sample Device -
¥ = |EC 60870-5-104 Master - Ci ication p
* . Interface
» Fucim IP address 253233
£ Fort 2404
ASDU address 1 =
Device 12
Device 13 Connecting timeout (t0) [ms] 30000
» "= IEC 60870-5-104 Slave Transmit window (k) 12
b R-:R IEC 61850 Client Receive window (w) 8
» = IEC 61850 Server
» " PR Recorder Acknowledgment delay (t2) [ms] 10000
_.f' PQS Autornatic Export Response timeout (11} [ms] 15000
t PQS Automatic Fault Location Test frame period (£3) [ms] 20000
» 5 FQS Automatic Import .
» 5 PQs Automatic Notification ~ General functions
544 FQS Scheduled Reports Activate time synchronization Yes - _
k 'E et Time synchrenization [ms] 600000
b = SICAM QB0 Master
List polling menitoring time [ms] 20000
~ Information transmission
Activate substitution QOC No -
MNew QOC 0
~ Security - TLS encryption
TLS activated No -
Local certificate and private key -
@ @ Error(s):0  <<Previous Next>> ¢ »

Figure 2-92 Created Devices

Importing/Exporting

Export/Import is used to savelretrieve all the parameters (including mapping, topological assignments, user-
defined formulae, and type of the device) of the base device to/from a user-defined path.

< Click Export, to save the values of all the parameters of the base device as displayed in the Applied
formulae column from Create multiple devices dialog to a user-defined path.

<{-  Click Import, to delete all the generated data, retrieve the saved file from the user-defined path, and
displays the user interface with the retrieved values.

2.10.3 Copying Control Center Mappings

The purpose of this function is to implement the mappings from the desired device to the selected devices in
the same device group. For more information, refer to 2.8 Defining the Mapping.

The Copy control center mappings... function can only be used for the following applications:
e |EC60870-5-101 Slave

® |EC60870-5-104 Slave

® |EC 61850 Server

®  DNP3Slave

®  Modbus Slave
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° SCC
®  Automation (SoftPLC)

To copy control center mappings:
< Open the Mapping view.

< Configure all the items of information of the base device, as required.

< Select the Control center of the selected device and select Copy control center mappings... from the
context menu.

E SICAM | User |Dng‘I deactivated | Configuration - Large
File  Edit View Help SIEMENS

=l

> SICAM > Full Server > IEC 60870-5-104 Slave > Interface > Control center

o~ |SICAM w Inf ion - A
= (=]
=, 1 [l S Process  Status
g By | Prot Tel Thresh...  Thresh I I N
g » = IEC 60870-5103 Master Use Topolo.. Name rotoc... elegr.. resh.. resh... General interrogation list orma..i
v = |EC 60870-5-104 Master = — — —_— — — _— — =
¥ Interface 1 SICAMIF_. ClockSync SPT 0 -
Device 2 w SICAMIF... Clockvalid SF IT[I...L 200 - bd
e e, 3 v SICAMIF_. DongleEror S (Tl = 20 - v
¥ Interface 4 SICAMIF . DiskFull SPT. ] -
o) ionls  PowerQualityiindicati  5F (T » 100 - s
- PowerQualityfindicati... SP (Tl... = 0
L IEC 61 850 Cli @ Goto. ... PowerQualityilndicati... SP ﬁl...: 0 -
» "= IEC 61850 Sefver vt PowerQualitylindicati . 5P (TI » ] -
] -: FDR Recorder 9 Regionls... PowerQualitylindicati... SP IT[I...L o -
] ‘; PQS Automatic Notification 10 Regionls... PowerQualitylLimits.G... 5P (Tl... » 0 -
» "B s 11 Regien!s... PowerQualitylLimits.G... 5P (Tl... = 0 - -
v = SICAMQBO Master @ Erorfs): 0 <<Previous Next>> d — ] Nl
+ Information - Command direction
Process  Status
Use Topelo.. Mame Protoc...  Telegr.. Command menitoring time [ms] ~ Command operati...  Not a |
1 v . Reginn\; c_inerQuaIityIlndicaT SC(T. z 0 i) Any z -
! v Regionls... c_PowerQuality/indica... sC (T. - 11 0 Any B -
3 o Regionls... c_PowerQualityilndica... 5C (T. - 12 0 Any |~ |5
4 Regionls... c_PowerQuality/indica... 5C (T.. = o 0 Any > -
5 RedionlS__ ¢ PowerOualitv/Rem. i SC T w 0 0 Anv -~ - T
@ Error(s): 0 <<Previous Next>> 4 il >
Figure 2-93 Selecting Copy Control Center Mappings
The Copy control center mappings dialog opens.
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Copy control center mappings - B X

Select device
Stepl: Select a device of the device group whose mapping is applied ta all the selected target devices belonging ta this
aroup.
Selected control center | BLRKAPT15583FCMEC BOS70-5-104 Slavehnterface\Control center
Mapping configuration .
Avalable devices Awailable target devices
* Device groups v Select / Deselect al
- [EDETD v | Interface > 75J611_01
v Interface » 75J611_02
RED 670 IEC -
v |nterface > 7SJE11_03
> Group_3
751611
F51611_01
F5l611_02
751611_03
= Bacl et = Appply Cancel Help

Figure 2-94 Selecting Device for Mapping

< Select any device from the Available devices list.
In the Available devices list, all the devices which are mapped to the control center are listed. Select the
device whose mappings should be applied to the selected target devices belonging to its device group.

< Select the devices from the Available target devices list to which you want to apply the mappings of the
selected device from the Available devices list.

In the Available target devices list, all the devices of the same device group (excluding the selected
device) are listed.

NOTE

i 0

In case of the SCC application, the changes made manually in the Message group, Tag group, and Tag
logging (hierarchy) columns are not copied or overwritten.

< Click Next >.
The Configure mapping values dialog opens.
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Copy control center mappings

Configure mapping yales
Step2: Configure the mapping by applving formulae and expressions in the fields
Fomulae Selection of device properties
Praperty name Froperty valus -
Hew farmula Irnpart A50U addess T
IP address_1 0 =
Edit farrmula Export IP address 2 0 —
IP address_3 1] -
w Information - Monitoring direction
Process Status
104 master: 751611 =l
Topology Marne Telegram address Byte3 Byte2 Bytel T
1 SICAMIBLRICAPT 553PCUEC 60870-5-104 Masterinterface\75161 17 MeasurandFloat ] ZUG 7[] 77 221
2 SICAM\BLRKAPT1553PCIEC 60870-5-104 Masterinterface\751611 MeasurandFloatEvent 2024 1] 7 232
3 SICAM\BLRKAPT1553PCIEC 60870-5-104 Masterinterfacel751611 MeasurandFloatTime 2014 0 7 222
4 SICAM\BLRKAFT1553PCIEC 60870-5-104 Masterinterface\75J611  MeasurandFloatTimeEvent 2025 o 7 233
5  SICAM\BLRKAPFT1553PCIEC 60870-5-104 Masterinterfacel751611 MeasurandScaled 2011 o 7 219
6  SICAM\ELRKAPT1553PCUEC 60870-5-104 Masterlinterfacel?51611  MeasurandScaledEvent 2022 o 7 230 -
@ Enorsp 0 <% Previous  Nexts> o 1] b
w Information - Command direction
Process Status
104 rnaster: 751611 =
Topology MNarne Telegram address Byte3 Byte2 v
@ Enorfsp 0 << Previous Hextss o Il o
<Back Hext “pph Cancel Help

Figure 2-95 Configuring Mapping Values

In the Configure mapping values dialog, you can create a new formula or edit a formula displayed in the
Formulae list.

The Selection of device properties list only displays the address properties of the mapped device.
These properties are already configured and can only be edited in the Configuration view.

° NOTE
l The Configure mapping values dialog is not applicable for the SCC application.
< Select the editable field of the columns and edit it manually or use one of the selections from the context
menu. For mapping, unique information addresses (of Telegram address, Byte3, Byte2, and Byte1) are
required.
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Copy control center mappings

Configure mapping values
StepZ; Configure the mapping by applying formulae and expressions in the fields

Selection of device properties

Formulae

Froperty name Froperty value =
Mew farmula Impart E50U addiess 7
IF acdress_1 0 =
Edit formula Export P address 2 0 L
oty 0 -
w Information - Menitoring direction
Process Status
Topology Name Telegram address Byte3 Byte2 By_
1 SICAM\Full ServerlEC 60B70-5-104 Masterinterface\75J611 il DoubleFoint ] {Sﬁuto\ncremen? 7 T =
2 SICAM\Full ServerIEC 60870-5-104 Masterinterfacel75/611 StepPasition
3 SICAM\Full ServeIEC 60870-5-104 Masterinterfacel75/611 Measurand | 1
4 SICAM\Full ServerlEC 60870-5-104 Masterinterfacel73/611 IntegratedTatalTime Formulaz
5  SICAM\Full ServeEC 60B70-5-104 Masterinterfacel751611 SinglePointEvent
6 SICAM\Full ServeIEC 60B70-5-104 Masterinterfacel751611 MeasurandScaledTimeEvent -
OO i Emis0 <4 Previous  Mests: 4 1] »
w Information - Command direction
Process Status
104 master: 75J611 =
Topaology Narne Telegram address  Byte3 Byte? Bytel S
@ O & Enofsh 0 s Previous Nests> 4 I} Li
< Back Mext Apply Cancel Help
Figure 2-96 Selecting Formulae for Mapping
From the Formulae menu, you can select a formula to create a unique address.
From the Control center properties and Device properties menu, you can select a property value already
mapped in the Control center, these values can be used instead of a formula to create a unique address.
Importing/Exporting
Import/Export is used to retrieve/save the topological assignments, user-defined formulae, and user-defined
parameters to/from a user-defined path.
< Click Apply.
The data is generated.
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E SICAM | User logon deactivated | Configuration - Large
File  Edit Help SIEMENS

B YEmE 7

2 .

> SICAM > Full Server > IEC 60870-5-104 Slave > Interface > Control center

o *  |Sicam -+ Information - Monitoring direction
5 T Srulisener Process  Status
E‘ E‘QNEHWE Use Topolo.. Name Protoc.. Telegr..  Thresh..  Thresh . Gener_. Norma._. -
} = DNP3 Master =]
» "= DNP3 Slave — — — _— — L Lo = L =
) = IEC 60870-5-103 Mester 1 v SICAMIF . Clncksyr!c SFTL 50 - -~
b = |EC 60870-5-104 Master 2 4 SICAMIF... ClockValid SF (TIL 200 - ' >
«"im |EC 60870-5-104 Slave 3 o SICAMIF... DengleError EF (TI...L 20 - W -
4 Interface 4 v SICAMIF... DiskFull SPTL. = 55 - -
E Control center 5 v Regionls... PowerQualityindicati_. 5P (Tl 100 - v -
b = |EC 51850 Client 6 s Regionls... PowerQualitylindicati... SP (TI...L 60 - -
’ K-ﬂRIEC 61850 Server 7 Regionls... PowerQualityiindicati... 5P (TI...L (1] -
] K-'-‘K PDR Recorder 8 Regionls... PowerQualitylindiceti.. P (Tl = 0 - -
» 5 PQS Automatic Netification 9 Regionls . PowerQualityfindicati S (Tl v 0 - -
» @ scc 10 v Regionls... PowerQualitylLimits.G... 5P (Tl... » 3 - - =
» = SICAM QB0 Moster @ Error(s): 0 << Previous Next>> y |
e  Information - Command direction
Process Status
Use Topolo... Narne Protoc.. Telegr.. Comm.. Comm.. Norma... =
= =] = = = = = | =
1 v Regionls... c_PowerQuality/indica... 5C (T.. = 10 0 Any = - |
2 w Regionls... c_PowerQuality/indica... 5C (T.. = 11 0 Any = ~
3 4 Regionls__. c_PowerQualityiindica_. sC (T. > 12 0 Any = -
4 Regien's... c_PowerQuality/indica... 5C (T.. = 0 0 Any = -
5 Regionls... c_PowerQuality/Rem. i... 5C (T.. = 0 0 Any = -~
6 Regionls... c_PowerQuality/Rem. i... 5C (T.. = 0 0 Any = - -
@ Eror(s):0 << Previous Next>> 4 ) ) ) y

Figure 2-97 Mapped Devices

2.10.4 Updating Multiple Objects

The purpose of this function is to select the base device and update all the devices, which belong to the same
device group.
The Update multiple... function can only be used for the following applications:

® |EC60870-5-101 Master
® |EC60870-5-104 Master
® |[EC60870-5-103 Master
®  DNP3 Master

®  Modbus Master

® |EC 61850 Client

To update multiple devices:
< Open the Configuration view.

<{ Select the base device and select Update multiple... from the context menu.
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By EmEix?

[ SICAM | User logon deactivated | Configuration - Large
File Edit Create View Tools Help

+ General parameters

2.10 Formula-Based Device Configuration

SIEMENS

> SICAM > BLRKAPT1553PC > IEC 60870-5-104 Master > Interface > 751671

c = E-E
= - sican BLRKAFT1553PC BLRKAPT1 553FC1
m
5 ~ B BLRKAPT1553FC Narme 751671 751611
= = )-5-
£ » = [EC60870-5-101 Master P Group_3 EooN
s » = |EC60870-5-103 Master o =
= v = |EC 60870-5-104 Master BCEEE

~ % Interface Time zone (GMT+05:30) Calcutta = (GMT+05:30) Calcutta

e Sample Device - Samnple Device -

I)n parameters —

Interface_1 Interface_2 Interface_1

» "= EC 608705 Update multiple. 0005 0006 0.0.07

v om ECE1BS0 Clif w  [japn

s R_k |EC 61850 5¢ . 2404 2404 2404 2404
lename

Interface_2

0008

¥ = OPC Client 1 1 1 1
LBras Autemat @ coto =out (t0) [rns] 30000 30000 30000 30000

» % PQS5 Automat

» Emsee List w (k) 12 12 12 12

» = 5ICAM QB0 Master Receive window (w) 8 8 8 8

D ok SR R e Acknowledgrment delay (t2) [ms] 10000 10000 10000 10000
Response timeout (t1) [ms] 15000 15000 15000 15000
Test frarne period (£3) [ns] 20000 20000 20000 20000

@O Enorfs0

< Previous  Nests> 4

Figure 2-98

Selecting Update Multiple

The Update multiple devices dialog opens. The Base device column displays the properties of the base
device.
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Update multiple devices - mX
Formulas r"' Mew farmula
Edlit farmula
Device pararmeters Base device Applied formulae Dewicel Devit a
= General parameters
Marne fFslat11 Manual overwrite 75J611_01 75J611_02
Device group Group_3 Group_3 Group_3 Group_3
Description
Tirne zone (GMT+05:30) Cal.. = (GMT+05:30) Cal.. w (GMT+05:30) Cal. w (GMT+05:30
Device ternplate Sample Device w Sarnple Device w Sarnple Device w Sarnple Dev
= Communication parameters
IF address 0.0.0.1 Manual overwrite 0.0.0.5 0.0.0.3
Port 2404 2404 2404 2404 o
A5SDU address 1 1 1 1
Connecting timeout (t0) [rms] 30000 30000 30000 30000
Transrmit window (k) 12 12 12 12
Receive window (w) 8 8 8 8
Acknowledgment delay (t2) [rns] 10000 10000 10000 10000
Response timeout (£1) [ms] 15000 15000 15000 15000
Testfrarne period (£3) [ms] 20000 20000 20000 20000
~ General functions
Activate tirne synchronization Ves - fes - fes - fes —
o0 << Previous  Mext>»> A B i B o L_
Import Export Update Cancel Help
Figure 2-99 Update Multiple Devices without Redundancy
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Update multiple devices - mX
Faormulae """‘umlnt Hew farrmula
Edit farrmula
Device pararneters Base device Applied formulae Devicel -
= General parameters
Marne 751611 75)611_{$Autolncrernent:2}  75J611_01
Dewice group Group_3 Group_3 Group_3
Description
Tirme zone (GMT+05:30) Calcutta = (GMT+05:30) Calcutta - [(GMT+05:30) Calcutte =
Device ternplate Sample Device w Sarnple Device w Sarnple Device
= Communication parameters
IP address (Prirn.systern: Interface 1) 0.0.01 Manual overwrite 0.0.05
IP address (Sec.systern: Interface 1) 0.0.01 Manual overwrite 0.0.05 |
Part 2404 2404 2404
ASDU address 1 1 1
Connecting tirneout (t0) [ms] 30000 30000 30000
Transrmit window (k) 12 12 12
Receive window (w) 8 8 8
Acknowledgment delay (£2) [ms] 10000 10000 10000
Response timeout (1) [ms] 15000 15000 15000
Testfrarne period (£3) [ms] 20000 20000 20000
~ General functions =
o0 << Previous  Mext>> A i L_
Impart Export Update Cancel Help
Figure 2-100  Update Multiple Devices with System Redundancy
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Update multiple devices -l X
Formulae nt New formula
Edit formula
Device parameters Base device Applied formulae Devicel a

« General parameters '
Name 75J611 75J611_{$Autoincrement:2} 75J611_01
Device group Group_3 Group_3 Group_3
Description —
Time zone (GMT+05:30) Calcutta w (GMT+05:30) Calcutta w (GMT+05:30) Calc -
Device template Sample Device w Sample Device w Sample Device

« Communication parameters
IP address (Prim.system: Interface 1) 0.0.0.5 0.0.0.{$AutoAddition} 0.0.0.2 |
IP address (Prim.system: Interface 2) 0.0.0.6 0.0.0.{$AutoAddition} @ 0.0.0.2
IP address (Sec.system: Interface 1)  0.0.0.7 0.0.0.{$AutoAddition} 0.0.0.2
IP address (Sec.system: Interface 2) 0.0.0.8 0.0.0.{$AutoAddition} 0.0.0.2 @
Port 2404 2404 2404
ASDU address 1 1 1
Connecting timeout (t0) [ms] 30000 30000 30000
Transmit window (k) 12 12 12
Receive window (w) 8 8 8
Acknowledgment delay (t2) [ms] 10000 10000 10000
Response timeout (t1) [ms] 15000 15000 15000 =

&0 << Previous  Next>> € L >

Impart Export Update Cancel Help

Figure 2-101  Update Multiple Devices with Redundancy Enabled

) Interface redundancy, for example IP address in Communication parameters

) Interface redundancy and system redundancy, for example IP address in Communication parame-

ters

You can make any changes either manually or using a formula.
For more information on formula, refer to Defining Formula, Page 126.

i 0

NOTE

Update is enabled after validating all the device parameter values.

i 0

NOTE

If a device group does not have a base device, the device which was created first in that group is displayed
in the Base device column in the Update multiple device. On clicking Update, it becomes the base
device for the group.
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NOTE

i 0

When the devices in a group are updated, the lists, the mapping information, and the topology assign-
ments for the devices are overwritten by the entries of the base device.

In case of IEC 61850 Client, only the mapping information and the topology assignments are updated, lists
are neither copied nor overwritten.

The device properties and names of the bays are updated according to the user-defined entries.

<{  Click Update.
During the Updating multiple devices process, a progress bar is displayed.

Updating multiple devices X

Updating ¥5J611_03 ...

IINNNERRNNERERERRRREREREERNNIEHE i

Cancel

Figure 2-102  Updating Multiple Devices

The devices are updated.

E SICAM | User logon deactivated | Configuration - Large
File  Edit s Help

B XEB®

SIEMENS

% Contraion | apping | Topolog

> SICAM > Full Server > IEC 60870-5-104 Master > Interface > Device 1

~ General parameters

[»

e f =
Q F -
E - | SICAM Name Device 1
% '.;Full Server Device group Group 3
:’E E-? Archive Description
=] ¥ = |EC 60870-5-103 Master
= = t iep e Time zone (GMT+05:30) Calcutta -
E Device Device template Sample Device -
¥ = |[EC 50B70-5-104 Master = T ication p
* ¥ Interface
v n IP address 253233
Fort 2404
Devioshis ASDU address 1 =
Device 12
Device 13 Connecting timeout (t0) [ms] 30000
b "= [EC 60870-5-104 Slave Transmit window (k) 12
L R-:R IEC 61850 Client Receive window (w) 8
» = IEC 61850 Server
3 Acknowledgment delay (t2) [ms] 10000
» "= FDRRecorder g L
_,':; PQS Automatic Export Response timeout (1) [ms] 15000
3 FQS Automatic Fault Location Test frame period (£3) [ms] 20000
» [ PQS Automatic Import
b —J PQS Automatic Motification ~ General functions
54 PQS Scheduled Reports Activate time synchronization Yes - | |
% 'E =E5 Time synchronization [ms] 600000
b = SICAM QB0 Master
List polling menitoring time [ms] 20000
~ Information transmission
Activate substitution QOC Mo -
New QOC 0
~ Security - TLS encryption
TLS activated No -
Local certificate and private key -
@ O Erorz):0 << Previous Mext>> 3

Figure 2-103  Updated Devices
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2.11

2111

Working with Device Templates

Device Templates

A device template describes a device's volume of information in the monitoring and command direction. The
volume of information includes both process information and status information of the device.

Device templates are used if no import templates for the devices' configuration data are available.
The scope of delivery of SICAM PAS/PQS Ul — Configuration includes device templates for:

®  Fach communication protocol

®  PQS Automatic Import

®  SoftPLC
e  OPCClient
° SNMP

e  SICAM MIC Master

You can directly use these templates for the configuration of your station or customize them to your individual
requirements.

Configuration data which have been imported from devices are saved as templates and used for further
devices.

Device templates are also available as device descriptions (text files). Storage location:

%PUBLICDOCUMENTS%Siemens\SICAM PAS PQS\DeviceDescriptions

Using the import function of SICAM PAS/PQS Ul — Configuration, you can import either these device templates
or customized device templates.

Device templates should be created in the UTF-8 or ANSI format, since only these formats are supported by the
import function. Do not use special characters or umlauts.

To edit your device templates, use the
®  Notepad editor and save them in the ANSI format.
® Wordpad and save them as a text document.

Various device parameters can only be modified in the Templates view, for example, the assignment of
commands and feedbacks or telegram numbers.

You can define IEC 61850 Ed.2 object models for devices which are not connected by using the IEC 61850
protocol and whose information is transmitted to a control center by using the IEC 61850 Ed.2. These object
models include specific parameters and mappings which can be used for mapping the device information to
an [EC 61850 Server.

In the General recording channels and Triggered recording channels only tabs, you define the measuring
channels of the PQ measuring data and fault records used for fault location. Assign channels and phases and
define the channel for the signal which triggers the fault recording.

How to Proceed

144

The following options are available for editing device templates:
e 2.11.2 Showing a Device Template

®  2.11.3 Filtering Information Tables

®  2.11.4 Editing Information

® 2.11.7 Deleting a Device Template

® 2.11.6 Updating a Device Template
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e  2.11.5Importing/Exporting a Device Template
® 2.11.8 Recording Channels

2.11.2 Showing a Device Template

To show a device template:
< Select the communication protocol for which you want to show the device template.

< Click the arrow next to a communication protocol in order to open the list of device templates available
for this protocol.

E SICAM | User logon deactivated | Configuration - Large
Edit v Tools Help SIEMENS

B YEBEmE

> Device templates > IEC 60870-5-103 Master > Sample Device

@ = Information points ~ General recording channels = Triggered recording channels only §
o
‘—‘; ¥ g Device templates w Information - Monitoring direction
E ! utometion Process  Status B
2 = Digialio n
} = DNP3 Master MName Protoc.. Information type  Comm._.  Functi_ Info n_.. Info id._. Position  Blocking -
n =
» = |EC 60870-5-101 Master |~ | = = = = = |~ | = = =
v = |EC 60870-5-103 Mester 1 >hstir_off SP (D w SP ~ 101 1 50 1 Chec. =
| sample Device 2 sfed_ng P (D.. = SF - m 2 50 1 Chec.. w
b = IEC 60870-5-104 Master 3 sch_hoheit OF (D... = DF - m 85 52 1 Chec.. w
= |EC 61850 Client 4 sch_modort DP (D... = DP = 101 86 52 1 Chec... [=
b = Modbus Master 5  wpabgabe TE. = ~ 133 51 58 1 Chec. w
» = OFCClient 5 wgabgabe T@O.. » IT - 133 52 58 1 Chec... =
+ . - et et et
v % POS Automatic Import 7 wpbezug T@E. =T - 133 53 58 1 Chec.. w
» =, PROFIBUS DF Master 8 wgbezug TEo. = - 133 54 58 1 Chec.. =
ERSVIEROLIBUSTEMG MBSte 9 wpimp T | - 133 55 58 1 Chec.. w
=5 PROFINETIO haster 10 wgimp TO.. =T - 133 56 58 1 Chec.. = I»
) = SICAMMIC Master o E—— R = —
= SICAM QB0 Master 1 rror_:.:l 0 << Previous -wr ,:
= SINEAS RIMsster w Information - Command direction
b = SINAUTLSA ILSA Master Process  Status
P SIRRIECESeVIcE e Sy Name Protoc.. Inform.. Feedb.. Functi.. Infon. Info id.. Interlock  Comm...  Blocking «
b = SHMP 1
Femifans = = =S = = = = = =
Mormaliz
g 1  c_schutzwirk SC(D... » 5C schut... = 160 18 8 60000 Chec...
_Al Certificate Stores — —
2 c_ledquittung SC(D... = 5C ledgu... = 160 19 8 60000 Chec...
3 c_g0_einaus sC(D.. > [s€ q0_ei. - 240 160 2 60000 Chec..
4 c_gi_einaus sSC(D.. > [s€ ql_ei. - 240 161 2 60000 Chec..
5 c_g2_einaus SC(D... > [s€ g2_ei.. - 240 162 2 60000 Chec...
6 c_g9 einaus SC(D... = 5C g9 ei.. w 240 163 2 60000 Chec...
7 c_g8_einaus sC(D.. > [s€ g8_ei. - 240 164 2 60000 Chec..
& c_lofter SC(D.. = 5C lufter = 240 175 2 60000 Chec .
-
@ /. Emvor(s):0 << Previous Next>> o 1 »

Figure 2-104  Device Template, Example

The Templates view is subdivided into the following areas:
®  Configuration tree

® [nputarea

®  Properties, General parameters

The input area is subdivided into the following tabs:

® |nformation

The Information points is available for each application. The tab includes the process and status infor-
mation of the application, classified according to Information — Monitoring direction and Information
- Command direction. For the IEC 61850 Ed. 2 protocol, protocol-specific process information is also
summarized in the LN state (Logical Node) tab.
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2.11.3

2.11.4

®  General recording channels

The General recording channels tab is available for applications which create PQ measuring data or
fault records for fault location. They define for example, the assignment of the measuring channel and
the phase.

®  Triggered recording channels only

The Triggered recording channels only tab is available for applications which create PQ measuring data
or fault records for fault location. The tab shows a description of the channel assignment for the trigger
signal which starts the fault recording.

Filtering Information Tables

A filter function is available for the individual information columns. By using this function, you can define
column-specific filter criteria.

To use the filter function:
< Open the drop-down list box below the column header:

< Select an entry from the drop-down list box, for example, the DP filter criterion for double-point informa-
tion in the Information type column.

The table now only shows information of the type DP.
< To show again the complete information, select (None) from the drop-down list box.

- Or -
< Select (User) in the drop-down list box to open the User filter.

< Enter your filter criteria and click OK to confirm.

Editing Information

Using SICAM PAS/PQS Ul — Configuration, you can edit the information included in a device template. Each
item of information is shown in a separate row of the list and consists of several parameters. Parameters
which cannot be modified are shown in gray.

The following options are available:

®  (Copying Information, Page 146 and Duplicating Items of Information, Page 147
®  Deleting Items of Information, Page 147

®  Changing the Names of Items of Information, Page 147

®  Changing the Parameters of an Item of Information, Page 149

The changes influence the project database. However, they do not influence the text files installed in the
installation directory. To use the customized device templates in another project, export them in the TXT data
format. For more information on export, refer to 2.71.5 Importing/Exporting a Device Template.

Copying Information

146

To copy an item of information:
< Select the row number of the item of information which you want to copy.

< Select Copy from the context menu.
< Select Paste from the context menu.

The information is pasted. It is possible that pasted information is not displayed in the current selection if the
filter and sorting criteria have been defined accordingly.

The parameters of the copied and pasted item of information are highlighted in red. Under Name, enter a
unique name for the new item of information in order to ensure that your change becomes effective.

Place your mouse pointer on the cell highlighted in red. The cause of the error is now described in a tooltip.
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< Open the error field o or the warning field /1. The cause is explained line by line in this field.

If you exit the table in an invalid state with fields highlighted in red, for example, without entering a unique
name, a dialog opens. In this dialog, you are prompted to confirm whether you want to correct or cancel your
change.

You can also use the copy function to edit the information of an MS EXCEL table template. The filter and
sorting options provided by the system support you in the selection of data to be modified, refer to 2.8.2 Opti-
mizing the View.

When copying back the information in the Templates view, make sure that the same sorting criteria are
defined. This ensures that no information parameters are accidentally confused.

Duplicating Items of Information

To paste items of information of the same type at several different places, use the Duplicate function.
To duplicate an item of information:

< Select the row number of the item of information which you want to duplicate. Select Duplicate from
the context menu.

Duplicate information

MHumber of copies:

] Cancel Help

Figure 2-105  Entering the Number of Duplicates

< Enter the number of duplicates and click OK to confirm.

The duplicates are pasted at the bottom of the input area. The row numbers of the pasted items of informa-
tion are highlighted in yellow. The parameters of the copied and pasted items of information are highlighted
in red.

< Open the error field o or the warning field /1. The cause is explained line by line in this field.
< Double-click the blue text in the error field in order to display the erroneous parameter.
If you exit the table in an invalid state with fields highlighted in red, a dialog opens. In this dialog, you are
prompted to confirm whether you want to correct or cancel your change.
Deleting Items of Information

You can delete one or several items of information from a device template.
To delete an item of information:
< Select the row number of the item of information which you want to delete.

<~ Select Delete from the context menu.

<~ Confirm the Delete command with OK. The selected item of information is deleted from the device

template.
° NOTE
l If you delete the information from templates, this information is also deleted at other positions in your

station configuration where you have used and mapped the template.

Changing the Names of Items of Information

In device templates, you can browse for the names of items of information according to a defined string and
replace this string by a different string.

SICAM, SICAM PAS/PQS, Configuration and Operation 147
E50417-P8976-C433-C9, Edition 05.2023



Configuration
2.11 Working with Device Templates

By using the Find/Replace function, you can search according to the following criteria:
®  The names of items of information in the individual tables of a device template

®  All names of the items of information included in a device template

®  The names of items of information in all device templates of a protocol

The search includes all lower-level areas. If you select for example, an application, all assigned device
templates will be searched.

To search for a specific string in a device template:

< In the Monitoring direction tab, select for example, the Name column header.

<~ Select Find... from the context menu.
The Find and Replace dialog opens.

E SICAM | User logon deactivated | Configuration - Large
File Edit Create ew Tools Help SIEMENS

BiymEme

> Device templates > IEC 60870-5-103 Master > Sample Device

) = Information points ~ General recording channels = Triggered recording channels only E
‘—T:._ ¥ [l Device templates w Information - Monitoring direction
E : ?;ummatm Process  Status %
I = Digital 10 3
b = DNPS Msster MNam| iﬁ Copy r Comm...  Functi.. Info n...  Infoid... Position  Blocking |
b = |EC 60870-5-101 Master [ = || | L | | | —
~ = [EC 60870-5-103 Master 1 - 101 1 50 1 Chec.. =
H| sample Device 2 |=fed_n_s Replace... - 101 2 50 1 Chec.. =
» = [EC 60870-5-104 Master 3 |sch_hoheit Showlhide columns -~ 101 85 52 1 Chee . =
= [EC 61850 Client 4 |sch_medort E - 101 86 52 1 Chec... >
¢ = Modbus Master 5 |wpabgabe Unfix - 133 51 58 1 Chec.. =
¥ = OPCClient 6 [wgabgabe - 133 52 58 1 Chec... =
» [4 Pos Autematic Impart 7 [wpbezug Resetall fiters B 133 53 58 1 Chec. =
» = PROFIBUS DP Master 5 [wobezug B 133 54 58 1 Chec... =
D o LU FES awiar 9 [wpimp = 133 55 B 1 Chec... =
SRR INE LGRS 1oy 10 |wgimp B 133 56 58 1 Chec.. = w
b =k SICAMMC Master @ /i Emoris): 0 <<Frevious -Ne;r. =>4 - | y
=1 SICAM QB0 Master — -
= SIMEAS R Mester w Information - Command direction
» = SINAUTLSAILSA Master Process  Status
D G SIREes SeniE P s Name Protoc... Inform.. Feedb... Functi... Infe n.. Info id.. Interlock  Comm.. Elocking =
} = SHMP - - - - - - - - -
g Norr.nahtlons 1 c_schutzwirk — sC (D T sC | schut. T 15 G _8 ] EDEIE Chec.
_fl Cenificate Stores B} — —
2  c_ledquittung SC (D... = |SC ledgu... = 160 19 8 60000 Chec...
3  c_q0_einaus SC(D... = 5C q0_ei... = 240 160 2 60000 Chec...
4 c_qgl_einaus SC(D... -~ sSC ql_ei... - 240 161 2 60000 Chec...
5 c_q2_einaus sC (D.. > |s€ q2_ei. - 240 162 2 60000 Chec..
6 C_q9_einaus sC (D > |s€ q9_ei. - 240 163 2 60000 Chec ..
7 c_g8_einaus sC (D... > |s€ q8_ei... - 240 164 2 60000 Chec...
8 c_lufter 5C (D... = |5C lifter = 240 175 2 60000 Chec...
-
o @, Warning(s): 0 <<Previous MNext>> 4 1 »

Figure 2-106  Finding a Character String

< Under Find..., enter the string and click Find.
The search result is displayed in the Report.

To find a specific string in all device templates of an application:
< Select the application in the configuration tree. Select Find... from the context menu.
The Find and Replace dialog opens.

< Under Find..., enter the search string and click Find.
The search result is displayed in the Report.

To replace a specific string in a device template:

<  Select the device template in which you want to search for a character string and select Replace from the
context menu.

The Find and Replace dialog opens.
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< Enter the string to be replaced under Find:.

< Under Replace with, enter the new character string and click Replace.
Prior to execution, the changes are shown in the Report. In the dialog, confirm your changes.

< In the Confirm Find and Replace dialog, click Yes.
The changes are executed now.

To replace a character string in all device templates of an application, proceed in the same way as described
for the Find function for a character string in all device templates.

Changing the Parameters of an Item of Information

Some device parameters can only be modified in the Templates view, for example, the assignment of
commands and feedbacks or telegram numbers.

To change a parameter of an item of information:

< Double-click the parameter in order to edit it or select an entry from the drop-down list box.

_or-
< Select the parameter and select a new entry from the context menu.

E SICAM | User logon deactivated | Configuration - Large
File Edit Create View Tools Help SIEMENS

B YEmE 2

> Device templates > IEC 60870-5-103 Master > Sample Device

o = Information points ~ General recording channels = Triggered recording channels only E
‘—‘i ~ _g| Device templates - Information - Monitoring direction
E ! Auometion Process  Status 5
& ] K-'-‘RD\g\tal\O - - 0
b = DNFS Master Name Protocol information type Information type ~ Comma...  Functi.. Infon... Infoid.. PDSI(I(;
) = [EC 60870-5-101 Master - ~| - tl - - - =
~ = |EC 60870-5-103 Master 1  >hstir_off (NOE} i SP - - 101 1 50
] el P 2 oted s sp B o 2 o
b = IEC 50870-5-104 Master 3 sch_hoheit IT{DU 205) DF - 101 85 52
= |EC 61850 Client 4 sch_modort ME_FL (DU 4} DP -~ 101 86 52
) = Wodbus Mester Bl vipabgabe Q‘PE(;LLJ e i -~ 133 51 s8
¥ =, OFCClient 6 wgabgabe 5P (DU 2) I - 133 52 s8
» [ PQS Automatic Import 7 wpbezug IT (DU 205) T - 133 53 58
D S R AR B e 8 wgbezug IT (DU 205) T - 133 54 58
D Gl AL (S e 9 wpimp IT (DU 205) - 1T - 133 55 58
RS HEEE 10 wgimp IT (DU 205) BEE - B 133 56 58 -
! = SICAMMIC Master @ /. Emor(s):0 << Previous Next>> « _ 1]} - y
= SICAM Q80 Master — - —
= SINEAS RMsster w Information - Command direction
b = SINAUTLSAILSA Master Process  Status
! = SIFROTECS SenvicelF Master Name Protoc.. Inform Feedb Functi__ Info n.. Info id . Interlock  Comm.__.  Blocking =
b SHWP = = = = = = = = =
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Figure 2-107  Selecting an Entry from the Drop-Down List Box

Defining Object Models for IEC 61850 Ed.2

< Inthe Templates view, you can define for all device types specific object models which include the
configuration for the IEC 61850 connection to a higher-level control center.

For example, an object model includes a circuit breaker with its complete configuration of the logical node
assigned.
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The Templates view allows you to generate proposed values for the MMS addresses for devices connected to
SICAM PAS/PQS by using the IEC 61850. These proposed values are generated based on the available address
information of the template. To generate the values, use the Create MMS addresses function.

For all other protocols, the definition of object models considerably facilitates the parameterization of the
control center connection. The object model defined in the Templates view is displayed as a suggestion for
the configuration of information during the mapping of the control center connection.

Some protocols do not provide all parameters expected in accordance with IEC 61850 Ed.2 standard. A
warning is issued if the parameterization is incomplete. The configuration is nevertheless valid.

The columns for defining the object model (LD, LN, DO, DA) are not visible by default. You can change this
option by using the context menu, refer to Showing/Hiding Columns, Page 104.
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Figure 2-108 Templates View, IEC 61850 Object Model Parameterization

For information on how to map the IEC 61850 Server application to the control center connection, refer to
Using Information, Page 106.

2.11.5 Importing/Exporting a Device Template

If you require new device templates in your station configuration or if you want to save a device template
which you have previously modified using SICAM PAS/PQS Ul — Configuration, you proceed with:

® Importing a Device Template, Page 150

®  FExporting a Device Template , Page 151

Importing a Device Template

In order to insert a device type which does not exist in your station configuration, you must first insert the
corresponding device template. To do this, import a corresponding TXT file.

This text file can be:
® A previously exported device template

® A text file which has been saved as a sample template (sample device) in the installation directory during
installation (...\DeviceDescriptions)
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During the import, the device template is added to the project database.

To import a device template:

< Inthe templates tree, right-click the communication protocol for which you want to import into the new
device template and select Import... from the context menu.

< Inthe file selection window, select the TXT file which you want to import as a device template.

< Click Open.

The device template is imported and the import is logged in the Report. Provided that the import is executed
without errors, the device template is shown below the highlighted communication protocol in the template
tree.

Exporting a Device Template

2.11.6

2.11.7

In order to save a modified device template, you can export it into a TXT file and continue your work in this
file.

To export a device template:

< Inthe templates tree, right-click the device template which you want to export and select Export... from
the context menu.

< Enter the path and the name of the destination file in the Save as dialog.

< Click Save to confirm. The device template is saved as a TXT file.

Updating a Device Template

If a device description has been modified, you can update the device template. The new template must be
available as a text file.

During the update,

® new items of information are added

® jtems of information which are no longer available are deleted
® changes are overwritten in the parameters

Modifications of the basic parameters of an item of information, such as the information type or the telegram
address, are processed in the same way as new items of information.

To update a device template:

< Inthe templates tree, select the device template which you want to update. Select Update... from the
context menu.

< Inthe Open dialog, select the TXT file and click Open.

The text file is read and the progress is shown in the Report.

Deleting a Device Template

If you do not want to use existing device templates in your station configuration, you can remove it from the
templates tree.

i 0

NOTE

The delete process deletes the device templates from the project database. The text files included in the
scope of delivery are retained in the installation directory. If required, you can re-import the template.
Click Export, to save the templates modified by using SICAM PAS/PQS Ul — Configuration. For more
information, refer to 2.11.5 Importing/Exporting a Device Template.
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To delete a device template:

< Inthe templates tree, click the device template which you want to delete. Select Delete... from the
context menu.

The device template is no longer shown in the template tree.
If you use the device template in your station configuration, the delete function is disabled.

2.11.8 Recording Channels
In the General recording channels and Triggered recording channels only tabs, you define the measuring
channels for the following applications:
®  PQ measuring data
®  Fault records used for fault location

®  Fault records including fault record channels with non-standardized channel texts (IEC 60870-5-103), for
example, from third-party manufacturers.

®  Fault records of IEC 61850 devices, that have more than 1 fault record directory.

NOTE

i 0

For recorder routing in DIGSI 5, several routing modules are available which can differ regarding the
calculation method and the refresh rate of measurands. If you record the same measurands with different
calculation methods and refresh rates you have to route these measurands to different recorders to enable
SICAM PAS/PQS to process these measurands.

Assign for example, channels and phases and define the channel for the signal which triggers the fault
recording. The measuring data is connected by using the PQS Automatic Import application, refer to
2.6.13 PQS Automatic Import.

Tabs are provided for all applications for which PQ measuring data or fault records can be available:
® |EC61850 Client

® |EC60870-5-103 Master

®  SINAUT LSA ILSA Master

®  SIPROTEC 4 Service IF Master

®  SIMEAS R Master

e  SICAM Q80 Master

®  PQS Automatic Import

The scope of delivery of SICAM PAS/PQS Ul — Configuration includes templates for the parameterization of the

measuring channels. Templates in the DDREC file format are available under:

%PUBLICDOCUMENTS%\Siemens\SICAM PAS PQS\Recording

To insert pre-configured measuring channels (measuring equipment) in the General recording channels tab:

< From the configuration tree in the Templates view, select a device template and select Update from the
context menu.

< Inthe dialog which opens, select the DDREC template file.

The preconfigured measuring channels are imported. The import is recorded in the Report.
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2.11 Working with Device Templates
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Figure 2-109  Templates View, General Recording Channels Tab

You can also define individual recording channels. To do this, you require:
® Agroup

®  Channels

®  Attributes

You require groups and channels for PQ data and fault records. The attributes are only used for PQ data.

To insert a group:
< Select a row number and select Add group from the context menu.

<~ In the Group name column, enter the name of the group.

To insert a channel:
< Select a row number and select Add channel from the context menu.

< In the Channel name column, enter the name of the channel.
< Inthe Phase column, select the channel's phase assignment from the list box.

< Select the unit for the measuring variable from the Unit column.

i 0

NOTE

For PQ data, you define the phases of the voltage channels depending on the network type.
For the Star network type, you assign the phase-to-ground channels.
For the Delta network type, you assign the phase-to-phase channels.

Attribute

To insert an attribute:

SICAM, SICAM PAS/PQS, Configuration and Operation
E50417-P8976-C433-C9, Edition 05.2023

153



Configuration

2.12 Working with Normalizations

<&
<&

<+

s

Select a row number and select Add attribute from the context menu.

In the dialog which opens, select the attribute, for example, operational value or average value, from the
list box in the Parameter name field.

Select a value from the list box in the Characteristic column, for example, Voltage, Harmonic, Pointer or
User-defined.

Select a value from the list box in the Measurement value type column, for example, Mean Value, PQ
violation or Evaluated event.

Enter a measured value number in the Operational value column.

Deleting a Group/Channel/Attribute

To delete a group or a channel or an attribute:

<>

&
<&
<&

Select the row number.
Select Remove group from the context menu.
Select Remove channel from the context menu.

Select Remove attribute from the context menu.

Configuring Recording Channel for IEC 61850 Devices that have more than 1 Fault Record Directory

<>

Create a group.

The name of the group can be entered individually. The attributes of the group are not evaluated and can
be set individually.

Create a new channel for each fault record directory of the device.

The channel name must accord to IEC 61850 address of the related COMTRADE directory in the device:
<Devicename><LDname>\COMTRADE\.

Set the channel attributes as follows:

— Channel index: Unique value - continuous numbering, Value range: 0...499 (not validated)

— Characteristic: Fault record

— Scaling type: Absolute

— Measurement value type: File

i 0

NOTE

For SIPROTC 5 devices, the 108 channel index is used internally and is therefore not available as a fault
record channel for IEC 60870-5-103 Master.

2.12

Working with Normalizations

In substations or industrial manufacturing plants many different data acquisition devices are used. Different
components and devices transmit the captured data in many different formats.

By using normalization procedures, you can convert this data to units suitable for further processing and
comparison.

How to Proceed

154

The data conversion concept applied by SICAM PAS/PQS consists of the following 2 steps:

Defining Normalization Procedures, Page 155

Assigning Normalization Procedures, Page 160
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Defining Normalization Procedures

By selecting a normalization procedure, you define the type of conversion of a certain value.
For frequent requirements, you define the following normalization procedures:

®  Measured-Value Filtering, Page 156 (threshold suppression)

® [inear Transformation, Page 157 for analog inputs/outputs (integer and floating point number)
®  (Conversion, Page 157 for digital inputs/outputs

®  Chatter Blocking, Page 159

To create a new normalization procedure:

® |nthe Templates view, select the Normalizations entry below the device templates.

®  Select Normalization and define a new normalization procedure in the Insert - Normalization dialog.

Insert - Mormalization X
= General parameters -~
Marne Harrmalization
Description
Input type Analog (integer) -
Conversion type Scaling -

= Threshold suppression

Threshaold suppression o -
Threshold band 1 =
Suppression interval [s] 0

~ Chatter blocking

Chatter blocking Mo -

Check time [s] 10

Block tirne [3] a0

Murnber of status changes 5 =]
= Scaling

Scaling 1

Basis 0
= Conversion -
& @ Enciz 0 << Previous  Mest>: A oo

oK Cancel Help

Figure 2-110 Insert — Normalization

Table 2-5 Normalization: General parameters

Parameter Name Explanation

Name Unique name of the normalization procedure

Description Brief description of the new procedure (free text input)
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Parameter Name Explanation

Input type

Data type for which the normalization procedure applies:
Analog (Integer), Analog (Floating Point) or Digital

Conversion type

The conversion types available in this dialog depend on the data type (input type)
which you have selected in the previous dialog.

Digital: none or Conversion
Analog: none or Scaling

Measured-Value Filtering

In power transmission and distribution networks, numerous minor value changes can occur which are not
relevant for system operation.

A measuring and logging system must be able to filter such minor changes, but to log significant changes.

SICAM PAS/PQS filters measured values based on a normalization procedure. You can define a normalization
procedure which only filters measured values or which combines measured value filtering with a threshold

check.

Measured-value filtering is defined by using the Threshold suppression parameter group.

i 0

NOTE

With the Threshold type, you specify the rule which initiates a measured-value transmission when the
threshold value has been reached or exceeded. In the Mapping view, Information - Monitoring Direction,
you can select the following threshold types:

® Direct

® Integrating

® Direct with dynamic adjustment

® Integrating with dynamic adjustment

For more information refer to the IEC 60850-5-101 Slave and IEC 60850-5-104 Slave online help file.

156

Table 2-6

Parameter Name
Threshold suppression

Normalization: Threshold Suppression

Explanation
Enables (Yes) or disables (No) measured-value filtering

Threshold band

Cyclically incoming values in the range between the upper and the lower
threshold are not transferred. Values outside the measured value range are
always transferred.

After each transmission of a value, the threshold band is adjusted in such a way
that the last valid value is in the center of the threshold band. Values which are
outside the threshold band or were transmitted after the suppression interval
has elapsed are not transferred.

Suppression interval [s]

The cyclically incoming value is always transferred as soon as the suppression
interval has elapsed - no matter whether it is inside or outside the threshold
band.

NOTE

The Suppression interval [s] is only evaluated in the following applications:
- CDT Slave

- OPC Client

- OPC XML DA Server

- PROFIBUS DP Master

- SINAUT LSA ILSA Master

- Telegyr 8979 Master
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Example

Values shown in the gray zone are not transmitted since they are within the threshold band (for example,
200). As soon as the suppression interval has elapsed, for example, 60 seconds, the cyclically transmitted
value is forwarded independently of the defined threshold band. The new value is used as the new reference
point for the threshold band.

Values outside the threshold band are always transmitted and thus also form the new reference point of the
threshold band.

T— — — — — — —

+200 @ ————f——————

-200 ————T——————

0 60 0 60

Figure 2-111  Measured-Value Filtering

Linear Transformation

A Linear transformation can be defined in the Scaling parameter group. Enter the Scaling and the Basis.
Value on the output = input x scaling + basis

If the Analog input type (integer value and floating point value) and the Scaling conversion type have been
selected, the input fields of this parameter group are active.

Conversion
A digital input must be converted if systems require the values transmitted from the device in another unit for
further processing.
Define a conversion in the Conversion parameter group. To do this, enter the input/output values. Up to 4
value pairs can be defined.
If the Digital input type and the Conversion type have been selected, the input fields of this parameter
group are active.

In SICAM PAS/PQS, values transmitted by the device have the following meaning:

Table 2-7 Device Values in SICAM PAS/PQS

SICAM PAS/PQS Double-point indication Single-point indication
0 Intermediate position 00

1 OFF Cleared

2 ON Raised

3 Intermediate position 11

An output value must be defined for all input values. For a double-point indication, 4 value pairs must be
defined. For a single-point indication, 2 value pairs must be defined. The input value corresponds to the
process value. The output value corresponds to the value mapped in SICAM PAS/PQS.
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INTERMEDIATE (DI) example Inversion (SI) example

1. pair of values 0:3 1:2
2. pair of values 1:1 2:1
3. pair of values 2:2
4. pair of values 3:3

In the INTERMEDIATE example, SICAM PAS/PQS transmits all incoming intermediate positions with Inter-

mediate position 11.

Insert - Mormalization
- General parameters

Marme
Description
Input type
Conversion type
~ Threshold suppression
Threshold suppression
Threshold band
Suppression interval [s]
= Chatter blocking
Chatter blocking
Check tirme [3]
Block tirme [s]
Murnber of status changes
= Scaling
Scaling
Basis
- Conversion
1. pair of values [Input: Output]

2. pair of values [Input: Dutput]
@ @ Enorfsh 0 << Previous Mest:: 4

Marmalization
INTERMEDIATE
Digital

Conversion

X
Y

-

-

-

-
-

r
(8] 4 Cancel Help

Figure 2-112  Example: INTERMEDIATE

In the Inversion example, an incoming value (single-point indication) is inverted prior to transmission.
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Insert - Normalization X
= General parameters -~
Marne Morrnalization
Description Inversion
Input type Digital -
Conversion type Conversion -

= Threshold suppression

Threshold suppression Mo -

Threshold band 1

Suppression interval [s] 0 =
= Chatter blocking

Chatter blocking Mo -

Check tirne [s] 10

Block tirme [s] 60

Murnber of status changes ]
= Scaling

Scaling 1

Basis 0 =

- Conversion

1. pair of values [Input: Output] 1:2
2. pair of values [Input: Dutput] 20 ||
9 Erzin << Previous  Mest>: 4 b

(a4 Cancel Help

Figure 2-113  Example: Inversion

Chatter Blocking

The chatter blocking prevents system overload by using contact bouncing, that is, signal changes constantly
created by defective message generators. Each status change of the signal input is captured by a meter.

If the number of status changes within the configured check time is higher than the given number, the
respective input is blocked and the quality of the following messages is set to held.

After a defined block time, the blocked input is again checked for contact-chattering. If the input chatters
again, the block remains. This check is repeated cyclically as long as the input is blocked. When the input does
not show contact-chattering anymore when checked, it is released and the quality of the following messages
is set to valid.
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Table 2-8 Normalization: Chatter Blocking

Parameter Name
Chatter blocking

Explanation
Switches chatter blocking on (Yes) or off (No).

The chatter blocking can only be defined for a Digital input type and cannot be
assigned to Slave data points.

Check time [s]

During this time the number of status changes of the input signal gets counted.

If the value set in Number of status changes is reached or exceeded during this
time, the respective input is blocked and the quality of further messages is set to
held within the time set in Block times.

Block time [s]

During this time the transmission of messages and values is blocked to avoid
chatter.

After the block time is over the blocked input is checked again.

Number of status
changes

Maximum number of status changes during the time set in Check times.

Insert - Normalization
- General parameters

Marme
Description
Input type

Canversion type

= Chatter blocking
Chatter blacking
Check time [3]

Block time [s]

» Scaling

» Conversion

Chatter filter

Digital

[ |4

Maone

» Threshold suppression

Murnber of status changes 5

O @ Erofs} 0 << Previous Newtss 4 »

(s34 Cancel Help

Figure 2-114  Example: Chatter Filter

Assigning Normalization Procedures

A normalization procedure which you have previously defined and named can be assigned when mapping an

item of information.

To assign a normalization procedure in the Mapping view of an item of information:

®  Select one of the normalization procedures available in the Normalization drop-down list box.
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Figure 2-115  Assigning Normalization Procedures

2.13 Supporting IEDs in Test Mode

Some communication protocols (for example IEC 61850) support the exchange of information marked as test
information. IEDs supporting and running in test mode use such protocols to:

®  Exchange monitoring information marked as test information
®  Accept only those commands marked as test information

The main focus in sending monitoring and control information marked as test information is to test and verify
whether the information sent/received serves its intended purpose.

SICAM PAS supports the routing of information items marked as test information both in monitoring
and command direction. Based on the protocol properties, the following SICAM PAS applications support
forwarding of test information through the system:

® |EC60870-5-101 Master/Slave

® |EC 60870-5-103 Master (monitoring direction only)
® |EC 60870-5-104 Master/Slave

® |EC 61850 Client/Server

Additionally, the following applications support test mode:
®  DNP3 Master/Slave

®  Modbus Master/Slave

®  PROFINET IO Master

Through the configuration in SICAM PAS, the information marked as test information can either be forwarded
or discarded. For example, it can be configured whether a command marked as test information (sent from
the control center using IEC 60870-5-104 protocol) can be forwarded as a normal command to an IED
connected with DNP3 Master or discarded.

From V8.18 onwards, test tagged information is handled from runtime using PAS Ul Operation and Ul Opera-
tion Client.
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> SICAM > SGH8015K47 > IEC 61850 Client > Interface

| SICAM w Status
~ B sGH8015K4Z
~ ® IEC 61850 Client Camyentstnie
L] e foce |
® sT27IEDT Running ® 5EL 2
STI27IED2 - .
s The configuration is up-to-date. Activate changes
COMFEDE log Download
Block Test Information Off b on off

Disable test information

+w Redundancy state

w Errors

The view is realtime. - The configuration is up-to-date.

Master Applications Supporting Test Mode

162

The figure shows the behavior of the protocols:

® |[EC60870-5-101 Master

® |EC 60870-5-103 Master (only monitoring direction)
® |EC60870-5-104 Master

® |EC61850 Client

Information processed | Information marked as
as test information test information
A * | SICAM PAS
| |
.R oute tgst Yes No Yes No Protocol driver
information
Information marked Information routed as il 1=
as test information test information i
]
Monitoring direction Command direction =l

Figure 2-116  Master Applications Supporting Test Mode

Users with IEC 60870-5-101 Slave and IEC 60870-5-104 Slave have the flexibility to forward/send test tagged
information with or without a set test bit. If the parameter is set to No, the test tagged information will be
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forwarded/sent without the test bit set. If the parameter is set to Yes, the test tagged information will be
forwarded/sent with the test bit set.

=]
=5 Contguraion | Mapping | Topooay

> SICAM > mdlyetnc > IEC 60870-5-101 Slave > Interface

» General parameters

‘g v |sicaM » Transmission parameters (first channel)
3~ ™Mmdiemnc » Transmission parameters (second channel)
2 v\ [EC 60870-5-101 Slave

» Tel tructure
§ Y. Interface SR

» "= IEC 60870-5-104 Slave » General functions
» = IEC 61850 Client ~ Information transmission

Single-point indication Relative time stamp

Double-point indication Relative time stamp =
Transformer tap indication Relative time stamp =
Bit pattem indication Relative time stamp -
Metered value Relative time stamp. >
Messured value Relative time stamp =
Measured velue [indication with value Relative time stamp =
Protection data Relative time stamp =
Activate substitution QOC No -
New QOC [
Forward Info with Test tagged Yes ~
© s
:

Maximum svstem time deviation fs]
Forward Info with Test tagged

If the parameter is set to NO, the test tagged information will be forwarded/sent without the test bit

If the parameter is set to YES, the test tagged information will be forwardedisent along with the test bit

(Vlue range: Yes, No)

Master Applications Not Supporting Test Mode
The figure shows the behavior of the protocols:
®  DNP3 Master
®  Modbus Master
®  PROFINET IO Master

Information processed | Information marked as
without test marking test information
A * ' SICAM PAS
I I
Route tgst Yes No Yes No Protocol driver
information
Information without Information routed i =
test marking without test marking i
]
Monitoring direction Command direction ! =

Figure 2-117  Master Applications Not Supporting Test Mode

Slave Applications Supporting Test Mode
The figure shows the behavior of the protocols:
® |EC60870-5-101 Slave
® |EC60870-5-104 Slave
® |EC 61850 Server
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Monitoring direction Command direction
Information routed as Information marked as I_-_Igl_-_l

test information test information
! SEL, by
I I
Route te_st Yes No / Yes No / Protocol driver
information
t } v SICAM PAS
Information marked Information processed
as test information as test information

Figure 2-118  Slave Applications Supporting Test Mode

Slave Applications Not Supporting Test Mode
The figure shows the behavior of the protocols:
® DNP3 Slave

®  Modbus Slave

Monitoring direction Command direction
Information routed Information without | " !l |
without test marking test marking
I |
Route tgst Yes No Yes No Protocol driver
information
? | i v SICAM PAS
Information marked Information processed
as test information without test marking

Figure 2-119  Slave Applications Not Supporting Test Mode

Fault Records

Fault records from a device running in test mode connected via IEC 61850 Client can be visualized via the
Test mode data archive in SICAM PQ Analyzer.

If Block test information is disabled, the fault records are not saved.

Fault records from a device running in test mode connected via IEC 60870-5-103 Master are saved in the

configured archive.

Automation
SICAM PAS SoftPLC processes information marked as test information. If an automation block used receives
information marked as test information, the test information mark is also added to the output.

Human Machine Interface

Information marked as test information is forwarded to SICAM SCC as an operational information and is
visualized as usual.
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Other Applications

The routing of information marked as test information can not be configured for the following Master
applications:

® OPCClient
®  PROFIBUS DP Master
®  SINAUT LSA ILSA Master

Information marked as test information is not routed in command direction.

The routing of information marked as test information can not be configured for the following Slave applica-
tions:

®  OPC Server and OPC DA XML Server
®  Telegyr 8979 Slave
® (DT Slave

Information marked as test information is not routed in monitoring direction.

2.14 Reports

You insert the templates for scheduled reports in the Reports view. The reports include measuring data for
determining the network quality. Their contents can be freely defined.

NOTE

i 0

If you delete the PQS Scheduled Reports application, all the configured report templates are also deleted.

By using the PQS Automatic Notification application, you can define to be notified by e-mail on the comple-
tion of a report. For more information, refer to 2.6.16 PQS Automatic Notification.

For each template, you can define when a report is created, that is, Every day, Every week, Every month, or
Every year. Additionally, you have the option to insert diagrams.

Different examples for report template files are included in the scope of delivery of SICAM PAS/PQS. The report
template files are available under:

%PUBLICDOCUMENTS%Siemens\SICAM PAS PQS\ReportTemplatesScheduled.

In addition, you can create customized templates. For more information on the structure and contents of a
report template, refer to A.4 Report Templates.

2.14.1 Inserting a Generic Report Template

A generic report template allows you to configure the number of scheduled reports at once based on the valid
combinations of the selected measurement points, Grid Codes, and reporting period. This allows you to create
multiple report templates easily.

To insert a generic report template:

< Inthe Reports view, right-click the Generic report templates and select Generic report template from
the context menu.

The Insert - Generic report template dialog opens.

<>

In the Template file field, click ... to select the report template file.

< Select one or more measuring points, report generation intervals, and Grid Codes and click OK.

Based on the selection, individual report templates are created for each of the valid combinations of an
interval, a default measuring point, and a Grid Code.
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The automatic assignment of measuring points for each diagram will happen as follows:

®  For measured data diagrams, the most relevant measuring group that is found first by matching the
corresponding measurement value type, characteristics, and phase will be assigned.

®  For evaluated data diagrams, the selected measuring point will be assigned.

- General parameters a
Name EN50160
Template file C:\UserslPublic\DocumentsiSie...
Report generation intervals Every Week; -

Default measuring points SICAM_40+BLRKAFT1S37PCIQ... |

Default Grid Codes - [ & SICAM 40+

M8 B1 RKAPT1557PC

F Q100_190_100_222_1

F Q100_190_100_222_11
F qQ100_190_100_222 12
F Q100_190_100_222_14
F Q100_190_100_222 17
F Q100_190_100_222 18
F Q100_190_100_222_19
F Q100_190_100_222_2

F Q100_190_100_222_21
F Q100_190_100_222 23
F Q100_190_100_222_25
F Q100_190_100_222 26

[

oK Cancel

-

@ @ Errorsk0 << Previous MNext=> 4

]

Figure 2-120 Inserting a Generic Report Template

NOTE

°®
l If the scheduled report template consists of measured and evaluated diagrams, Siemens recommends you
assign the bay level as default measuring point/group for the report template.

2.14.2 Updating a Generic Report Template

To update a generic report template:

< Inthe Reports view, right-click the generic report template and select Update... from the context menu.
An Update dialog opens with all the current general parameter selections. You can modify any of these
parameters.

< Click OK.

The generic report template is updated accordingly.
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While updating a generic report template:
® New report templates are created according to the latest selection in the General parameters section.
®  Existing report templates are updated based on the configuration changes, if it is required.

® [f one or more combinations are removed from the General parameters section, the corresponding
report template is deleted.

NOTE

i @

After the conversion of a project (created with a version < V8.10) when you update a generic report
template for the first time, all the existing generic report templates are updated. On subsequent updates,
the system decides on its own whether the existing generic report templates require an update.

The generic report templates can be updated under the following conditions:

® 1 or more report generation intervals, measuring points, and Grid Codes are selected

® 1 or more report generation intervals, measuring points, and Grid Codes are deselected.
®  Changes from the latest template file are adapted or a different template file is selected

® The existing template configuration has to be made consistent with the overall configuration of devices,
topology, templates, and Grid Codes.

Update - EN50160 X

~ General parameters -
MName
Template file Co\Users\Public\DocumentsiSie... ..
Report generation intervals Every Week; -
Default measuring points SICAM_40+BLRKAFTISSTPCD...
Default Grid Codes EM 50160 MV(2010) Star -
Rename report templates Mo -
-
& @ cEror(s:0  <<Previous Next=> A 3
OK Cancel Help

Figure 2-121  Updating Generic Report Template

2.14.3 Updating a Generic Report Template Affected by Changes in Other Views

Configuration changes made in other views may affect the existing generic report template configuration. In
this case, Siemens recommends you update the respective generic report templates.

You are notified via warning signs as follows to identify the generic report templates that require an update.
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[ 7] SICAM | User logon deactivated | Configuration - Large
File Edit Cre View Tools Help
BB

SIEMENS

|

> Generic report templates
~ General parameters -

r'ﬁl
]

- Name
~ -@ Generic report templates
¥ Sw AllCharacteristics_01-27 Star
» 2. AllDlagrams Star
» =% EN50160 St@ar
_=[| Report templates

Reports

Figure 2-122  Notification for Generic Report Template

Updating a Generic Report Template when a New Version of Template File is
Available

If you are using a template file shipped by the product for the generic report templates, you are notified if a
new version of the template file is available.

To update the template file:
< Inthe Reports view, right-click the affected Generic report templates and select Update from template
file... from the context menu.
SICAM| User logon deactivated | Configuration - Large
File Edit Create View Tools
=] B g :

Configuration Topolog

L5}
£
o
o
1]
o

—@ Generic report templates
P Sw AllCharacteristics_01-27 Star
Sw AllDiagrams Star

rlé"

“=l|Report| X Delete
Rename

Update...

Update from template file...

Figure 2-123  Update from Template File

The generic report templates are updated with the new version of the template file available.

Inserting a Report Template

The report template file defines the general layout and the possible diagrams of the reports. It can be used as
a basis for different report templates.
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To insert a report template file:

< Inthe Reports view, right-click the Report templates and select Report template from the context
menu.

The Insert - Report template dialog opens.
<{ Inthe Template file field, click ... to select the report template file.

< Select the Default measuring point/group. After inserting the report template, this measuring point/
group is used as a default for all diagrams and can be later edited for each diagram individually.

If a measuring group is selected, it will be assigned for all the diagrams in the template as measuring point/
group.

If a measuring point is selected (for example, Bay, User defined group, Voltage level), the measuring point/
group assignment for diagrams will happen as follows:

®  For measured data diagrams, the most relevant measuring group that is found first by matching the
corresponding measurement value type, characteristics, and phase will be assigned.

®  For evaluated data diagrams, the selected measuring point will be assigned.

- General parameters -
Mame EN50160
Template file C:lUserslPubliciDocumentsiSie...
Default measuring pointigroup Q100_190_100_222_11

Default Grid Code X not assigned

~ 52 SICAM_40+
~ I BLRKAPT1557PC
~F Q100_190_100_222 1
FEl CONT Deftal 1
8% cONT_Delta1_3
B cONT Delta1_4
B conT Sstar1 1
YL FAST Deltal_1
8% TREND_Delta1_1
» ¥ Q100_190_100_222 11
» F Q100_190_100 222 12
» 7 Q100_190_100_222_14
» ¥ Q100_190_100_222 17
» F Q100_190_100_222 18
¥ Q100_190_100_222_19

TS

@ @ Erroris)t =< Previous Next >> A [

0K Cancel Help

Figure 2-124 Inserting a Report Template

i 0

NOTE

All measuring groups of the devices which provide PQ measuring data can be selected, only if they have
been assigned to the topology. The measuring groups are created after the devices have been configured
and parameterized. For more information on measuring groups, refer to 2.9.3.4 Measuring Channels and
2.11.8 Recording Channels.
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< If evaluated diagrams are included in the report template file, select the Default Grid Code which can be
individually edited later.
For more information on the structure and contents of Grid Codes, refer to A.1 Structure of Grid Codes.
< Confirm with OK.
The report template file is inserted.
NOTE

1

You can also enable or disable automatic generation of a report template.

2.14.6 E

In
di

[ SICAM | User logon deactivated | Configuration - Large

B

diting a Report Template

the report template, the measuring group (PQ device) and the Grid Code are defined separately for each
agram. The report generation interval is also defined in the report template.

SIEMENS

File  Edit

=l

G

Help

Configuration Mapping Topology Templates Grid Codes
> Report templates > EN50160
~ General parameters

£
g -

Mame ENS0160

-@ Generic report templates
Report generation

_=|| Report templates Every week

j5lll ENG0160

Default measuring pointigroup Q100_190_100_222_11

Default Grid Code EM 50160 LV(2010) Star

Enable report template Yes

[4 [4 [ ]

~ Diagrams
~ 1.Time line PQ Index

Measurement value type Characteristic Phase Scaling type
Channel PQ Index Undefined sum Absolute
~ 2.Bar view PQ-Statistics
Measurement value type Characteristic Phase Scaling type
Channel FQ violation Voltage Sum Absolute
Channel PQ violation THD woltage sum Abzolute
Channel PQ viclation Flicker Flt Sum Absclute

» 3.Bar view PQ-Statistics
» 4.Bar view PQ-Statistics
» 5.Time line mean

» 6.Time line PQ Index

» 7.Time line mean

Error(s):0 << Previous Next >

4

Fi

gure 2-125  Report Template, Example

To edit a report template:

< Inthe General parameters input area, select the time interval for the report generation, for example,
every day or every week, from the Report generation list box.
< From the Default measuring point/group list box, select the measuring point/group for which you want
to enter measuring variables in the report.
< From the Default Grid Code list box, select the Grid Code whose limit values are used for checking the
PQ measuring data.
NOTE

i 0

When updating the report template file, the Default measuring point/group and the Default Grid Code
are assigned to all diagrams. If you need diagram specific measuring groups or Grid Codes, you can select
these accordingly.
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2.14.7 Creating Scheduled Reports Manually

The SICAM PQS - Scheduled Report Creation tool serves to manually create scheduled reports based on the
report templates. This tool allows you to verify the report templates created and create missing reports. The
reports created can be viewed using the tool or the Report Browser view of the SICAM PQ Analyzer.

To be able to use the SICAM PQS — Scheduled Report Creation tool, the following applies:
®  The PQS Scheduled Reports feature must be enabled.
® Areport template must have been created and the system must have been updated.

In order to be able to view the reports, the SICAM PQ Analyzer Standard license must be activated.
Existing reports will be overwritten. The overwritten reports will not be collected by the Collector.

Starting SICAM PQS - Scheduled Report Creation

Start the SICAM PQS — Scheduled Report Creation tool from the Windows Start menu.
< Click Start and scroll through the app list.

< Select SICAM PAS/PQS > Tools.

The Tools folder opens.
< Double-click Scheduled Report Creation.

The SICAM PQS - Scheduled Report Creation tool opens.
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st SICAM PQS - Scheduled Re port Creation

E A
ocober =
A

Mumber of reports
L+ Thumberefireport

L End|date: |
-

@ violated 4 Waming (O Measuring gap @ COK
Tue Wed Thu Fri Sat Sun
01

08
15
22

29

Figure 2-126  SICAM PQS — Scheduled Report Creation Tool

How to Proceed

To manually create scheduled reports:
< Inthe Report template field, click ... to select the report templates which you have defined.
The Scheduled reports dialog opens.
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Scheduled reports

MR- Generic report templates
| | S EN5S0160 Star_Device 3
|| SICAM_Region_AAEINBLROOZ73D_PQS Automatic Impo
|| SICAM_Region_AAEINBLROO373D_PQS Automatic Impo
|| SICAM_Region_AAEINBLROO373D_PQS Automatic Impo
|| 51CAM_Region_AAEINBLROO373D_PQS Automatic Impo
M50160 Star
|| SICAM_Reqgion_AAEINBLROO373D_PQS Automatic Impo
|| SICAM_Region_AAEINBLROO373D_PQS Automatic Impo
|| SICAM_Region_AAEINBLROO373D_PQS Automatic Impo =
|| SICAM_Region_AAEINBLROO373D_PQS Autoratic Impo
ort templates
evicel EM 50160 MV(2010) Star_D
Devicel EM 50160 M(2010) Star_W
| Devicel_EM 50160 MWV{Z2010) Star_Y
Device2_EM 50160 MV{2010) Star_M
Device2_EN 50160 MV(2010) Star_Y
Device1_EN 50160 MV(2010} Star_M -
Device?_EN 50160 M(2010} Star_D

Me-lcem FRIFA9 A BRSmand mee o 80 —_—

4 I L

1
l,;élnl

)
=

e

]

(8] 4 Cancel

Figure 2-127  Selecting Report Templates

< Select the report templates for which you want to create the scheduled reports and click OK.
The Reporting period is displayed depending on the settings of the Report generation parameter defined in
the report template. It shows the time format (day, week, month, or year) of the report to be created.
< Inthe Start year field, select the first year from which the reports will be required.
If you select a yearly report template, the start month and the start day are pre-defined.

< In the Start month field, select the first month from which the reports will be required.
If you select a monthly report template, the start year can be entered, but the start day is pre-defined.

< Inthe Start day field, select the first day from which the reports will be required.
To create a daily report, the start year, start month, and start day must be selected accordingly.

A weekly report is created for the period from Monday to Sunday. If you select a weekly report template, the
Start day field only displays the dates of the Mondays. The Start year, Start month, and Start day must be
selected.

< To define the reports to be created, enter the Number of reports. Alternatively you can specify the last

reporting period for which you want a report to be created by selecting the corresponding dates in the
End date field.
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s SICAMPQS - Scheduled Report Creation — X

SICAM_Region_AAEINELRODI73D_FQ...

E
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Figure 2-128  Defining Range of Recurrence

The reports which can be created within the defined period are displayed in the Available reports section.
The icon next to the report indicates its status.
Select/Deselect the Include empty diagrams check box to show/hide the empty diagrams in the reports to be

generated. By default the empty diagrams are not included. When you select Include empty diagrams, you
can verify the format of the report when a new report template is created.

The status icons have the following meaning:
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Icon Explanation

The following conditions are met:
[ ) ®  No limit violations within the period

® The data for the period is complete

The following conditions are met:
L ® No limit violations within the period

®  An event occurs within the period

o At least 1 limit violation has occurred within the period

(@) The data for the period is not complete

If no icon is displayed, no report is available for the selected period.

< If you require just one report, click Create and open in order to create and display it.
If you require several reports, click Create reports.
To view a report on screen, double-click it in the Available reports section.

You can also generate additional reports while another report is already being created. The selected
reports will be added to the report generation queue.

While a report is being created, the Cancel button is available instead of the Exit button. Clicking Cancel
closes the tool after you have confirmed this action. The current report is finished; any further reports in the
waiting queue will be rejected.

<{  To exit the SICAM PQS — Scheduled Report Creation tool, click Exit.

Creating Fault Events Manually

i @

NOTE

If the Fault Events feature is enabled, configured, and activated, fault event criteria are checked automati-
cally during runtime. Incoming fault record data for the previous 24 hours is considered in the fault event
creation.

The Fault Event Creation tool provides the possibility to manually start the fault event check and creation
especially in the following use cases:

e  Additional devices are connected to SICAM PQS, which have fault records prior to the elapsed 24
hours.

®  The device connection was interrupted for more than 24 hours and provides fault records which have
been created in the meantime.

®  PQ archive (SICAM PAS/PQS) or Collector archive (SICAM PQ Analyzer) contains fault records from the
past, when the Fault Events feature was not available or not yet activated.

The SICAM PAS/PQS - Fault Event Creation tool is used to manually create fault events for the fault records
occurred during a selected time range. The created fault events are stored in the archive.

In this tool, you define the start and the end date for creating fault events with the Pre-trigger duration [s]
and the Post-trigger duration [s] time defined in the archive.

For information on creating fault events for a (Collector) archive, refer to /14/ SICAM PQ Analyzer, Incident
Explorer.

To be able to use the SICAM PAS/PQS - Fault Event Creation tool, the following applies:
®  The Event List / Fault Events feature must be enabled.

®  The Archive application including the Fault event Information must be configured, refer to
2.6.9.3 Configuring Fault Events.
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Starting SICAM PAS/PQS - Fault Event Creation

Start the SICAM PAS/PQS - Fault Event Creation tool from the Windows Start menu.
< Click Start and scroll through the app list.

<~ Select SICAM PAS/PQS > Tools.

The Tools folder opens.
< Double-click Fault Event Creation.

The SICAM PAS/PQS - Fault Event Creation tool opens.

B sicam PQS - Fault Event Creation

2703-2019 i) 30-03-2019 x|

2§ 3 |

Figure 2-129  SICAM PAS/PQS - Fault Event Creation Tool

How to Proceed

To manually create fault events:
< Enter the start date and the end date into the corresponding input boxes.

-0r-

< Select the specific period in the calendar.

NOTE

The Pre-trigger duration [s] and the Post-trigger duration [s] are taken from the values configured in the
Fault event information under the Archive application.

2.16

176

<~ Click Start.

The fault events for the specified time period are created and stored in the archive.

Grid Codes

The Grid Codes include normalized or customer-specifically defined limit values for checking measuring data.
Based on the limit value violations, SICAM PQS determines the PQ Index which provides a quick and concise
overview of the network quality.

The automatic flagging feature which is implemented as per the IEC 61000-4-30 standard is available for each
Grid Code to either enable or disable flagging. When flagging is enabled, measurements overlapping with
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voltage events are not evaluated against Grid Code limits. As a result, violation reports are generated only for
voltage events for that time range.

If there are PQ violations, you can define to be notified by e-mail and/or SMS by using the PQS Automatic
Notification application. For more information, refer to 2.6.76 PQS Automatic Notification.

The Grid Codes included in the scope of delivery and based on standards (for example, EN50160LV,
EN50160MV) cannot be modified. For Grid Codes which can be customized to meet customer-specific require-
ments, you receive a template which can be edited in the Grid Codes view. You will find the Grid Codes under
%publicdocuments%Siemens\SICAM PAS PQS\GridCodes.

2.16.1 Grid Codes View

In the Grid Codes view, you can do the following:
® Importing Grid Codes, Page 177

®  Exporting Grid Codes, Page 178

®  Updating Grid Codes, Page 178

®  Modifying Grid Codes, Page 179

®  Deleting Grid Codes, Page 179

Importing Grid Codes

To insert a Grid Code:

< In the configuration tree in the Grid Codes view, right-click Available Grid Codes and select Import from
the context menu.

[Ed SICAM | User logon deactivated | Configuration - Large
File  Edit View Tools Help SIEMENS

BEixmEm

% id code

> Available Grid Codes

- General parameters -

o g Available Grid
S » B EN 50160 P! Mame Available Grid Codes
o ’ %\IEC51UUD Class 2(2002-06) Delta
B Py Userdefined all characteristics
c]
-
4 [0 2 1@ @ cErorsi:0 <<Previous Next>> 4 4

Figure 2-130 Importing a Grid Code

< Select the Grid Code in the dialog which opens.
< Select a Flagging option.
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[ SICAM | User logon deactivated | Configuration - Large

File  Edit View
B YER

Tools  Help

SIEMENS

5 Gia o

> Available Grid Codes > EN 50160 MV(2010) Delta

]~ £ Available Grid Codes ~ General parameters -
g '%EN 50160 MW{2010} Delta Grid Code name EM 50160 MV{2010) Delta
g » & vohage Metwork type Dela -
= & Frequency i
[C] » % THD Assigned measuring. No assignments available.
» % Flicker Flagging Disabled E
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» # Userdefined frequency Enabled (including voltage)
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Here, you can enable or disable flagging accerding to the IEC 61000 standard.
(value range: Disabled, Enabled (including voltage), Enabled (excluding voltage})
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Figure 2-131  Grid Codes
NOTE
o
l For IEC TS 62749 Grid Codes, you have to manually set the Flagging option to Enabled (excluding
voltage).
® Disabled

All the limit violations (Period limits and Operational limits) are reported.

® Enabled (including voltage)
Limit violations within a voltage event time range are not reported, even not for voltage limit violation.

® Enabled (excluding voltage)
Voltage limit violations only are reported within a voltage event time range.

Exporting Grid Codes

If you have modified the limit values of a Grid Code, you can export the Grid Code.

To export a Grid Code:

< Inthe navigation window, right-click the Grid Code and select Export from the context menu.

< Inthe dialog which opens, enter the name and the storage path of the Grid Code.

You can re-import the exported Grid Code, for example, as a template for further Grid Codes, or import it into
another SICAM PAS/PQS system.
If an archive includes data from several PAS/PQS Systems, the Grid Code specific evaluations can only be
performed by using both the systems if the same Grid Code has been used for evaluation.

Updating Grid Codes

If you have modified the limit values of a Grid Code used, you can update the Grid Code.

To update a Grid Code:

< Inthe navigation window, right-click the Grid Code and select Update from the context menu.

< Inthe dialog which opens, select the name and the path of the Grid Code which you want to update.

After the update, the PQ measuring data is evaluated with the modified limit values.
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Modifying Grid Codes

For modifiable Grid Code templates, you can customize the parameters defined in the input area in order
to meet project-specific requirements. Changes to the Grid Code structure or the definition of additional

parameters are not possible. For more information on the structure and contents of a Grid Code, refer to
A.1 Structure of Grid Codes.

To modify the parameters of a Grid Code template:
< Inthe configuration tree, select the area of the Grid Code which you want to modify.

< Enter the new values in the different input areas. for example, you can modify limit values, activate or
deactivate rules or modify time specifications.

[ 7] SICAM | User logon deactivated | Configuration - Large
SIEMENS

File Edit t View Tools Help
BEiVEE

% ia cose

= Available Grid Codes > User defined EN 50160 LV(2010) = Voltage

il Y Available Grid Codes ~ Period limits -
g » aﬁ EN 50160 MV(2010) Star Enable Hysteresis [%] Averaging time [hh:mmzss]  Upper limit [3%] Lower limit [%]
\
~ » B EN 50160 MV(2010) Delra valtage v 0 00:10:00 110 90
£  ~ ¥, Userdefined EN 50160 LV(2010)
(] ~ % Voltage Waltage unbalance v o 00:10:00 2 o
“zaVoltage ~ Operational limits
il R B Enable Hysteresis [%] Averaging time [hh:mmzss]  Upper limit [3%] Lower limit [3]
2 \oltage unbalance
=4 Frequency Voltage " 0 00:10:00 110 85
* % ™D « Classification limits
4 g e - Enable Hysteresis [%] Timel (short’) [hh:mmzss] Time2 (long’} [hh:m... Enable limits 3 and 4
1 Harmonic
» % Userdefined frequency Voltage_Event " 2 00:00:01 00:03:00
] 3{1 User defined EN 50160 MV(2010)
@ @ Eror(s):0  <<Previous Next>> o il »

Figure 2-132  Modifying a Grid Code

Deleting Grid Codes

2.16.2

SICAM, SICAM PAS/PQS, Configuration and Operation

If you have not assigned a Grid Code to any topological structure, you can delete the Grid Code.
To delete a Grid Code:
< In the navigation window, right-click the Grid Code and select Delete from the context menu.

However, the evaluation results for the deleted Grid Code are available for analysis in SICAM PQ Analyzer (PQ
Explorer, PQ Inspector, and Report Browser). If the evaluation results are still available in the archive for a
deleted Grid Code, the respective Grid Code is displayed in brackets in the Grid Code view.

Topology View

In the Topology view, you can assign the individual topological levels up to 4 Grid Codes.
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B {Ewm
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> SICAM > Region > Station 1 > 20 kV > FO1

g - dil Assignments Properties
=] 5
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Grid Code 1 EM 50160 MW{2010} Delta -
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Grid Code 4 -
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Measuring groups
» Line
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Mominal current [A] 100
Maximum current [A] 120
Star point direction Line-related
Automatic fault location Mo

Voltage measurement

NN

Current measurement

@ @ Eror(s):0 << Previous Next>> 4 »

Figure 2-133  Topology View, Assigning Grid Codes

If you have assigned the measuring groups to the topological levels, the Grid Codes view shows for each Grid
Code which PQ measuring data items are evaluated with which Grid Codes.

The assignment can only be modified in the Topology view.
< Inthe configuration tree in the Grid Codes view, select the name of a Grid Code.
The assignments are displayed in the right-hand section.
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Figure 2-134  Grid Code with Assigned Topological Levels

2.16.3 Reevaluating PQ Data

The SICAM PAS/PQS - PQ Data Reevaluation tool allows you to update all evaluation results caused by the
following changes:

® Anew Grid Code has been assigned.

®  Arule/limit has been changed in an existing Grid Code.
®  The assignment of measuring groups has been changed.
®  The topological structure has been changed.

The PQ data is reevaluated depending on the start date and the Grid Codes selected. PQ Index and PQ violation
reports are generated depending on the new configuration in SICAM PAS/PQS Ul — Configuration.

To be able to use the SICAM PAS/PQS - PQ Data Reevaluation tool, the following applies:
®  The PQS Grid Code Evaluation feature must be enabled.

®  The archive must be configured and started on the system on which the SICAM PAS/PQS — PQ data
reevaluation is running.

® Atleast 1 Grid Code and one measurement group must be configured and assigned to a topology.

®  For redundant systems SICAM PAS/PQS — PQ Data Reevaluation must be opened on the system config-
ured in the left-hand section of SICAM PAS/PQS Ul — Configuration.

®  The archive must contain historical data, otherwise reevaluation is not possible.

Starting SICAM PAS/PQS - PQ Data Reevaluation

Start the SICAM PAS/PQS — PQ Data Reevaluation tool from the Windows Start menu.
< Click Start and scroll through the app list.
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<~ Select SICAM PAS/PQS > Tools.

The Tools folder opens.
<~ Double-click PQ Data Reevaluation.

The SICAM PAS/PQS — PQ Data Reevaluation tool opens and displays the Grid Codes configured.

Reevaluating PQ Data

<~ Select the Start date for PQ data reevaluation from the Calendar.

™ SICAM PQS - PQ Data Reevaluation

01-02-2015 s

4 February, 2015
Sun Mon Tue Wed Thu

| | Userdefined EM 501
2 3 4 5
User IEC 61000 Clas

[ User 2 10 1 12
17 18 19

4 25 26

Today: 3/2/2015

ectoe | e | vep |

Figure 2-135  Selecting the Start Date

<~ Select the Grid Codes for reevaluation.

<~ Click Reevaluate.
The reevaluation progress for each Grid Code is shown.
All the dates between the selected start date and the current date are reevaluated.

Canceling the Reevaluation

While reevaluating PQ data the Exit button is replaced by the Cancel button.
< Click Cancel.
The Canceling the PQ data reevaluation dialog opens.

<~ Click Yes to cancel the reevaluation.
- Or -
<{-  Click No to continue the reevaluation.

If you open the tool once again after canceling a reevaluation, the previously defined start date is shown.

The Grid Code for which the reevaluation has not been completed successfully remains selected in order to
avoid an inconsistent archive.

The Grid Codes for which no reevaluation has been started or for which the reevaluation has been successfully
completed remain deselected.

The Grid Codes and the start date can be modified.
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NOTE

Canceling the reevaluation leads to an inconsistent archive. The following applies in order to avoid incon-
sistencies in the archive when opening the tool:

i 0

® The start date remains unchanged or is older than the start date defined.

®  The automatically selected Grid Code is not deselected.

2.17 Certificates

For the DNP3 Master/Slave, IEC 60870-5-104 Master/Slave, and IEC 61850 Server/Client protocols, the data
can be transmitted in encrypted format. The certificates required for this purpose are added in the Templates
view.

The function can only be used if you have enabled the Secure Communication feature.

The certificate store includes the following areas:
®  Protocol related to add DNP3 and IEC 60870-5-104 protocol certificates
—  Certificate Store with user certificates
—  Certificate Authority Store with root certificates
—  Certificate Revocation Store with invalid certificates
®  EST communication can be manually created to add EST protocol certificates
—  Client Certificate with EST client cerificate
—  EST Certificate Authority with EST Certificate Authority certificate

For more information, refer to /8/ SICAM PAS/PQS, Security.
For more information on EST communication, refer to /24/ SICAM GridPass V1.30, Manual.

Adding Protocol Related Certificate
< Select the Templates view.
< Select Certificates > Protocol related.

< Insert the Certificate Store, the Certificate Authority Store, and the Certificate Revocation Store one
after the other.
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E SICAM | User logon deactivated | Configuration - Large
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Figure 2-136  Certificate Store

< Right-click Certificate Authority Store and select Open... from the context menu.
The Certificate Manager opens.

< Insert the root certificates. The function is protected by a password.

< Right-click Certificate Revocation Store and select Open... from the context menu.
The Certificate Manager opens.

< Insertall invalid certificates. The function is protected by a password.

< Right-click Certificate Store and select Open... from the context menu.
The Certificate Manager opens.

< Insert the user certificates for the protocols.

< Enter the password with which the private key is protected in the certificate.
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Certificate Manager

Issued to Issued by Alt. subject Expiration Add..

PAS V7 Test Server PAS WY Test CA 20052011 12:00:08
Delete

e

Password request X

Figure 2-137  Inserting Certificates

Configuring EST Communication
< Select the Templates view.
< Right-click Certificates and select EST communication from the context menu.

The Insert EST Communication dialog opens.
<~ Enter the IP address and Port of the EST server under EST Communication parameters.

< Optionally, enter a description for the Client Certificate Parameter and the EST Certificate Authority
Parameter.
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Figure 2-138 Inserting EST Communication Certificate

< Insert the Client Certificate and the EST Certificate Authority.

W sicAM| User logon deactivated | Configuration - Large
File  Edit View Tool:  Help SIEMENS
B8 e x
[ contguston | wppng | Topoegy | 15 temaes | tepors | Gacoves |
> Centificates > EST communication

Information points

v Information - Monitoring direction

Templates
Samradolg

< Information - Command direction

Figure 2-139  EST Certificates

< Right-click Client Certificate and select Open... from the context menu.
The Certificate Manager opens.

< Insert the client certificate. The function is protected by a password.
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Figure 2-140 Inserting EST Certificates
< Right-click EST Certificate Authority and select Open... from the context menu.
The Certificate Manager opens.

< Insert the EST certificate authority certificate.

Assigning Certificates
< Open the Configuration view.
< For the DNP3 Master and IEC 60870-5-104Master applications, select the corresponding Device.
- or -

<~ For the DNP3 Slave, IEC 60870-5-104 Slave, and IEC 61850 Server/Client applications, select the
corresponding Interface.

< Under Security — TLS encryption in the Activate TLS encryption list box, select whether you want to
use an imported certificate or EST for secure communication.
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Figure 2-141  Assigning a Certificate

NOTE

i 0

The IEC 61850 protocol supports only EST communication.
The IEC 61850 client supports TLS and A-Profile using EST Communication.

< If you select With imported certificates, click ... in the Local certificate and private key field.

In the Select certificate dialog that opens, select the certificate.
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Figure 2-142  Select Certificate

< If you select With EST communication, insert the Client Certificate and the EST Certificate Authority in
the Templates view under EST communication.

Authentication

For the DNP3 Slave and DNP3 Master protocols, you can define a specific authentication for each command.

1

NOTE

The Authentication function without encryption can also be configured for serial connections. When
setting up a TCP/IP connection without encryption, make sure that the connection is secure.

To do this, you create the corresponding users and a default user in the User Administration.
< Intheinput area of the Configuration view, enter a default user for the interface under Security
Authentication.

< In the Mapping view, select - for the information of the control center in the DNP User column - users
with switching permissions for each command.

For more information on User Administration, refer to 6.1 Starting User Administration and the online help of
the User Administration.

For more information on security measures in SICAM PAS/PQS, refer to /8/ SICAM PAS/PQS, Security.
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2.18 SICAM System Outputs

2.18.1 Report

Report logs of import and update procedures in SICAM PAS/PQS can be found in the Report.

8 Report

l'i Export B Print prev
Overview SICAMPAS  SICAM PAS Runtime SICAM PQ Analyzer
Messages Date Time =
\.{) lUpdate of the commands of the device 75L87_65" has been completed - 0 faultis), ... 3792018 10:35:13 A
\.{) lUpdate of the indications of the device 75L87_65 uns... 3/9/2018 10:35:13 A
LiJUpdate of the indications of the device "7SL87_65 has been completed - 0fautt(s), 0... 3/9/2018 10:35:13 A
Q;]The compressing of the cument database is started. .. 3142018 11:53:32 Ah
4) The awdliary backup of cument database was successful. 3142018 11:53:45 Al
4) The PAS services are stopped. 3142018 11:54:11 Al —
8 Reorganizing the corfiguration data... ==» The database services are starting... 3142018 11:54:12 Ah—

. 1 >

Figure 2-143  Report

Tabs

If you have installed several software products from the SICAM family on your system, all of them are

displayed in the Report dialog.
A separate tab is available for each SICAM software component.
The Overview tab provides a summary of the protocols of all tabs.

Status lcons

The icons displayed to the left of the text explanations in the rows of the log highlight the status of the log

rows:

.iJ Standard information (white-blue), for example, procedure completed
1, Warning (yellow-black), for example, parameter not required
o Problem occurred (red-white), for example, severe error

8 Rotating icon (black-white), process in progress

Opening the Report

The Report starts automatically as soon as an import or update has been initiated.
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You can also open the dialog manually (View > Report).

Buttons of the Report Dialog
To print the log displayed in the dialog:
< Click Print.

To save the log displayed in the dialog:
< Click Export.

< Select a directory path for saving the note texts.

To delete the log displayed in the dialog:
< Click Delete.

Only the log displayed in the currently active tab card is deleted.

To delete the log summary:
< Click Delete all.

All logs (that is, all tabs and the log summary shown in the Overview tab) are deleted.

To close the Report:
< Click Close.

The dialog closes. All messages and notes shown in this dialog are saved and will be available when the dialog
is opened again.

2.18.2 Windows Event Viewer

The SICAM PAS/PQS runtime components store diagnostic entries (warnings and errors) in the Windows event
log. These entries can support you in finding the causes of errors.

To read the entries out of the Windows Event Viewer:
< Click Start, type eventvwr and confirm by pressing <Enter>.

The Event Viewer opens.

Under Windows Logs > Application, the warnings and error messages are displayed under the name of the
runtime component.

SICAM, SICAM PAS/PQS, Configuration and Operation 191
E50417-P8976-C433-C9, Edition 05.2023



Configuration

2.18 SICAM System Outputs
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(i) Information  7/3/2019 10:08:52 AM 104 (Master) (PAS IEC 60870-5-104 (M... 1001 SICAM PAS 5 Event Properties
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/1, Warning /372019 10:08:44 AM - PowerCC 2000 Mone H Save Selected Event...
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Figure 2-144  Windows Event Viewer, Example

Security-related logs, for example, user login/logout, start/stop of system components, modifications in the
archive (import records, import PQDIF, delete records, delete reports, add or edit traffic lights), are displayed
under Applications and Services Logs in the PASSecurity and PQ Analyzer Security folders.

2] Event Viewer - O >

File Action View Help

| 2w HE

@ Event Viewer (Local) Actions
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5 j»: Windows Logs Level Date and Time Source EventID Task Category  ~ | | PASSecurity -
+ [ Applications and Services Logs Warning 5/13/2019 £:01:03 PM PASSecurity 211 Events = Open Saved Log...
o 7] AESMService 5/13/2019 PASSecurity 211 Events ¥ Create Custom View...
T 210 Alarms :
» L CrowdStrike PASSecurity 10 Alarms Import Custom View...
Q Hardware Events PASSecurity 210 Events
> [ Intel 5/13/2019 2:51:03 PM PASSecurity 210 Events Clear Log...
[5] Internet Explorer 5/9/2019 10:41:40 AM PASSecurity 211 Events F Filter Current Log...
[=] Key Management Service 5/9/2019 10:40:34 AM PASSecurity 210 Events [ Properties
Q Lenove-Customer Feedback 5/0/2010 10-20:18 AM DAGSecyribe 211 Fuent: & B Finc
m ft ind...
> & Microsoft Event 310, PASSecurity x
[&] Microsoft Office Alerts n Save All Events As...
5 [ Microsoft-IE General Details
o 7] Microsoft-IEFRAME Attach a Task To this Log...
? % Multimadia.-HE'ffCDECGDER ‘SICAM PAS - User Administration”: Three incorrect password entries in succession were attemnpted View >
> L] OfficeloggingLiblet while logging in to user account 'Administrater’ ('T'-managed account) from "SICAM PAS - User @ Refresh
5] PASApplication Administration’.
[5] PASSecurity Help e
[ PQ Analyzer Security Log Name: PASSecurity Event 310, PASSecurity "
5 7] Pulse Secure Source: PASSecurity Logged: 5/13/2019 3:0%:54 PM
5] TechSmith Event ID: 310 Task Category:  Alarms B Event Properties
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More Information:  Event Log Online Help @ Refresh
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Figure 2-145  Windows Event Viewer, Security-Related Events

For a list of possible events, refer to A. 16 Security-Related Messages.

192 SICAM, SICAM PAS/PQS, Configuration and Operation

E50417-P8976-C433-C9, Edition 05.2023



Configuration
2.18 SICAM System Outputs

2.18.3 Consistency Check

Before you start the SICAM PAS/PQS runtime, you can validate the current configuration. The scope of the
consistency check functionality is expanded gradually.

To start the consistency check:
< Click Consistency check... from the Tools menu.

The consistency check results are displayed in the Report.

Overview  SICAMPAS  SICAM PAS Runtime = SICAM PAS ControlUnit  Consistency check
Messages Date Time =
-»  (Gnd Codes: /Grid Codes/|EC 61000 Class 1(2002-08) Delta
Ay The 'IEC 61000 Class 2(2002-06) Delta’ Grid Code is not assigned to a topological level. 11/22/2022 32705 AM
- (Grid Codes: /Grid Codes/IEC 61000 Class 2(2002-06) Delta
/¥, The 'User defined all characterstics’ Grid Code is not assigned to a topological level. 11/22/2022 3:27-:05 AM
-+ (Grd Codes: /Grd Codes/User defined all characteristics
/v The 'User defined EN 50160 LV(2010) Grid Code is not assigned to a topological level. 11/22/2022 3:27-:06 AM
-»  Grd Codes: /Grid Codes/User defined EM 50160 LV(2010)
/v The 'User defined |EC 61000-2-2 Ed. 2 A1+A2 LV(2017) Grid Code is not assigned to a topological level. 11/22/2022 3:27:06 AM
-+ Grd Codes: /Grd Codes/User defined |EC 61000-2-2 Ed. 2 A1+A2 LV[2017)
/%y The 'User IEC 61000 Class 1(2002-06) Grid Code is not assigned to a topological level. 11/22/2022 3:27:06 AM
> (Gnd Codes: /Grid Codes/User |[EC 61000 Class 1{2002-0&)
Ay The 'User defined |EC TS 62749 LV Europe(2015) Grid Code is not assigned to a topolegical level. 11/22/2022 3:.27.06 AM
-»  (Gnd Codes: /Grid Codes/User defined |EC TS 62749 LV Europe(2015)
Ay The 'User defined |EC TS 62743 MV Europe(2015) Grid Code is not assigned to a topological level. 11/22/2022 3:27:06 AM
-»  (Gnd Codes: /Grid Codes/User defined |EC TS 62743 MV Europe(2015)
\,{) The congistency check for the "Unassigned Grid Codes’is completed. 11/22/2022 3:27:06 AM
4) Starting the consistency check for the ‘Fault location and Line settings” ... 11/22/2022 3:27:06 AM
Ay Aline segment has been defined for the bay 7ke_27.163", but the "Automatic fault location’is not enabled. 11/22/2022 3:27:07 AM
- Topology: /SICAM/Region/Station.Voltage level 1/ 7ke_27.163
/4 Aline segment has been defined for the bay "Simeas R', but the "Automatic fault location”is not enabled. 11/22/2022 3:27:07 AM
-3 Topology: /SICAM/Region/Station oltage level 1/5imeas R
4) The consistency check forthe 'Fault location and Line settings” is completed. 11/22/2022 3:27:07 AM
\.{) Starting the consistency check forthe 'Measuring group and operational value {_Cpr Tag) assignment” ... 11/22/2022 3:32:54 AM
/v Neither a measuring group nor the _Oprtag of the 'STTEIEDY' device has been assigned to a topology. 11/22/2022 3:32:54 AM
-+ Corfiguration: /SICAM/PAS/IEC 61850 Client/Interface_1/5TTSIED3
/¥y Meither a measuring group nor the _Oprtag of the "Station’ device has been assigned to a topology. 11/22/2022 3:32:54 AM
= Corfiguration: /SICAM/PAS/IEC 61850 Client/Interface_2/ Station
Ay Meither a measuring group northe _Oprtag of the 'STT16IED3 device has been assigned to a topalogy. 11/22/2022 3:32:54 AM
-+ Corfiguration: /SICAM/PAS/IEC 61850 Client/Interface 1/STT16IED3
\,{) The consistency chack forthe ‘Measuring group and operational value (_Opr Tag) assignment’ is completed. 11/22/2022 3:32:54 AM
4‘) Atotal of 11 consistency checks have been camied out. /2272022 33284AM
4‘) For detailed information, refer to the following file: 11/22/2022  33255AM T
-» CM\ProgramDatatSiemensSICAM PAS PQS\Temp“ConsistencyCheckResults html
/1, The Consistency check’ has been completed - 0 fault(s), 25 waming(s) 11/22/2022 3:32:55 AM
. i >

Figure 2-146  Consistency Check

< For more detailed information, click the link at the end of the Consistency check tab.

An HTML file opens providing the following information:
— Inconsistencies detected

— Path to the corresponding inconsistency

— Steps to troubleshoot the corresponding inconsistency
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Consistency check results (UTC date: 10/23/2017, UTC Time: 6:24 AM)

Test 1: Archive availability

Type Contents

1, Warning:
The fault record transmission has been enabled for an interface in the project although no archive exists. The Legacy RECPRO Archive is
used.
- Interface: IEC 60870-5-103 Master / Interface

Inconsistency detected

Path to the

- ) Configuration: /SICAM/BLRKAPT2252PC/IEC 60870-5-103 Master/Interface
corresponding object

The fault record transmission has been enabled for an interface in the project although no archive exists. In addition, the Legacy RECPRO
Archive is active.

Description - Add an archive under the system. ('Configuration' view).

or

- Set the 'Activate fault record transmission’ parameter to ‘Mo’ ('Configuration' view, 'Fault record transmission’ category).

°Err0r:

The fault record transmission has been enabled for an interface in the project although no archive exists. The Legacy RECPRO Archive is
not used.

- Interface: IEC 61850 Client / Interface

Inconsistency detected

Path to the

T G Configuration: /SICAM/BLRKAPT2252PC/IEC 61850 Client/Interface

The fault record transmission has been enabled for an interface in the project although no archive exists. In addition, no Legacy RECPRO
Archive is active.

Description - Add an archive under the system. ('Configuration' view).

or

- Set the 'Activate fault record transmission' parameter to 'No' ('Configuration’ view, 'Fault record transmission’ category).

o Error:

Inconsistency detected | The fault record transmission has been enabled for an interface in the project although no archive exists.
- Interface: SIMEAS R Master / Interface

Path to the

S G Configuration: /SICAM/BLRKAPT2252PC/SIMEAS R Master/Interface

A fault record transmission interface is enabled in the project although no archive exists.

- Add an archive under the system. ('Configuration' view).

ar

- Set the 'Activate fault record transmission’ parameter to ‘Mo’ ('Configuration' view, 'Fault record transmission’ category).

Description

Figure 2-147  HTML File Providing Detailed Information

2.19 Documenting a Project

The following functions are available for the documentation of your configuration and parameterization:
®  2.19.1 Station Documentation

® 2.19.2 Printing

®  2.19.3 Project Statistic

2.19.1 Station Documentation

< Click File > Station documentation > Print.
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Station documentation X

Cutput farmat
Faormat; Paper ||
Wiews Optionz
v Al .
v Print anly the values uzed
Configuration Frint columrz; Standard -

M appin : : -
PR Al colurmns available az standard are printed for every

Topalogy view that containz a table.

Reparts

W
W
W
v Templates
W
v Grid Codes

oK Cancel Help

Figure 2-148  Station Documentation Selection Dialog

< In the Station documentation dialog, select which parts of your configuration you want to print.
< Select whether you want to print out the data on paper or save it in the HTML or XML format.

You can display your configuration via Station documentation > Print preview....

NOTE

i 0

If more than 3000 pages are to be printed, select lesser views for printing.

2.19.2 Printing

The print function allows you to print your SICAM PAS/PQS project data on paper or save it in multiple formats,
for example, PDF.
The active section is printed. If you have for example, highlighted an element in the configuration tree, the
function prints the configuration tree.

How to Proceed
The SICAM PAS/PQS print function consists of the following steps:
®  Print, Page 195

®  Print Preview, Page 196

Print
To set up the printer:
< Select File > Print.
< Select the printer and the printer settings in the dialog that opens.
SICAM, SICAM PAS/PQS, Configuration and Operation 195
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Print Preview

2.19.3

196

To show a print preview and print the display contents:
< Select the section (for example, the configuration tree) which you want to display in the print preview.

< Select File > Print preview....
A page view of the currently possible print output is shown on screen.

< To print the display, click Print.

In the print preview, you can set up the page, page up or down, enlarge or minimize the view and define
settings of the page preview.

Project Statistic

The project statistic serves for analyzing your project’s configuration and displays a summary of the following
project data:

®  Total number of devices and control centers

®  Total number of master data points

® Total number of slave data points

®  Total number of data points mapped, but not used
®  Total number of license-relevant data points.

For each level of the configuration tree, you can also see how many items of information are available and
mapped, and how many items of information are not used. In Master and Slave applications, the columns
have a different significance.

Application Available Mapped Unused
Master Number of available data | Number of data points selected | Number of data points selected
points in the Mapping view, Use in the Use column, but not yet
column mapped to a Slave application
Slave Number of data points of | Number of Slave data points 0

the Master applications [highlighted in the Mapping
selected in the Mapping |view, Use column

view, Use column,
including system values

For more information on how to use and map the data points, refer to 2.4.4 Mapping.
The following applications are considered for counting the license-relevant data points:

® |EC 61850 Client

® |EC60870-5-103 Master

® |[EC 60870-5-104 Master (also SICAM MIC Master)
® |[EC60870-5-101 Master

® DNP3 Master

®  Modbus Master

®  PROFIBUS DP Master

®  SINAUT LSA ILSA Master

e  SICAM Q80 Master

®  SIMEAS R Master

The data points of the following applications are not considered:

SICAM, SICAM PAS/PQS, Configuration and Operation
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For the SICAM SCC Slave applications (switching authority values are not displayed in SICAM PAS/PQS Ul —

SNMP

SoftPLC (Automation)

OPC Client

Digital I/0 (SICAM Station Unit)

2.19 Documenting a Project

Configuration) and SoftPLC (individual SoftPLC values are not displayed in SICAM PAS/PQS Ul — Configuration),
inadequately high values might be displayed for the number of available information for system reasons.

< Project statistics - O] x|
Project summary
Tatal number of devices and control centers in the project 23
Tatal number of master data points in the project 767
Total number of slave data points in the project 1]
Tatal number of data points mapped but not used in the project 767
Tatal number of licenserelevart data points in the project 500
Available Mapped Unused
=l SICAM_PQS 8461 TET TET .
El- Full Server 2461 TE7 TET
& Archive 0 i} 0
[ Automation 1237 ] ]
= SoftPLC 1237 ] ]
+ Info. from - / Cmd. to SoftPLC 17 ] ]
“ Info.to - / Cmd. from SoftPLC 1220 ] ]
[ Diamond 0 ] ]
[ i Interface 0 0 0
=} DNP3 Master 144 4 4 =
= Interface 144 4 a
- Device 144 4 4
[z} IEC 60870-5-103 Master 278 138 138
= Inteface 278 138 138
i Dievice 139 0 0
L Device? 139 138 138
- [EC 60870-5-104 Slave 1220 o o
= Interface 1220 0 0
- Cortrol center 1220 0 0
= [EC 61850 Client 3034 625 625
= Interface 3034 625 625
- 6MDE63 V4.3 553 128 128
- MRO1 221 189 189
- PAS_7SL87_60 2260 308 308 x|
Import I Export Close Help |
A
Figure 2-149  Project Statistics
Export
The data of the project statistic is exported in the following data formats:
® stat
Data exchange format of the Project Statistic Viewer
® ixt
Text file for further processing in Excel. The text file includes a list of data separated by commas.
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Import

For diagnostic purposes, you can import a stat file in the Project Statistic Viewer.

2.20 SICAM PQS - Easy Configuration

The SICAM PQS — Easy Configuration tool simplifies the process of configuring a SICAM PAS/PQS project. This
project can be used as-is or modified further using SICAM PAS/PQS — Ul Configuration thus reducing the total
amount of time spent in creating a project.

SIPROTEC devices and 3rd party devices which communicate via the IEC 61850 Client application are scanned.
If the scanned devices are SIEMENS power quality devices like SICAM P855, SICAM Q100, and SICAM Q200,
then the IID files are automatically downloaded from the devices and imported into the project. For all

other types of scanned devices, IID files which contain minimal entries like the device name, OSI protocol
parameters, a logical node and a logical device, and the device type are created and imported into the project.

NOTE

i 0

To be able to download an IID file, the self-signed certificates of the device must be added to the Web
browser.

For more information refer to the Trusting Self-Signed Certificates in Browsers application note

which can be downloaded from https://new.siemens.com/global/en/products/energy/energy-automation-
and-smart-grid/grid-security.html.

Additionally, you can select the following features which are imported into the project:
®  Grid Codes

®  PQS Scheduled Reports

®  PQS Automatic Export

®  Archive

By automatically importing Grid Codes, creating the Topology assignments based on the PQ devices and
generating report templates, the tool reduces the effort for the data engineer. Also, it is not required to have
an in-depth knowledge about SICAM PAS/PQS configuration techniques for using these basic SICAM PAS/PQS
features.

Starting SICAM PAS/PQS - Easy Configuration
Start the Easy Configuration tool from the Windows Start menu.

®  (lick Start and scroll through the app list.

®  Select SICAM PAS/PQS > Tools.
The Tools folder opens.

®  Double-click Easy Configuration.
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2.20 SICAM PQS — Easy Configuration

M SICAM | User logon deactivated
File  View Tools Help SIEMENS

j SICAW| v Grid
Fi t g
rojectname: | | ENS0160-Star-MV B
Start P address: _ __ End IF address: |IECE1000-Delta-Class
|ECE1000-Delta-Class2
scan |IECE1000-Delta-Class3
|ECE1000-5tar-Class 1 =
E:i" Not imported @ Imported ﬁ Rescanned Ly Import failed |ECE1000-Star-Class2
- - |IECE1000-5tar Class3
Selected IP address Device name Device type Status UserDefined_all_characteristics |
190.100.2911 Q100_29_11 SICAM Q100 @ UserDefined_EN5S0160HV
UserDefined_EN50160LY
190.100.28.12 PB55_29_12 SICAMP855 @ UserDefined ENSD1S0MY -
190.100.311 SICAM_Q200_31_1 SICAM Q200 E _
190.100.7.9 SIPg 7KESS ® w Scheduled reports
EN50160-Defta
190.100.22113 IED_113 75J80115EB961FAD I% EN50160-Star
190.100.22114 STIZIED3 7SABT E |IECE1000-Detta

|ECE1000-5tar

w PQS Automatic Exports
COMTRADE

PQDIF

Reports

Locations

Drive Total size [GB] Available storage ... =~

c 995 296

D: 100.0 319 =

F: 2000 1713

G: 65.8 649 |
Archive path: [F:\SICAM_PQS_Archive | =]
Archive size: E GE

Export path: |Dh | =

Configure Close

Figure 2-150  SICAM PAS/PQS — Easy Configuration

Custom Scheduled Report Template Naming Guidelines

The report templates that are created manually are available for configuring in SICAM PAS/PQS — Easy Config-
uration. The creation of report templates is skipped in SICAM PAS/PQS — Easy Configuration if the report
template name is not compatible with the Grid Code name.

For example, report template is not created for the combination of EN50160 report template file and IEC
61000 family of Grid Codes.

When creating a report template, the name of the report template file should start with the Grid Code file
name for the valid combination.

For example, if the report template is created for EN50160 standard, Low voltage and Star connection, the
valid standard Grid Code file name is EN50160-Delta-LV. Therefore, the report template file name should start
with EN50160-Delta-LV.

You can have any text or identifier separated by a dot (.). The report template file name is read till the
separator (.) and it will be compared with the Grid Code file name to check the compatibility.

Following table is an example of custom report template names and their corresponding Grid Codes for which
report templates can be created using SICAM PAS/PQS — Easy Configuration.

Report template file name Compatible Grid Codes in SICAM PAS/PQS - Easy
Configuration

EN50160-Star.CutomReportTemplate.txt EN50160-Star-MV, EN50160-Star-LV

IEC61000-Star-Class1.txt IEC61000-Star-Class

IEC61000-Delta-Class1.txt IEC61000-Delta-Class

UserDefined_EN50160.CustomReportTemplate.txt UserDefined EN50160HV, UserDefined_EN50160LV,
UserDefined EN50160MV
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2.21

Report template file name Compatible Grid Codes in SICAM PAS/PQS - Easy
Configuration

New report template.txt None

EN50160_NewTemplate.txt None

For more information on configuration options and the workflow, refer to the SICAM PAS/PQS — Easy Configu-
ration online help.

Working with COMFEDE Logs

Common Format for Event Data Exchange (COMFEDE) for Power Systems

2.21.1

This standard defines a common format for the data files needed for the exchange of various types of power
system events in order to facilitate event data integration and analysis from multiple data sources and from
different vendor devices. This feature enables you to download and view COMFEDE logs from the IEC 61850
devices which will make it easier to integrate and analyze different types of event data.

Configuring COMFEDE Logs

To use this feature, you must configure the following 2 parameters:
®  COMFEDE record directory

®  Activate COMFEDE record transmission

COMFEDE Record Directory

This parameter determines the location where the COMFEDE log is stored in the system.

The default storage path is C:\ProgramData\Siemens\SICAM PAS PQS\Persistent. The COMFEDE file is saved
as "<computer>_<application>_<interface>_ <device>.ced". For example, DESKTOP-CMRAD8Q_IEC 61850
Client_Interface1_E1Q1SB1.

File  Edit ew Tools Help

% Contguraion | wapping | Topolony

> SICAM > PAS > IEC 61850 Client

c =™y Wl-E- ~ General parameters

=] | N} ) =

-.E - " | SICAM Name IEC 61850 Client

2 v =y PAS Type IEC 61850 Client

= v B, Archive COMPFEDE record directory CiFrogramDatalsiemensiSICAM PAS PQSIP_.. |

=] ] er\uluma(iun —

o ) = DNP3 Master Application number 1 -
%

b "= DNP3 Slave

» = [EC 60870-5-101 Master
b "= |EC 60870-5-101 Slave
» = |EC 60870-5-104 Master
» = IEC 60870-5-104 Slave
[ IEC 61850 Client
» "= |EC 61850 Server

Figure 2-151  COMFEDE record directory

Activate COMFEDE Record Transmission

200

If this parameter is set to Yes, SICAM PAS will automatically download the COMFEDE log from a device (any
device under the interface) whenever the $ST$RcdMade value is set to high for the device, also when a
device is initiallly connected. By default, the value is set to No.

(Value range: Yes, No)
(Default value: No)
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E SICAM | User logon deactivated | Configuration - Large

File Edit G ew Tools Help
B XEE

= Contourion | apping | Topoiony

> SICAM > DESKTOP-OUI343F > IEC 61850 Client > Interface
~ General parameters

i = ¢
> |sicAm
~ & DESKTOP-OUIZ43F
» By Archive
¥ = |IEC 61850 Client
BN o |
v 4 Interface
» . Interface2
» . Interfaced
» "= PDR Recorder
» LB PQS Automatic Export
&F PQS Automatic Fault Location
» [ PQS Automatic Import
» 54 PQS Automatic Notification
54 PQS Scheduled Reports
» = SICAMQBO Master
» = SIMEAS R Master
» = SHNP

Configuration

Figure 2-152

Mame
Description
Redundancy
Dependency
~ Transmission parameters
GOOSE monitoring
IP address
Subnet mask

Activate asset monitoring

Transmit data stored in device

start date

Start ime

Interrogation cycle [min]

Activate fault record transmission

Support of the legacy RECPRO archive

Fault record directory

Activate COMFEDE record transmission
« Security - TLS encryption

Activate TLS encryption

Session count

Activate COMFEDE record transmission

Downloading/Viewing COMFEDE Logs

2.21 Working with COMFEDE Logs

SIEMENS

Interface

Mo

Independent

Mo
0.0.0.0
0.0.00

No

« PQ data and fault record transmission

Frem pointin time
04i11/2022

00:00

[€]4

|4

[€ |«

ENE

[€ ]

C:\ProgramDatalsiemensISICAM PAS PQS\Persistent... .

Mo

2000

[4

|«

i 0

NOTE

This feature is supported only for IEC 61850 Client Protocol.

This feature is used to download the COMFEDE logs manually for all the devices within the selected interface

or the selected device.

To download or view COMFEDE logs:
< Select an interface or the device in the configuration tree.

<~ In the Status section, next to COMFEDE Log, click Download to download the COMFEDE log.

SICAM | DESKTOP-CMRAD8Q | User logon deactivated

File View Tools Help

> SICAM > DESKTOP-CMRADBQ > IEC 61850 Client > Interfacel

v " |SICAM
~ ® DESKTOP-CMRADSQ
~ @ IEC 61850 Client
~ o

® e1Q1581

-0r-

- Status

Current state
Running ®
The configuration is up-to-date.

COMFEDE log
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< Click View to view the COMFEDE log.

SICAM | DESKTOP-CMRADSBQ | User logon deactivated
File View Tools Help SIEMENS

> SICAM > DESKTOP-CMRAD8Q > IEC 61850 Client > Interface1 > E1Q15B1
v " |SICAM | Status
~ ® DESKTOP-CMRADBQ
~ @ IEC 61850 Client
~ ® Interface
0 Running » Start Stop

Current state

Refresh state Refresh
General interrogation Activate Gl

COMFEDE log Download View

Bay blocking off

Telecontrol blocking off

v Redundancy state

2.21.3 Configuring COMFEDE Client

COMFEDE client enables to download COMFEDE logs from multiple devices.
The logs can be downloaded using a batch file or a ComfedeClient.exe file.
To download the logs using a batch file:

< Go to Start in Microsoft Windows, use the Run command and enter $pas_bin%ui.
<> Click OK.

The File Explorer opens.
< Now run the Command Prompt from this folder.

< Enter ComfedecTientLaunch. batto launch the batch file.
The following values are displayed:

®  7:ifthe download is successful

®  -700: No connection with PAS runtime

®  -200: Download not completed

®  -300: Useris not a member of the SICAM PAS PQS Users user group
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< Todisplay the Commands and the Return Codes, type ComfedeClient.exe ? inthe command
prompt.

B Administrator, C\Windows\Systern32\emd exe - ComfedeClientLaunch.bat = O x

ComfedeClientLaunch.bat

Once the operation of COMFEDE client is completed, the file containing the summary of the logs is created in
the same location as the COMFEDE logs.

NOTE

i 0

Also, if one of the devices fails while downloading the logs, the COMFEDE client will still download the
logs for the rest of the devices. Downloaded logs are stored in the same location as the COMFEDE record
directory: C: \ProgramData\Siemens\SICAM PAS PQS\Persistent.
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Operation

This chapter explains how to use SICAM PAS/PQS Ul — Operation.

SICAM PAS/PQS Ul — Operation provides you with an overview of the runtime status of your station. The
configuration is displayed in the tree structure. The different colors show the status of interfaces, devices, and
other applications.

With SICAM PAS/PQS Ul — Operation you activate and deactivate individual components, set a bay block

or telecontrol block and also update device information. In redundant systems, you see which component

is active. SICAM PAS/PQS Ul — Operation allows you to switch over individual components, for example, the
interface for the data traffic to devices or control centers.

With SICAM PAS/PQS Ul — Operation Client you can start and stop all redundant connections independently
from each other. SICAM PAS/PQS Ul — Operation Client provides the functions of SICAM PAS/PQS Ul — Opera-
tion from a local computer or a remote computer with improved performance by an Internet browser.

For the diagnosis of pending faults, useful notes on possible fault causes are displayed.

3.1 Requirements for SICAM PAS/PQS Ul — Operation Client 205
3.2 Starting SICAM PAS/PQS Ul — Operation and SICAM PAS/PQS Ul — Operation Client 213
3.3 Working with SICAM PAS/PQS Ul — Operation and SICAM PAS/PQS Ul — Operation Client 216
3.4 Redundancy 220
3.5 Controlling Connections 222
3.6 GOOSE Status Monitoring 225
3.7 Operating State 226
3.8 Archive Activity Monitor 228
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3.1 Requirements for SICAM PAS/PQS Ul - Operation Client

Internet Browser

To access SICAM PAS/PQS Ul — Operation Client, Siemens recommends you use the latest versions of the
following browsers:

®  Firefox
® Chrome
® Internet Explorer

®  Microsoft Edge

NOTE

i 0

To run SICAM PAS/PQS Ul — Operation Client on Internet Explorer 9 or 10, you must download a
KB2888505 patch from http://technet.microsoft.com/en-us/security/bulletin/ms13-088, according to the
operating system and execute it.

Enabling JavaScript

To access SICAM PAS/PQS Ul — Operation Client, JavaScript must be enabled in the browser.
To enable JavaScript in Internet Explorer:
< Select Internet options from the Tools menu.

The Internet options dialog opens.
< Inthe Security tab, select Internet and click Custom level... in the Security level for this zone section.

The Security Settings - Internet Zone dialog opens.
< Inthe Settings section, activate Active Scripting below the Scripting topic.

< Click OK to apply the selected settings and exit the Security Settings - Internet Zone dialog.
< Click OK in the Internet Options dialog.

JavaScript is enabled.
To enable JavaScript in Firefox:
< Click Firefox from the toolbar and select Options/Settings from the Options menu.

The Options dialog opens.
< Select the Content tab.

< Enable JavaScript.
< Click OK.

JavaScript is enabled.

NOTE

i 0

From Firefox V22 the JavaScript is always enabled.

To enable JavaScript in Chrome:
<~ Click the Customize and control Chrome icon.

The Settings dialog opens.
< Click Show advanced settings....

The advanced settings are displayed.
< Under Privacy click Content settings....

The Content Settings... dialog opens.
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< Under JavaScript enable Allow all sites to run JavaScript (recommended).
< Click Done.

JavaScript is enabled.
To enable JavaScript in Microsoft Edge:
< Click Start and enter gpedit.msc.

The Local Group Policy Editor dialog opens.

< Click Local Computer Policy > Computer Configuration > Administrative Templates > Windows
Components > Microsoft Edge.

< In the Microsoft Edge section, double click the option Allows you to run scripts, like Javascript.
< Inthe dialog which opens, select Enabled and click OK.

JavaScript is enabled.

Viewing the Online Help Content

Due to security aspects, the operating system deactivates the displaying of CHM files. If only the navigation
structure in the left frame of a Windows online help file (CHM) is shown, but not the content in the right
frame, this probably results from a Microsoft security update.

The additional Windows registry key MaxAllowedZone has to be added to determine the desired security
zone in order to view the online help correctly. To do this:

< Double-click the MaxAllowedZone.reg file located in the <path>\RegFiles directory of the SICAM
PASIPQS DVD. The <path> corresponds to the letter of your DVD drive.

The MaxAllowedZone value is set to 4, that means the security zone Limited Sites is permitted.

For more information, refer to Microsoft report KB896054, http://support.microsoft.com/kb/896054.

i

NOTE

To use SICAM PAS/PQS Ul — Operation Client, the logged in or active user must be a member of the
PASRuntimeUser group.

Required Settings for Internet Explorer

To view SICAM PAS/PQS Ul — Operation Client in Internet Explorer:
< Select Compatibility View Settings from the Tools menu.

The Compatibility View Settings dialog opens.
< Uncheck the Display intranet sites in Compatibility View option and click Close.

You can view SICAM PAS/PQS Ul — Operation Client.

i

NOTE

This setting is not applicable in Firefox and Chrome.

Required Settings for Microsoft Edge

206

To view SICAM PAS/PQS Ul — Operation Client in Microsoft Edge:
< Click Startand enter Internet Options.

The Internet Properties dialog opens.
< In the Security tab, click the Local intranet option and click Sites.

The Local intranet dialog opens.
< Select Automatically detect intranet network and click OK.

You can start the SICAM PAS/PQS Ul - Operation Client from the Start menu to open via Microsoft Edge.
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Validating Security Certificates

For Internet Explorer and Firefox, the security certificates must be validated on the first access of SICAM
PAS/PQS Ul — Operation Client.

° NOTE
l Chrome validate certificates issued by third party only and not other certificates, hence to which the https
text in the address bar will appear to be struck off.
To import the security certificate to Internet Explorer:
< Click the lock icon in the address bar.
The Website Identification dialog opens.
| “@ https://blrkapt3009pc/ pasoperateclient/(SivdcgzgvdnumddldSrwagvnain))/defaultaspy. . O - %
rTod Website Identification
@
BLRKAPT30O0GPC has identified this site as:
blrkapt3009pc
This connection to the server is encrypted.
Should | trust this site?
Wiew certificates
Figure 3-1 Website Identification
< Click View certificates from the dialog.
The Certificate dialog opens.
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n  Certificate X

General Detals Certification Path

ﬁ' Certificate Information

This certificate is intended for the following purpose(s):
» Ensures the identity of a remote computer

* Refer to the certification authority's statement for details.

Issued to: intranet.entry.siemens. com

Issued by: Siemens Issuing CA Intranet Server 2017

Valid from 5/21/2019 to 5/21/2020

Install Cerﬁﬁmte.[g I Issuer Statement

Ok

Figure 3-2 Certificate

< Click Install Certificate....

The Certificate Import Wizard dialog opens.
<~ Select Current User from the list box and click Next.

< Select Place all certificates in the following store and click Browse....

The Select Certificate Store dialog opens.
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=# Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

s

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

() Automatically select the certificate store based on the type of certificate

(®) Place all certificates in the following store

Ceg

[

Select Certificate Store =

Select the certificate store you want to use.

- | Personal "

-
[ 7| Enterprise Trust

-{] Intermediate Certification Authorities
----- | Active Directory User Object

| Truetad Puhlichere

Trusted Root Certification Authorities

[ ] show physical stores

] (o]

et [! Cancel

Figure 3-3

Select Certificate Store

<{-  Select Trusted Root Certification Authorities from the list box, click OK, and click Next.

< Select Certificate Store Selected by User from the list box and click Finish.
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— L% Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

You have spedfied the following settings:

(0= ) o= |y = = sy A=l Trusted Root Certification Autharities
Content Certificate
Figure 3-4 Importing Certificate

< Confirm the The import was successful message with OK.

The certificates are imported successfully.
<$  Click OK, to exit the dialog.

Downloading Files Using Internet Explorer 9 on Windows Sever 2008

To use a secure site (for example, SICAM PAS/PQS Ul — Operation Client) or download files from the site using
Internet Explorer 9 on Windows Server 2008:

<{  Select Internet options from the Tools menu.

The Internet Options dialog opens.
<{-  Select the Advanced tab.

< Inthe Security section, deselect the Do not save encrypted pages to disk check box and click OK.

You can view SICAM PAS/PQS Ul - Operation Client and download the CHM help file.
For more information, refer to Microsoft report, http://support.microsoft.com/kb/2549423.
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Changing Date/Time Format

If you have changed the date/time format of the operating system, you must change these formats accord-
ingly in the Internet Information Services (lIS), to have the data displayed in the same format.

To change the date/time format:

< Click Start and enter IIS.

The Internet Information Services (1IS) Manager window opens.
< Inthe Connections section, select SiemensEnergy in the Sites folder.

The SiemensEnergy Home section is displayed.

"5 Internet Information Services (I1S) Manager - [m} X
& @ » MDIVS35C » Sites » SiemensEnergy » & s @

File View Help

Connections . Actions
. 0 SiemensEnergy Home
-7 i Explore
CE = e s
w j MD]Y%?C (.AD001\nb242210) Filter: . Go - % Show All | Group by: Area - - Edit Permissions...
(2} Application Pools Edit Site
v .[8] Sites ASP-NET ~ 8 —_
» P Default Web Site b= & Nl 0 r—\ indings...
4 B NS -_L r‘— — o Coors
4D SiemensEnergy % N 2 3 H? D Basic Settings...
NET MNET NET Error NET MET Profile  .NET Roles  .MET Trust \
Authorizat.. Compilation Pages Globalizati g Levels )
43 A gl? Configure globalization properties for managed code |y
‘Eu-lj = ab] 7 e . &
.MET Users  Application Connection Machine Key Pages and Providers  Session State & Restart
Settings Strings Controls » Start
@ B Stop
= Browse Website
SMTP E-mail —
rowse :443 (https)
B 443 (http
s N Advanced Settings...
_ Configure
y =l
i&) @ @- )—" 5(‘3'4 &j Limits...
Authentic... Compression  Default Directpry Error Pages Hand.ler HTTP @ Help
Decument  Browsing Mappings Respon... ©
Ready 9
Figure 3-5 SiemensEnergy Home Section

<~ Double-click .NET Globalization.

The .NET Globalization section is displayed.
< Select the preferred Culture and Ul Culture from their respective list box.

NOTE

i 0

Select the country specific culture and not the neutral culture from their respective list box.

< Inthe Actions section, click Apply.

The date/time format is saved.
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'l"ﬂ Internet Information Services (IIS) Manager — O X
e @ » MDIYI8SC » Sites » SiemensEnergy b oy @
File View Help
Connections . . Alerts
~ 0 NET Globalization
A ® The changes have been
K= X successfully saved.
w85 MD'I\"‘)S?C {.ADODT\nb?_-@_E'IO) Display:  Friendly Names .
J Application Pools Acti
v (8] Sites ~ Culture
» 4 Default Web Site Culture English (United States) (en-US) 5 Apply
a SiemensEnergy Enable Client Based Culture True B¢ Cancel
Ul Culture English (United States) (en-US) @ Help
v Encoding
File Windows-1252
Requests utf-8
Response Headers utf-8
Responses utf-8
Ul Culture
Specifies the default culture for processing locale-dependent resource searches,
[ Fetures Vi I Conent view
Configuration: 'SiemensEnergy’ web.config e_i[:;
Figure 3-6 .NET Globalization Section

< Close the Internet Information Services (1IS) Manager window.
< Restart the system.

The datel/time format is changed.

Enabling Windows Security for Internet Explorer on Windows 8.1 or Windows Server 2012 R2

To enable the Windows Security dialog:
< Select Internet options from the Tools menu.

The Internet Options dialog opens.

< Inthe Security tab, select Local intranet and click Custom level... in the Security level for this zone
section.

The Security Settings - Local Intranet Zone dialog opens.

< Select Prompt for user name and password in the User Authentication section.
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Settings

() Disable
® Enable

| Enable XS5 filter
() Disable
® Enable

| Seripting of Java applets
() Disable
® Enable
) Prompt

82, User Authentication

82 Logon
() Anonymous logon
() Automatic logon only in Intranet zone
() Automatic logon with current user name and password
(ON Prompt for uzer name and password

< | mn

*Takes effect after you restart your computer

Reset custom settings
Resetto: | megium-ow (default)

Figure 3-7 Security Settings

< Click OK to confirm.

3.2 Starting SICAM PAS/PQS Ul — Operation and SICAM PAS/PQS Ul -
Operation Client

Starting SICAM PAS/PQS Ul — Operation

Start SICAM PAS/PQS Ul — Operation by using the Windows Start menu:
< Click Start and scroll through the app list.

< Select Ul - Operation from the SICAM PAS/PQS folder.
SICAM PAS/PQS Ul — Operation opens and the current station configuration is displayed.
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FISICAM | BLRKAPT2188PC | User logon deactivated
File ~  Tools  Help SIEMENS

> SICAM > BLRKAFT2188PC

- | 5IcAM w Status
BLREAFTO911pc)

® archive Current state
» @ IECE0870-5-101 Master

@ IEC 60870-5-101 Slave FRunning ® start | stop
w7 0 |EC 80870-5-103 Master

i i Activate changes
- @ INT_365 The configuration has been changed.
@ 7avHES

» @ IEC 60870-5-104 Master
» @ IEC 60870-5-104 Slave
» @ IECE1850 Client

w Redundancy state
Default system Redundant system Switch active system
(B BLRKAPT2188PC (") () BELRKAFTO11pc  Switch active system

w Errors

DatefTime Name Description =
FI25(2013 212136 P o SICAMIBLREAFTOS 1 pcllEC 60870-5-103 MasteriNT_368 Opening COM-port failed (Show details.
FI25i2073 2:06:11 P 9 SICAMIBLRKAPT2188PCUEC 61850 Clientinterfacel7SLET Connection not established (Show dete =
712512013 2:05:36 PM 0 SICAMIBLRKAPTOS1 1pcllEC 61650 Clientintefacel7SLET Connection not established (Show detz__ |
12512015 12:04:15 FM 0 SICAMIBLRKAFT21 68FCUEC 60870-5-101 MastefinterdacelDeavice Transmizsion error fwrite) (Show detail:
FI25i2013 12:04:11 PM 9 SICAMIBLRKAPT2188PCUEC 61850 ClientintarfacelPEGS Connection not established (Show detz
712512013 12:04:11 FM 0 SICAMIBLRKAFT21 86PCUEC 61850 Clientinterfacel 7SLET_1 Connection not establizhed (Show detz
712512015 12:04:11 FM 0 SICAMIBLRKAFT21 8FCUEC 61850 ClientinterfacellED_0001 Connection not established (Show det: -

11 q 1l »

Figure 3-8 SICAM PAS/PQS Ul — Operation

The configuration tree displays the station's configuration in the structure in which it has been set up in SICAM
PAS/PQS Ul — Configuration.

The Status section shows the current status of the connection, which you have selected from the configura-
tion tree.

In the Redundancy state section, you can see which of the redundant components is active.
The Errors section displays information which supports you in determining the cause of the problem.

Starting SICAM PAS/PQS Ul - Operation Client

On a computer with a SICAM PAS/PQS installation start SICAM PAS/PQS Ul — Operation Client by using the
Windows Start menu:

< Click Start and scroll through the app list.
< Select Ul - Operation Client from the SICAM PAS/PQS folder.
SICAM PAS/PQS Ul - Operation Client opens and the current station configuration is displayed.
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SICAM PAS Ul — Operation Client

- & Status
w (B AAEININ230129D(AAEINER 139698D)
(B Automation

View is realtime - The configuration is up to date.

® softPLC The configuration is up to date. Update system [ with database copy
~ ®Digtal 10 The systems are redundant. Isolate system
» ® Interface
~ O IEC 60870-5-103 Master

» @ Interface

w ® IEC 60870-5-104 Master
» ® Interface

¥ (B IEC 60870-5-104 Slave

® Interface Redundancy state
System type Default system Redundant system Switching preferred system
FullServer (@ AAEINBR130698D () AAEININ230129D  [(None)
| @ Frrors (1) || = Report (38)

g s e srvevis e e
J) Started AAEINBR139698D 9/8/2015  3:18:24 PM A
@ AAEININ230129D: SSR couldn't be started 9/8/2015  3:24:09 PM
J) The database backup will be stored in the database installation path of the redundant system. 9/8/2015  3:24:00 PM
\i,'J If you did not change the default SICAM PAS installation directory during setup, the backup database can be found in the 9/8/2015  3:24:09 PM

) following path:
\i,J %pas_appdata%\Database\BackUpDB. 9/8/2015  3:24:09 PM
@  The activation of configuration changes could not be completed successfully. Update the system. 9/8/2015  3:24:00 PM
0 The activation of configuration changes is finished.- 2 fault(s), 0 waming(s) 9/8/2015  3:24:09 PM

#100% -

Figure 3-9 SICAM PAS/PQS Ul — Operation Client

The configuration tree displays the station's configuration in the structure in which it has been set up in SICAM
PAS/PQS Ul — Configuration.

The Status section shows the current status of the connection, which you have selected from the configura-
tion tree.

In the Redundancy state section, you can see which of the redundant components is active.
The Errors tab displays information which supports you in determining the cause of the problem.
The Report tab displays the report logs of procedures in SICAM PAS/PQS runtime

Starting SICAM PAS/PQS Ul — Operation Client on a Remote Desktop

On a computer without a SICAM PAS/PQS installation start SICAM PAS/PQS Ul — Operation Client entering the
required URL in an Internet browser.

< Open a browser.

< Inthe address bar, enter the name of PAS/PQS computer and the name of the application as follows:
https://computername/PASOperateClient/.
The Windows Seurity dialog opens.
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Windows Security x|

Connecting to Windows7-VM,

LIser name

Domain: WINDOWS7-VM
B Remember my credentials

K Cancel

Figure 3-10 Authenticating User

< Enter the SICAM PAS/PQS User Name and Password to access SICAM PAS/PQS Ul — Operation Client.

i 0

NOTE

In Internet Explorer 10, if you are not able to select the components in the configuration tree, proceed with
the following steps:

®  Enter the following URL in the address bar:
http://support.microsoft.com/hotfix/KBHotfix.aspx?kbnum=2600100&kbin

®  C(lick Show hotfixes for all platforms and languages (7).
®  Request for the hotfix according to the operating system and the platform.

® [nstall the hotfix that is sent to your e-mail address.

3.3

3.3.1

Working with SICAM PAS/PQS Ul - Operation and SICAM PAS/PQS
Ul — Operation Client

The following sections explain how to work with SICAM PAS/PQS Ul — Operation and SICAM PAS/PQS Ul —
Operation Client.

Updating the Display

Updating the View

216

Updating view is used to view the newly added devices, interfaces, and applications in the user interface. For
example, inserting a device is indicated by a red icon on the left of the project name. This icon is also shown
for the initial parameterization of the project. The Current state of the project which is displayed in the Status
section changes to The view must be updated.

The Update view function can be executed on the project level.

To update the view:

< Select the project in the configuration tree.

<{  Click Update view in the Status section (in SICAM PAS/PQS Ul — Operation).
- or -

< Press <F5> (in SICAM PAS/PQS Ul — Operation Client).
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The configuration tree is displayed according to the last changes.

Updating the System
In the configuration tree, the icon on the left shows the status of each component. Updating system is used to
transfer the current state of the configuration to the runtime system.

The Update system function must be carried out upon the initial system configuration and to update any
changes in the configuration.

NOTE

i 0

Clicking Update system stops and restarts the whole system.

< Select the project in the configuration tree.
< Click Update system in the Status section.
The system update is logged in the Report. If you update the system for the first time, you are prompted in
the Report to restart the Full Server and all DIPs connected.
Activating the Changes

After changing parameters in the configuration, for example, the baud rate of an interface, click Activate
changes to apply the changes.

Changes to the configuration data can be activated on the following levels:
®  Project

®  Application

® |Interface/Device group

To update the configuration:
<~ Select a level in the configuration tree.

< Click Activate changes in the Status section.

The function is not available in redundant configurations. In this case, changes are activated by using the
Update system function With database copy enabled.

3.3.2 Updating a Device
After an interruption of the communication with a device, you have different options to update the display of
the operating state:
®  Refresh
®  Activate Gl
To update a device:
< Select a device from the configuration tree.
Refreshing the Status
<~ Click Refresh in the Status section.

The device information is updated from the internal image.

Activating a General Interrogation
< Click Activate Gl in the Status section.

This starts a general interrogation. The data of the selected device is updated from the process.
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The update is logged in the Report.

3.3.3 Enabling/Disabling Bay/Telecontrol Blocking

If you have selected a device in the configuration tree, you can set a bay or telecontrol block.

A bay block interrupts the exchange of the device related data with all the slave applications which are
mapped in the Information - Monitoring direction and Information - Command direction sections.

A telecontrol block interrupts the exchange of the device related data with all the control centers which are
mapped in the Information - Monitoring direction and Information - Command direction sections.

To activate or deactivate bay or telecontrol blocking:
< Select a device in the configuration tree.

< In the Status section, click ON.
- Or -

<~ In the Status section, click OFF.

NOTE

i @

Exceptions can be defined in the Mapping view of SICAM PAS/PQS Ul — Configuration. In the Blocking
column, you can influence the effectiveness of the bay/telecontrol block for each individual item of infor-
mation. You can define whether only the bay or telecontrol block is to be checked or whether all blocks
are ignored and the corresponding items of information shall be transmitted despite a block. For more
information, refer to the online help.

NOTE

i 0

With Value Viewer or SICAM SCC, the Bay blocking/Telecontrol blocking can be applied for individual
items of information. The object specific activation/deactivation is available in the Information - Moni-
toring direction section.

3.3.4 Block Test Information

Block Test Information is available at Interface level, this will be available once the system is updated.

Block Test Information interrupts the exchange of the interface-related data with the applications supporting
test-tagged information.

To use Block Test Information, following is the procedure:
< Select an interface in the configuration tree.

< Inthe Status section, under the Block Test Information label, click ON to stop processing/forwarding the
test information.

-or-

<~ In the Status section, under the Block Test Information label, click OFF to process/forward the test
information.

3.3.5 Diagnosis

The diagnostic function supports you in determining the cause of an error occurred.
For communication connections, the function is available for the following applications:

® |EC 61850 Server/Client
® |EC60870-5-101 Slave
® |EC 60870-5-103 Master
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® |EC 60870-5-104 Master/Slave
®  DNP3 Master/Slave

®  Modbus Master/Slave

®  PROFIBUS DP Master

®  SICAM MIC Master

®  SIMEAS R Master

e  SICAM Q80 Master

®  SIPROTEC 4 Service IF Master
®  OPC Server/Client

®  OPC XML DA Server

®  PQS Automatic Notification

The error information always refers to the component selected in the configuration tree, for example, an
interface or a device/control center.

The display type depends on the system configuration. If there are redundant components, information on
potential errors is displayed separately for each individual component.

k7d SICAM | BLRKAPT1365PC | User logon deactivated
8

SIEMENS

R S CAM w Status
* (B BELRKAFTIZ65PC
D Archive Current state
~ @ [EC 50870-5-101 Master
* Q) Interface View is realtime
Q Device
~ (B IEC 61850 Client
> @ Interface
@ STAIED4
® sTT1IEDS
® =T=EED3
® STRIED4
» @ Interfacesg

Update view

The configuration is up to date. Update system

w Redundancy state
System type Defaultsystem Redundantsystem  Switching preferred system
FullServer ® BLRKAPT1365PC Redundancy notenabled  Switching preferred system

w« Errors

DatelTime Name Description

26-02-2014 143549 0 SICAMIBLRKAFT1365PCIEC 61850 ClientinterfacelSTAIED4 Connection not established (Show details__.}
26-02-2014 14:35:48 o SICAMIBLRKAPT1365PCUEC 61850 Clientlinterface5q\7KEBS  CompKey mismatch (Show details...}

s realtime - The configuration is up to date.

Figure 3-11 SICAM PAS/PQS Ul — Operation - Diagnosis
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SICAM PAS Ul — Operation Client

- & Status
w (B AAEININ230129D(AAEINER139698D)
 (® Automation

View is realtime - The configuration is up to date.

® softPLC The configuration is up to date. Update system With database copy
~ ®Digial 10 The systems are redundant. Isolate system
b ® Interface
~ O IEC 60870-5-103 Master

» @ Interface
w ( IEC 60870-5-104 Master
} ® Interface
¥ B IEC 60870-5-104 Slave
® Interface Redundancy state

System type Default system Redundant system Switching preferred system
FullServer (@ AAFINBRI30698D @ AAFININZ30129D  [(None) [~]

| @ Errors (1) || = Report (38)

Date/Time Name Description

-18500: No (valid) reply received in time from
device (time-out)

The device is offline, the line is interrupted, the
device address or the interface parameters are
different, or the device response time is greater
than expected.

9/8/2015 3:19:26 PM O SICAM\ANEINING30129D\IEC 60870-5-103 Master\Interface\Device

®100% -

Figure 3-12 SICAM PAS/PQS Ul — Operation Client - Diagnosis

The diagnostic function provides you with valuable information on potential sources of error which might
have caused the pending fault. The cause can for example, be a communication fault or a missing license. For
the interpretation of the useful notes provided, it is important to consider the current operating state of your
system.

During commissioning, an error such as No connection to the device usually has a different cause than
during operation. If such a message is displayed during the commissioning phase, you must first check

the power supply, the plug connections and the configuration of the communication parameters. During
operation, errors which might occur during the configuration of connection parameters, such as incorrect IP
addresses or port numbers, can almost be excluded. In this state, however, problems with monitoring times
defined too short can occur.

As soon as you have eliminated a potential cause of error, restart the component affected. In this way, you will
find out whether the problem has been successfully eliminated or whether another error is reported, which
was previously hidden by the first error.

If you cannot eliminate the problem, please contact the hotline. The hotline technicians will support you in
determining the cause (for example, initiation of a trace run).

Redundancy

You can operate the SICAM PAS/PQS system components in a redundant configuration. Redundancy can be
configured for:

®  System

® |Interfaces to devices and substations
® Interfaces to control centers

®  Devices/Substations

For more information on redundancy and the different configuration options, refer to /9/ SICAM PAS, Redun-
dancy.
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3.4.1 Deploying a Project Database to a Redundant SICAM PAS/PQS System
In redundant configurations, the database of the partner Full Server is updated by using the Update system
function With database copy enabled. The function is valid for initial configuration and successive configura-
tion changes.
< Start SICAM PAS/PQS Ul — Operation on the Full Server.
< Inthe Status section, select the With database copy option.
< Select Update system.
The database is updated on the redundant Full Server.
The system update is logged in the Report.
If you update the system for the first time, you are prompted in the Report to restart the redundant Full Server
and all DIPs connected. If the system is updated after a change, the redundant Full Server and the DIPs are
restarted.
3.4.2 Redundancy State
Depending on the selection of a system component in the configuration tree, the operation and connection
status of the redundant component is shown in the Redundancy state section.
In this view, you can switch over individual components, for example, an interface.
SICAM. | BLRKAPT2188PC | User logon deactivated
File Tools  Help SIEMENS
> SICAM
R <A w Status
~ (B BLRKAPT21 88PCIBLRKAPTOZ1 1 pe)
® Archive Current state
» @ IEC 60870-5-101 Master -
@ IECE0870-5-101 Slave Wiew is realtime Update wiew
: g ::z Zg::g::: E: ::::: The canfiguration is Up to date Update systam v | With database copy
v @ IECE0870-5-104 Slave
* @ IEC 61850 Client
+ @ Interface
@ 7sL87
@ 751871
@ IED_0001
\LITEES -+ Redundancy state
System type Default system Redundant system Switch active system
Fullserver  (® BLRKAPTZ188PC(*) ([ BLRKAFTO311pc Switch active system
-« Errors
DatelTime Name Description =
FI25/2013 2:08:21 PM ) SICAMIBLRKAPTO91 1pcllEC 60870-5-103 Masteriinterface Opening COM-port failed (Show details. =
FI25I2013 2:06:11 Fhi 0 SICAMIBLRKAFT21&8FCUEC 61850 Clientinterfacel75LE7 Connection not established (Show detai _
‘ I y
realtirne - The configuration is up to date.
Figure 3-13 Redundant Configured Systems and Interfaces in SICAM PAS/PQS Ul — Operation
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SICAM PAS Ul — Operation Client

- & Status
w (B AAEININ230129D(AAEINER139698D)
 (® Automation

View is realtime - The configuration is up to date.

® softPLC The configuration is up to date. Update system With database copy
~ ®Digial 10 The systems are redundant. Isolate system
b ® Interface
~ O IEC 60870-5-103 Master

» @ Interface

w B IEC 60870-5-104 Master
» ® Interface

¥ (B IEC 60870-5-104 Slave

® Interface Redundancy state
System type Default system Redundant system Switching preferred system
FullServer (@ AAFINBRI30698D @ AAFININZ30129D  [(None)

@ Frrors (1) | = Report (38)

N e Ao e
\y Started AAEINBR139698D 9/8/2015
@ AAEININ230129D: SSR couldn't be started 9/8/2015
Q) The database backup will be stored in the database installation path of the redundant system. 9/8/2015
\i"J If you did not change the default SICAM PAS installation directory during setup, the backup database can be found in the 9/8/2015
) following path:
\i'J %pas_appdata®\Database!BackUpDB. 9/8/2015
@  The activation of configuration changes could not be completed successfully. Update the system. 9/8/2015
0 The activation of configuration changes is finished.- 2 fault(s), 0 wamning(s) 9/8/2015

Figure 3-14 Redundant Configured Systems and Interfaces in SICAM PAS/PQS Ul — Operation Client

With isolating systems in SICAM PAS/PQS Ul - Operation Client you cancel the redundancy function. In this
case you can apply changes to the configuration of one computer while the other computer continues to
perform the runtime functionality.

3.5 Controlling Connections

You can activate and deactivate connections and reactivate them later. To do so, click Start or Stop in the
Status section. Respectively only one button is active depending on the current operating status of the
connection.

In a redundant configuration be aware of the following difference:

®  With SICAM PAS/PQS Ul — Operation you cannot start and stop connections of all partner systems
independently.

®  With SICAM PAS/PQS Ul — Operation Client you can start and stop all redundant connections independ-
ently from each other in the Redundancy state section.

For more information on how to update the system, refer to Updating the System, Page 217.

Starting and Stopping Data Links

To activate a data link:
< Select the inactive link in the configuration tree.

<~ Click Start in the Status section.
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SICAM | Full Server | User logon deactivated
File View T Help SIEMENS

> SICAM > Full Server > IEC 61850 Client > Interface > RACK_W_1_7516421_4.8

T |sicam w Status
- B Full Server

® Archive Current state
» @ Automation
» (B DNP 3.0 Master Stop m Start Stop
» (@ DNFP 3.0 Slave
Y ® IEC 60870-5-101 Master RET=he=" pekes
} (m) |EC 0ET0-5-101 Slave General interrogation Activate Gl
v @ IEC 60870-5-103 Master
) @ IEC 60870-5-104 Master w Redundancy state
* @ [EC 61850 Client

> @ Interface

P RACK_ W 1_75)6421_4.8

» @ Interface?

w Errors

View is realtime - The configuration is up to date.

Figure 3-15 Starting a Data Link in SICAM PAS/PQS Ul — Operation

If you have selected a system, an application, or an interface, the communication to all subordinate connec-
tions is started, for example, to all devices of an interface.

To deactivate a data link:
< Select the active link in the configuration tree.

< Click Stop in the Status section.

SICAM PAS UI — Operation Client

~ | SICAM
~ ® Full Server SEE

® Archive - ) o
» © Automation View is realtime - The configuration is up to date.

~ ® DNP 3.0 Master Running ® Start Stop R!
v ® TCP_IP
[0 172.17.100.32 Refresh state Refresh |

» ® DNP 3.0 Slave

» ® IEC 60870-5-101 Master General interrogation Activate GI |
» W TEC 60870-5-101 Slave

» ® IEC 60870-5-103 Master Bay blocking off "‘=

} ‘™ IEC 60870-5-104 Master

o] [or |
» @ IEC 61850 Client Telecontrol blocking off & ON OFF |

Redundancy state

@ Errors (0) £ Report (499)

Figure 3-16  Stopping a Data Link in SICAM PAS/PQS Ul — Operation Client

If you have selected a system, an application or an interface, the communication to all subordinate connec-
tions is interrupted, for example, to all devices of an interface.
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3.5 Controlling Connections

Starting and Stopping Data Links with Redundancy Enabled

Starting and stopping data links at the interface or device level is applicable in SICAM PAS/PQS Ul — Operation

Client for the following protocols:
® |EC 60870-5-101 Master/Slave
® |EC60870-5-103 Master

® |EC 60870-5-104 Master/Slave
® |EC 61850 Server/Client

®  DNP3 Master/Slave

®  Modbus Master/Slave

®  SIMEAS R Master

®  SICAM Q80 Master

®  SNMP Master

®  SICAM MIC Master

To activate a data link:
< Select the inactive link at the application, interface, or device level in the configuration tree.

<~  Click Start for the required link in the Redundancy state section.

~ | SICAM
~ ® Full Server
® Archive

Status

SICAM PAS UI — Operation Client

» @ Automation
« (® DNP 3.0 Master

~i® TCe_IP

i 172.17.100.32 |

» [ DNP 3.0 Slave
» ® IEC 60870-5-101 Master
» ® IEC 60870-5-101 Slave
» ® IEC 60870-5-103 Master
» ® IEC 60870-5-104 Master
» @ IEC 61850 Client

Figure 3-17

View is realtime - The configuration is up to date.
LT Start Stop |
Refresh |
Activate GI |

Running with problems

Refresh state

General interrogation

Bay blocking off n! ON OFF |
= ON OFF |

Telecontrol blocking off

Redundancy state

Full Server
TCPIP 1 TCP_IP 2
® 172.17.100.32 m 172.17.100.32

Start | Stop Start |\l Stop

@ Errors (0) £ Report (492)

Starting a Data Link in SICAM PAS/PQS Ul — Operation Client in Redundant Systems

If you activate a link, all the communications to the level starts.

To stop a data link:

< Select the active link in the configuration tree.
<  Click Stop for the required link in the Redundancy state section.

If you stop a link, all the communications to the level stops.
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3.6

3.6 GOOSE Status Monitoring

GOOSE Status Monitoring

In SICAM PAS/PQS Ul — Operation Client, you can monitor the status of GOOSE data transmission. The
following is displayed for every GOOSE list of a device:

®  The transmission of the GOOSE list is enabled.

®  The GOOSE list is periodically received within a defined time range.

The GOOSE status is shown to the right of the application in the configuration tree and on the lower levels.

SICAM PAS Ul - Operation Client

- |SICAM
w ( Full Server 1(Full Server 2)

bl TEC 61850 Client] ®

» ®I1F1_GOOSE_STATUS_MONITORING (1)
b ®1F2_GOOSE_STATUS MONITORING (2)

Figure 3-18

Status
View is realtime - The configuration is up to date.
St
dundancy state
Full Server 1 Full Server 2

® IEC 61850 Qlient
Stop ‘

® IEC 651850 Client
[ sat | [swp]

[ sat ||

| @ Frrors (0) || = Report (452)

GOOSE Status Monitoring, Error-free Transmission of GOOSE Lists

If you disable the transmission of the GOOSE list in a device, the status (®) is not shown on the higher levels as
long as at least 1 device is transmitting GOOSE lists.
If no GOOSE list has been transmitted within the specified time range (3 x TTL), the error status @ is shown

on all levels.
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3.7 Operating State

Ted
¥ " |SICAM
w (® Full Server 1(Full Server 2)
|- TEC 61850 Client| O]

Figure 3-19

SICAM PAS Ul - Operation Client

Status

View is realtime - The configuration is up to date.

F
dundancy state

e e L SO0

® 1EC 61850 Client ® IEC 61850 Client

[ stat |[=stop] [ stat | [Step—]

| @ Errors (0) || = Report (452)

GOOSE Status Monitoring, Error Shown on the Application Level

< Navigate to the device with the incorrect GOOSE status.

The status of the GOOSE lists is shown in the GOOSE status tab.

Ted
w [ |SICAM
w» ® Full Server 1(Full Server 2)
w () IEC 61850 Client m
w (B IF1_GOOSE_STATUS_MONITORING (1)
Prsism
® 75L87_65
® 75187_70 ®
®75L87_75 ®

» ® 1F2_GOOSE_STATUS_MONITORING (¥

Figure 3-20

3.7  Operating State

SICAM PAS Ul — Operation Client
Status

View is realtime - The configuration is up to date.

Running ® Start

Refesh s

General interrogation

Bay blocking off nI

Telecontrol blocking off B OFF

IF1_GOOSE_STATUS_MONITORING  IF1_GOOSE_STATUS_MONITORING
® 75L87_60
[ start ]|

© 75.87_60
stop | |

start | |

Stop

| O Errors (0) ||
I N S e iSiniuy

18.10.2016 13:39:16 PAS_75L87_60Application/LLN0$GO$Control_DataSet O]
18.10.2016 13:34:48 PAS_75L87_60CB1/LLN0$GO$Control_DataSet ®

2 Report (452) || (D GOOSE status |

GOOSE Status Monitoring, GOOSE Status of a Device

The icons to the left of the entries in the configuration tree show the current status of the individual data links.
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3.7 Operating State

® (lick the arrow next to the project, a system, an application, or an interface in order to view subordinate
data links.

®  C(lick the icon or the name of an entry in the tree structure in order to view details on the system status in
the Status section (that is, the right-hand window section).

Table 3-1 Status Displays
Icon  Status display Color Explanation
| Project folder Red The project configuration was changed while SICAM
= PASIPQS Ul — Operation was displayed.
Incorrect compatibility key Yellow/ |The parameterization of the application (for example,
-fn_u black SoftPLC, exchanged IP address) does not match the
current SICAM PAS/PQS project.
N Values invalid Yellow  |The connection currently does not provide valid
== values.
Starting Violet System start-up: The connection was activated by
SICAM PAS/PQS, but the device or system does not
yet respond.
Possible causes:
o Temporary status: The component responds shortly
afterwards, and the connection is then active
(running).
The component has failed.
The component has been disabled on the hardware
side.
Stopping Violet The connection is being shut down.
The connection is deactivated, but the component
(1] has not yet responded.
Temporary status, the connection is interrupted
shortly afterwards (stopped).
Starting Violet System start-up
& (blocked) The connection is blocked by a bay/telecontrol block.
Stopping Violet The connection is being shut down.
Q (blocked) The connection is blocked by a bay/telecontrol block.
> Running Green The connection is active.
] Stopped Blue The connection has stopped.
Running Green The connection is active.
a (blocked) The connection is blocked by a bay/telecontrol block.
™ Stopped Blue The connection is stopped.
(blocked) The connection is blocked by a bay/telecontrol block.
n Bay/telecontrol block Blue The bay block or telecontrol block is enabled.
= lon
n. Bay/telecontrol block Blue The bay block or telecontrol block is disabled.

(OFF)
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3.8 Archive Activity Monitor
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Table 3-2 Status Displays — Redundancy
Icon  Status display Color Explanation
® Active Green One redundgnt comppnent is active, the other
component is not active.
Active Green One redundant component is active and blocked by
ﬁ (blocked) a bay or telecontrol block. The other component is
inactive.
s Inactive Blue The connection of the redundant component is inac-
tive.
l& Inactive Blue The connection of the redundant component is inac-
(blocked) tive and blocked by a bay or telecontrol block.
o Standby mode Violet The redundant component runs in standby mode.
o Invalid state Red Both redundant components are turned to master or
run in standby mode concurrently.

The following GOOSE status indications are available in SICAM PAS/PQS Ul — Operation Client only.

The icons to the right of the entries in the configuration tree show the current GOOSE status of the individual
data links.

® |norder to view subordinate data links, click the arrow next to the application or an interface.
® |n order to view details on the GOOSE list status, select the GOOSE status tab for the corresponding

device.

Table 3-3 Status Displays — GOOSE Status Monitoring

Icon  Status display Color Explanation

GOOSE list working fine Green The GOOSE lists are periodically received from the
device within the defined time range (3x TTL).

') Values of the system indications:

®  SysGooseEna_[ListName] = 2
®  SysGooseStat_[ListName] =2

® Starting Violet The connection was activated by SICAM PAS/PQS, but
the device or system does not yet respond.

GOOSE list disabled Blue The GOOSE list has been stopped by the user.
Values of the system indications:

®  SysGooseEna_[ListName] =1
®  SysGooseStat [ListName] =1

GOOSE list not received Red The GOOSE lists are enabled, but at least 1 GOOSE list
has not been received.

@ Values of the system indications:

®  SysGooseEna_[ListName] = 2
®  SysGooseStat [ListName] =1

Values invalid Yellow |The connection currently does not provide valid
— values.

Archive Activity Monitor

The Archive Activity Monitor shows the current activities of an archive, that is, all the information sent to the
archive from a Power Quality or a Fault Recording device. All the devices are listed in the Device column.
The data stored by the archive is displayed in the Activity column. The date and time of the corresponding

SICAM, SICAM PAS/PQS, Configuration and Operation
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3.8 Archive Activity Monitor

activity is displayed in the Date/Time column. The elapsed activity information along with the date and time
is displayed in gray. The elapsed activity information is available as long as the Archive Activity Monitor is
running. The grayed out information is replaced if the next activity is started for that device.

Figure 3-21 Archive Activity Monitor

To start the Archive Activity Monitor:

®  From the SICAM PAS/PQS Ul - Operation menu, select View > Archive Activity Monitor....
-or-

®  From the Windows Start menu:
—  Click Start and scroll through the app list.

—  Select SICAM PAS/PQS > Tools.
The Tools folder opens.

—  Double-click Archive Activity Monitor.

The Archive Activity Monitor dialog opens which displays the current activities of the archive.
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Value Viewer

The Value Viewer provides a well-structured overview of all the information from your station.

Using the options available in the Value Viewer, you can test data links and modify information for test
purposes, for example, within the framework of commissioning.

4.1

Starting the Value Viewer 231
4.2 Showing Information 231
4.3 Editing Information 232
4.4 Columns of the Value Viewer 234
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4.1

4.2

4.1 Starting the Value Viewer

Starting the Value Viewer

Start the Value Viewer from the Windows Start menu:
< Click Start and scroll through the app list.

<~ Select Value Viewer from the SICAM PAS/PQS folder.

The Value Viewer opens and displays your current station configuration as defined in SICAM PAS/PQS Ul —
Configuration.

For more information on the individual columns, refer to 4.4 Columns of the Value Viewer.
The program is only available in the English user interface language.

E# SICAM| User logon deactivated
File Edit Help SIEMENS

Time5ta... TimeSta... TimeSta... ValueFath WalueMa... Value  Initiator... CauseOf... TestBit Validity Addition... TypeOfv... Typeld =]

o T SIcAM (none} = |(none) = (none} = (none) = (none) = |(n.. = |(none} = (nene) w |inone) = (nene} w incne) = (none} = | (nocne) -
@ » DIF1 04042 Vvalid SICAMIF... CB1Trip... 1 Irrelevan... Generall... DsiTestB... Valid AddCPos... SinglePo... Scadalr _g
E w Full Server 1 04.04.2... Valid SICAMIF... CB1/Trip... 1 Irrelevan... Generall... DsiTestB... Valid AddCPos... SinglePo... Scadalr g
s 04042 . Valid SICAMIF__. CB1iTrip.. 1 Irrelevan_. Genersll_. DsiTestB.. Valid AddCPos_. SinglePo . Scadalr | @
» Automation 04042 Vvalid SICAMIF... CB1Trip... 1 Irrelevan... Generall... DsiTestB... Valid AddCPos... SinglePo... Scadalr ©
» Diamond 04.04.2... Valid SICAMIF... CB1/Trip... 1 Irrelevan... Generall... DsiTestB... Valid AddCPos... SinglePo... Scadalr
» DHF 3.0 Master 04042 valid SICAMIF_.. CB1ITrip. 1 Irrelevan... Generall. DsiTestB . WValid AddCPos_. SinglePo_. Scadalr
» DNP 3.0 Slave 06042 Valid, Pr_. Medium  SICAMIF.. CB1_Fd.. 266,6_ Irrelevan... Spontan_. DsiTestB .. WValid AddCPos.. Measure . ScadaFl
¥ |EC 60870-5-103 Master 06.04.2... Valid, Pr.. Medium  SICAMIF.. CB1 Fd.. 0,061.. Irrelevan... Spontan... DsiTestB... Valid AddCPos... Measure... ScadaFl=
} IEC 60870-5-104 Master 06.042... Valid, Pr.. Medium  SICAMF... €B1_Fd.. 275.9.. Irrelevan... Spontan... DsiTestB... Valid AddCPos... Measure... ScadaFl
¥ IEC 60870-5-104 Slave 06042 Valid, Pr_. Medium  SICAMIF_. CB1_Fd_. -120, Irrelevan. . Spontan.. DsiTest® . valid AddCPos_. Measure . ScadaFl_|
T IEC 61850 Client 06.042.. Valid, Pr.. Medium  SICAMIF.. CB1_Fd.. 2753.. Irrelevan.. Spontan.. DsiTestB.. Valid AddCPos... Measure... ScadaFl
D [ LR ezt 06.042... Valid, Pr. Medium  SICAMF... CB1_Fd.. 120,0.. Irrelevan... Spontan... DsiTestB... Valid AddCPos... Measure... ScadaFl
T Rack_y_Port_F 04042 Valid SICAMIF CB1_Fd. 0 Irrelevan. Genersll . DsiTest . Valid AddCPos. Measure . ScadaFl
:ztz?lzi’g 04.04.2... Valid SICAMIF... CB1_Fd... O Irrelevan... Generall... DsiTestB... Walid AddCPos... Measure... ScadaFl
7SLB77192772 06.04.2... Valid, Pr... High SICAMIF... CB1_Fd.. 9,890.. Irrelevan... Spontan... DsiTestB... Valid AddCPos... Measure... ScadaFl
7SLBT_192_77 06.04.2... Valid, Pr... High SICAMIF... CB1_Fd.. -4,33.. Irrelevan... Spontan... DsiTestB... Valid AddCPos... Measure... ScadaFl
» Rack ¥ Port J FR 04042 . Valid SICAMIF... CB1_Fd. NaN Irrelevan... Generall. DsiTestB... MNotValid AddCPos... Measure... ScadaFl
) SIP4 Ed1 04.04.2... Valid SICAMIF... CB1_Fd... O Irrelevan... Generall... DsiTestB... MotValid  AddCPos... Measure... ScadaFl
» SIP-1_Ed2 04.04.2... Valid SICAM\F... CB1_Fd... NaN Irrelevan... Generall... DsiTestB... MNotfValid AddCPos.. Measure... ScadaFl
¥ S|p5:pﬂn5_pQD 04042 Valid SICAMIF_.. CB1_Fd. 0 Irrelevan... Generall.. DsiTestB.. Notvalid AddCPos.. Measure... ScadaFl
» IEC 61850 Server 04.04.2... Valid SICAMIF... CB1_Fd... MaM Irrelevan... Generall... DsiTestB... MotValid AddCPos... Measure... ScadaFl
» PQS Automatic Fault Locatio |04.04.2_.. Valid SICAMIF... CB1_Fd... 0 Irrelevan... Generall... DsiTestB... MotValid  AddCPos... Measure... ScadaFl
PQS Automatic Motification 04.042_. Valid SICAMIF... CB1_Fd. NaN Irrelevan... Generall.. DsiTestB... NotValid AddCPos... Measure... ScadaFl
» 5CC 04042 . Valid SICAMIF... CB1_Fd. 0 Irrelevan... Generall. DsiTestB_. NotValid AddCPos.. Measure... ScadaFl
b SICAMMIC Master 04042 Vvalid SICAMIF... CB1_Fd... MaN Irrelevan... Generall... DsiTestB... Motvalid  AddCPos... Measure... ScadaFl
b SINAUTLSAILSA Master 04.042... Valid SICAMIF... CB1_Fd... 0 Irrelevan... Generall... DsiTestB... NotValid AddCPos.. Measure... ScadaFl
b SNMP 04042 valid SICAMIF_.. CB1_Fd. NaN Irrelevan... Generall.. DsiTestB_.. NotValid AddCPos... Measure_. ScadaFl
04.04.2... Valid SICAMIF... CB1_Fd... 0 Irrelevan... Generall... DsiTestB... MotValid  AddCPos... Measure... ScadaFl
04042 Valid SICAMF... CB1_Fd... MaM Irrelevan... Generall... DsiTestB... MotValid AddCPos... Measure... ScadaFl
04042 . Valid SICAMIF... CB1_Fd. 0 Irrelevan... Generall.. DsiTestB... NotValid AddCPos... Measure... ScadaFl
04.04.2... Vvalid SICAMIF... Ln1/Gro.. 1 Irrelevan... Generall... DsiTestB... Valid AddCPos... SinglePo... Scadalr
:4 Ao alid clrli'.‘!\.ur Lnticen 9 drralevan Ganarall  MciTactR Ualid 4dAFPAc  SinnlaPn cnaa’url

Figure 4-1 Value Viewer

Showing Information

Selecting a Data Link

To show the information transmitted by a device or an interface:
< Inthe Project section, click the data link which you want to view.

The table on the right of the project section shows specifically the information related to this data link.
The display is refreshed automatically.

Filtering Information

To restrict the display of information, specify filter criteria for one or several columns. In addition to column-
specific filter criteria, you can also define and apply user filters.

To filter information:
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4.3 Editing Information

< To view information relevant at a certain time, click the drop-down list of the column including the filter
criterion (for example, TimeStamp).

<{  Select a filter criterion, for example, date.

The table now shows only the information which has arrived at the specified time.

< Select the filter criterion in another column. For example, select the Valid criterion in the TimeStamp-
Status column.

The table shows only the information which has arrived at the specified time with the valid time stamp.

Resetting a Filter

< Select the (None) filter criterion in order to show all information in this column again.

Showing Details of an Item of Information

4.3

232

To show details of an item of information:
< Click Properties on the right-hand window margin.

<~ Select a table row.

The properties of this item of information are now displayed in the Properties window.

BB SICAM | User logon deactivated
File Edit Help SIEMENS

TimeStamp  TimeSta... TimeSta.. ValuePath ValueNa.. Value  Initistor.. CauseOf... Tes4|
5 v sicam (none) ¥ [(none) w [(none) ¥ (none) » (none) w [(n.. ¥ [(none) ¥ (none) > (| < properties =
2 o 04.04.2017 1... Valid SICAMF... Ln1_SO_. 1 Irrelevan... Generall... Ds o | El
alue
E ~ Full Server 1 04.04.2017 1... Valid SICAMIF__. Ln1_50_. 2 Irrelevan_.. Genersll... Ds o]
Archive 04.04.2017 1... Valid SICAMIF... Ln1_50_. 1 Irrelevan... Generall... Ds Value (Hex) 0x1 5
&
» Automation 04.04.2017 1... Valid SICAMIF... Ln1_SO_. 1 Irrelevan... Generall... Ds Velidity valid -
» Diamond 04.042017 1 valid SICAMIF_.. Ln1_50_. 1 Irrelevan... Generall... Ds TimeStamp 04.04.2017 10:48:14.423
b DNF 3.0 Master 04.04.2017 1... Valid SICAMF... Ln1_SO_. 2 Irrelevan... Generall... Ds =
Source Telemetered -
¥ DNF 3.0 Slave 04.042017 1._. Valid Lanu,,,, 1 Irrelevan_. Generall_. Ds ||
¥ IEC 60870-5-103 Master 04.042017 1... Valid SICAMF_ " Ln1_50__ 1 Irrelevan_. Generall . Ds NormalSource Telemetered hdl
b [EeErmhsl: My 06.04.2017 1... Valid, Pr.. Medium  SICAMWF... Ln1_FdS... 267.1... Irrelevan... Spontan... Ds NormalRange Hormal -
» IEC 60870-5-104 Slav A -
e LE 06.042017 1... Valid, Pr_. Medium  SICAMIF_. Ln1_FdS.. 0,071.. Irrelevan... Spontan... Ds fEdEms Unblacked -
en 06.04.2017 1... Valid, Pr.. Medium  SICAMIF_. Ln1_FdS_. 276,5.. Irrelevan_. Spomtan... Ds et . . —
» ValueFl S -
'ETBSU*F“”R“ 06.042017 1... Valid, Pr. Medium  SICAMW... Ln1_FdS.. -120,... Irrelevan... Spontan... Ds sluerlags <i3ignel =
R“y;:ﬂ-:”:‘g—: 52 06.04.2017 1. Valid, Pr_. Medium  SICAMF_. Ln1_FdS.. 276,0.. Irrelevan_. Spontan_. Ds TimeStampsStatus Valid ||
== 06.042017 1. Valid, Pr.. Medium  SICAMF.. Lni_FdS.. 119.9. Irrelevan.. Spontan... Ds 7 - -
75187_192_67 = " = = ‘ ® | TimeStampQuality Unknown -
LR 04.04.2017 1... Vali SICAMF... Ln1_Fds.. 0 Irrelevan... Generall... Ds valueld 08
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06.04.2017 1... Valid, Pr.. Medium  SICAMF... Ln1_FdS... 444.5.. Irrelevan... Spontan... Ds Supplementaryinfo... 0
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4« i}

Figure 4-2 Window Showing the Properties of an Item of Information

For more information on the individual columns, refer to 4.4 Columns of the Value Viewer.

Editing Information

For test purposes, you can modify information in the Value Viewer and transmit it to the device.
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4.3 Editing Information

Select the item of information which you want to edit.
Open the Properties window.
In the Properties window, select the field which you want to modify.

Select an entry from the drop-down list of this field or overwrite the entry in the input box.

B SICAM| User logon deactivated
Edit  Help SIEMENS

File

o
2
2
o
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» Diamond 04.04.2017 1.. Valid SICAMIF_.. Ln1_50_. 1 Irrelevan... Generall. Ds = ]
» DNP 3.0 Master 04.042017 1... Valid SICAMIF... Ln1_50_.. 2 Irrelevan... Generall... Ds =
Source Telemetered -
» DNF30Slave 04.04.2017 1... Valid SICAMIF_.. Ln1_50_... 1 Irrelevan... Generall.. Ds tislied L_J
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06.04.2017 1... Valid, Pr... Medium Ln1_FdS.. -0,08.. Irrelevan... Spentan_.. Ds v Substitute
06.042017 1... Valid, Pr_. High Ln1_Fds_ 0 Irrelevan... Generall. Ds e
06.04.2017 1... Valid, Pr... High Ln1_Fds. 0 Irrelevan... Generall... Ds
04.042017 1 Valid SICAMIF_.. Ln1_FdS._. 0 Irrelevan Generall.. Ds Break
04.04.2017 1.. Valid SICAMIF_.. Ln1_Fds. 0 Irrelevan... Generall_. Ds Canirol
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<

Figure 4-3 Modifying Items of Information

Testing Data Links

You can perform specific operator actions in order to test whether an interface or a device transmits correct
values.

<%

<>

<>
<%

Activate Substitute in order to manually update an information state, for example, the switch position of
an equipment component.

Activate Control in order to send a command.
Deactivate Control in order to send a command message.

Activate Select in order to define “Select before operate” for the command.
This option is not available for all protocols.

To transmit information, click Transmit.

Activate Break in order to cancel the selection command.

Commands are sent to the connected devices and substations. Messages are forwarded to the mapped
destinations by using the DSI server.
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4.4 Columns of the Value Viewer

i

NOTE

The commands and messages which the Value Viewer sends to the process cannot be distinguished from
actual process changes in the control center.

The command output is secured by a password.

To use the Windows access rights for user administration, you must use the default password 000000 for
the Value Viewer.

4.4

234

Columns of the Value Viewer

The Value Viewer is only available in English user interface language. The following list describes the mean-
ings of the individual columns.

Table 4-1 Columns of the Value Viewer

Column Designation Explanation

TimeStamp Time stamp of the last update of an item of information

TimeStampStatus Validity of the time stamp

® Valid: Time stamp valid

®  Process: Time stamp received from the process
® Replaced: Time stamp replaced

®  ClockSync: Clock synchronized

®  ClockValid: Time stamp provided by the clock

TimeStampQuality Classification of the quality of the time stamp

®  High: Deviation from the reference time < 10 ms
®  Low: Deviation from the reference time > 2 s
®  Medium: Deviation between High and Low

The field remains empty if this classification is not possible.

The quality of the time stamp depends on the synchronization type and the
transmission protocol.

ValuePath Address of the item of information

ValueName Name of the item of information

Value Value of the item of information

InitiatorCategory Command origin (source)

CauseOfTransmission Cause of transmission

TestBit To identify whether the item of information sent/received is marked as test
information.

®  DsiTestBitOFF: Iltem of information is an operational information

®  DsiTestBitON: Item of information is a test information

AdditionalCause Additional transmission cause

Validity Status of the item of information

TypeOfValue Type of the item of information

Typeld Value type (Scadalnteger or ScadaFloat)

Valueld Internal ID

Source Origin of the item of information, for example, transmitted or calculated
NormalSource Expected origin of the item of information, for example, transmitted,

substituted, and calculated
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4.4 Columns of the Value Viewer

Column Designation Explanation

NormalRange

®  Notlnitialized: Value not initialized
®  Normal: Value in normal range

®  Abnormal: Value outside the normal range (measured-value over-
flow)

ValueFlags

® dsiSigned: A signed value is sent/received

® dsiUnsigned: An unsigned value is sent/received

DsiCovSequence

Counter for the number of transmissions of the value since the start of the
DSl server

0 = server overflow, 80000000 = invalid

IdentificationNumber

®  Fault number or
®  Finterrogation cycle number or

® Feedback identification

TypeOfidentificationNumber

Identification type

Supplementarylinformation

® |rrelevant

® [mplicit, additional information depending on the type of information,
for example, relative time

TypeOfSupplementaryinforma-
tion

Type of the item of information
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Archives

This chapter provides general notes on archives and illustrates how you can monitor an archive using the

SNMP Server Windows feature and the SNMP application.

You can perform a back-up of the runtime archive at regular intervals in order to prevent the loss of historical
data due to restricted storage capacity.

5.1 General Notes on Archives 237
5.2 Monitoring the Archive 237
53 Accessing the Monitoring Functions 238
5.4 Backup Archive 245
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5.1 General Notes on Archives

5.1 General Notes on Archives

The drives required for operation the of SICAM PAS/PQS system (Windows, Export service, SICAM PAS/PQS
temp files, and Recpro archive) are monitored for the available space. After update system, a minimum
storage capacity of 500 MB has to be available on all the required drives. When the available storage capacity
of one of the drives used is less than this threshold value, the archive remains stopped and a warning message
is displayed in the Report.

When the archive is stopped, data is no longer stored in the archive and it is not exported from the archive. To
restart the archive, a minimum storage capacity of 1 GB should be available for each of the drives.

To monitor the storage capacity of the drives, an alarm in the form of an e-mail and/or the SMS can be

configured, refer to 2.6.16 PQS Automatic Notification. Additionally, this alarm can be routed to SICAM SCC or
any control center.

° NOTE

l The network drives are not monitored for the available space.

Archive Maintenance

The storage capacity of the archive is displayed in the status bar of the SICAM PQ Analyzer. Once the archive
is 100 % full, archiving of the data is stopped and 10 % of the oldest archived data is deleted. The data

from the archive is deleted until sufficient storage space has been created to store the incoming data. Once
sufficient storage capacity is available, the archiving of the data is resumed. The deletion of the archive is a
time-consuming activity and can take a few hours depending on the data uniformity (linear to time range),
fragments in the archive, size of the fragment files, and so on.

In rare cases, earlier versions of SICAM PAS/PQS allow the archive size to be larger than the configured limit. If
the archive size is larger than the configured archive size, after upgrading from the earlier versions of SICAM
PAS/PQS to V8.03, the oldest data from the archive is deleted until the archive size becomes less than the
configured limit. The process of deletion can take a long time depending on the amount of data. If the archive
is more than 150 % full (as displayed in the status bar of the SICAM PQ Analyzer), you can prevent the long
running deletion of the archive by increasing the value of Archive size for the Archive application in SICAM
PAS/PQS Ul — Configuration before updating the system in SICAM PAS/PQS Ul — Operation.

< Save the data before its deletion with the SICAM Archive Backup tool.

For more information, refer to 5.4 Backup Archive.
For more information on the handling of the archives, refer to /13/ SICAM PQ Analyzer.

Read-/Write Speed of the Archive

The read-/write speed of the archive might be degraded if the advanced attribute Compress contents to save
disk space is selected for the archive folder.
To verify the folder setting:
<{  Select the archive folder and select Properties from the context menu.
The Properties dialog opens.

<~ Select the General tab and click Advanced....
The Advanced Attributes dialog opens.

< Deselect Compress contents to save disk space.

5.2  Monitoring the Archive

When monitoring an archive, you must be aware whether the archive is installed on the SICAM PAS/PQS
computer or on an archive computer.
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Archive and SICAM PAS/PQS on the Same Computer

If you have configured an archive within a SICAM PAS/PQS system in order to store fault records or PQ data,
this archive data is published by an archive server for the SICAM PQ Collector or SICAM PQ Analyzer.

This archive server is automatically started by the Archive Server monitoring service.
You use the SNMP Server Windows feature and the SNMP application in order to detect an unexpected failure

of the archive server.
Archive Computer with SICAM PQ Collector and Archive Server

The SICAM PQ Collector allows you to combine the archives of several SICAM PAS/PQS systems into a shared
Collector archive on an archive computer. This ensures that the SICAM PQ Analyzer can directly access the data
from all the SICAM PAS/PQS systems.

The SICAM PQ Collector provides the Collector runtime and Archive server functions.
You use the Windows SNMP server feature and the SNMP application in order to transfer status information

from the Collector runtime and archive server to the SICAM PAS/PQS system:
How to Proceed

The following steps are required in order to access the monitoring functions:

® 5.3.1Installing the SNMP Server Windows Feature

® 5.3.2Installing SNMP Feature for Windows 10 and Above

® 5.3.3 Configuring SICAM PAS/PQS
The configuration consists of the following steps:

— Importing the device description
— Inserting the SNMP application, an interface and a device for each Collector

—  Mapping the information to a control center or an operator station.

5.3  Accessing the Monitoring Functions

5.3.1 Installing the SNMP Server Windows Feature

Depending on the monitoring functions required in the individual case, the SNMP Server Windows Feature
must be installed:

®  on the computer on which SICAM PAS/PQS is installed

® on the computer on which the Collector archive is installed

NOTE

i 0

The Windows Feature only supports SNMP V1 and V2.

You require administrator rights in order to be able to install the SNMP server Windows feature.
<~ Click Start, type Turn Windows features on or off, and confirm by pressing <Enter>.

The Windows Features dialog opens.
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B Windows Features - a X

Turn Windows features on or off o

To turn a feature on, select its check box. To tum a feature off, clear its
check box. A filled box means that only part of the feature is tumed on.

Remote Differential Compression API Support A
RIP Listener
Services for NFS
Simple Network Management Protocol (SNMP)
E NN AP Provader
Simple TCPIP services (i.e. echo, daytime etc)
SME 1.0/CIFS File Shanng Support
SME Direct
Telnet Client
TFTP Client

Windows Defender Application Guard

Windows Hunenasor Platform
] i

L)

NO0ORED ROOQ

Figure 5-1 Activating SNMP

< Activate the Simple Network Management Protocol (SNMP). The WMI SNMP Provider feature is
optional and not required.

< Click OK to exit the dialog.

Changing the Windows feature can take a few minutes.
< Click Start, type Services, and confirm by pressing <Enter>.

The Services dialog opens.

S.s) Services = O X
File Action View Help
e @ E G HE > 8 nwp

O sevicesttocal) |[T Semdees@ocad
SNMP Service MName Description Status Startup Type Log On As &
. @:},SICAM Fault Event Manager  This service ... Running  Automatic MPASRunti...
;t—:sfat: :hs:;::veice -@, SICAM PAS POS Watchdog  Manages m...  Running  Automatic Local Syste...
'-:‘,}}, SICAM PQ Collector Archiv... Traffic light ... Running  Automatic Local Syste...
'-@,Smart Card Manages ac.. Running  Automatic (T... Local Service
Eesa'pt's‘?”: e . '-@,Smart Card Device Enumera... Creates soft.. Manual (Trig.. Local Syste...
J:na;ser::nﬂ :ro:z)b:;lr (SNMP) .:(:}3 Smart Card Removal Policy  Allowsthes.. Running  Automatic Local Syste...
requests to be processed by this -@‘, 5MS Agent Host Provides ch... Running  Automatic (D... Local Syste...
computer. If this service is stopped, MNMP Service Enable grmati gral 5
the comg;tMeLwlll bestunah?:;'to _ GLSNMP Trap Receives tra... Start Service
process requests, is service o .
is disabled, any services that explicitly ":p’ Softwa re. ?rotedlon Ena.b.les the ... Stop ork S...
depend on it will fail to start. i€}, Spot Verifier Verifies pote... Pause Syste...
'b _ - - -
T:&SQLAnywhereW Pas This service ..  Runnir Resume Syste..
'-S}:J, SSDP Discovery Discovers n... Service
- ) Restart .
-@,SSR Runnir Runti...
'-:‘,}}, State Repository Service Providesre..  Runnir All Tasks > |Syste..
'-@,Still Image Acquisition Events Launches a... Syste...
# - - Refresh
-@, Storage Service Provides en... Syste..
@:},Storage Tiers Management ~ Optimizes t... Properties I} Syste... v
Extended )(Standard/ -
elp
Opens the properties dialog box for the current selection.
Figure 5-2 SNMP Service
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< Select the SNMP Service and select Properties from the context menu.
< Select the Security tab.
SMMP Service Properties (Local Computer) >
General logOn Recovery MAgent Traps Securty  Dependencies
Send authentication trap
Accepted community names
Community Rights
Edit... Remove
() Accept SNMP packets from any host
(®) Accept SNMP packets from these hosts
localhost
Add... Edit... Remaove
QK Cancel Apphy
Figure 5-3 SNMP Service
< Inthe Accepted community names section, click Add....
SMMP Service Configuration >
Community rights: m
READ ONLY v L
Community Mame: Eae
public |
Figure 5-4 SNMP Community Name
< Retain the READ ONLY default setting and enter the public community name.
The community name is also the default setting for inserting a device into the interface of the SNMP
application.
< Click Add to confirm.
< Inthe Accept SNMP packets from these hosts section, click Add....
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J
=]
(=]

ocal Computer bt

m
m
m
m

General LogOn Recovery Agent Traps Securty  Dependencies

Send authentication trap
Accepted community names
Community Rights
public READ OMLY

Add... Edit. .. Remaove

() Accept SNMP pachkets from any host
(®) Accept SNMP packets from these hosts

SMMP Service Configuration %
Add... [
Host name, IP or IPX address: Cancel
192.168.140.137 |
[
OK Cancel Bpply

Figure 5-5 SNMP Community Name

< Enter the host depending on the archive storage location:

®  Archive and SICAM PAS/PQS on the same computer

For a redundant configuration enter the host name, the IP, or the IPX address of the redundant
SICAM PAS/PQS system.

®  Archive computer with SICAM PQ Collector and archive server

Enter the host name and the IP or IPX address of the SICAM PAS/PQS system which monitors
the runtime of this Collector and this archive server. For a redundant configuration add the host
names, the IP, or the IPX addresses of both systems.

< Click Add... to confirm your entries.
< Click Apply to save your changes.

In order to make the changes effective, restart the SNMP service.
< Select the General tab.
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5.3.2

242

SMMP Service Properties (Local Computer) >

General logOn Recovery Agent Traps  Securty Dependencies

Service name: SHMP
Dizplay name: SHMP Service

Descrintian: Ernables Simple Metwork Management Protocol ~
escription {SMMP) requests to be processed by this computer. w

Path to executable:

CHWINDOWS  System 32 enmp .exe

Startup type: Automatic w

Service status:  Running

Start Pause Resume

You can specify the start parameters that apply when you start the service
from here.

Cancel Aoy

Figure 5-6 Restarting the SNMP Service

< Click Stop and then Start.
< Next, click OK to exit the dialog.

The SNMP Server Windows feature is installed.

Installing SNMP Feature for Windows 10 and Above

In Windows 10 and above, the SNMP service is available as a separate Windows feature and it is not installed
by default.

To install the SNMP service for Windows 10 and above, perform the following steps:

< Select Settings > Apps > Apps & Features > Optional features > Add a feature. The Add a feature
dialog opens.

< Select the following features from the list:
- Simple Network Management Protocol (SNMP)
- WMI SNMP Provider (to get all SNMP service configuration tabs).

< Click Install.

The SNMP service appears in the services.msc console.

Refer to section 5.3.7 Installing the SNMP Server Windows Feature for further steps on installing SNMP Server
Windows Feature.
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Configuring SICAM PAS/PQS

Perform the following steps in SICAM PAS/PQS Ul — Configuration:
® |mporting the Device Description
® [nserting an Application, Interface, and Device

®  Mapping Information

Importing the Device Description

To import the device template for monitoring the archive:
< Open the Templates view.

< Select SNMP and then select Import... from the context menu.

<~ Select the device description depending on the archive storage path in the %publicdocu-
ments%Siemens\SICAM PAS PQS\DeviceDescriptions\snmp directory:

®  Archive and SICAM PAS/PQS on the same computer
SICAM_PQS_Archive_Status.txt device description

®  Archive computer with SICAM PQ Collector and archive server
SICAM_Collector_Status.txt device description.

JEd SICAM | User logon deactivated | Configuration - Large

File

B

Figure 5-7

Configuration

Edit ¢
BB

b = SICAMMIC Master
= SICAM QB0 Master
¥ = SIMEAS R Master
|B| Gerat
b = SINAUTLSA ILSA Master

» = SIPROTEC4 ServicelF Master

Toals

Help

SIEMENS

Mapping Topology Templates Grid Codes

> Device templates > SNMP > SICAM PQ Collector Status

§ B Information points ]
% } = DNF 3.0 Master = | w Information - Monitoring direction ,‘3
E } = |[EC 60870-5-101 Master Process Status %
= } = |[EC60870-5-103 Master wn

} = IEC 60870-5-104 Master Name Protocol information type Inform Telegr . Fo =~

= |EC 61850 Client = =

} = Modbus Master 1 SICAM_PQ_Collector_Archive_Status_IsRunning Integer value as SPS = 5P 1.361....

» = OFC Client 2  SICAM_PQ_Collector_Archive_Count_RemoteClientsConnected Integer value as MeasuredValue = MEI 1.361....

» _‘; PQS Automatic Import 3 SICAM_PQ_Collector_Archive_Count_LocalClientConnected Integer value as MeasuredValue = MEI 1.361....

b = PROFIBUS DF Master 4 SICAM_PQ_Collector_Status_lsStarting Integer value as SPS = SP 1361

» = PROFIBUS FMS Master 5 SICAM_PQ_Collector_Status_|sRunning Integer value as SPS = SP 1361

- = SNMP -
@] 9 i, Emor(s):0 << Previous Next>> 1] o
E] - Information - Command direction
B| snmp System Device
- - Process Status

_& Normalizations

_ @il Certificate Stores | | Marne Protoc...  Inform .. =

> | ©® /. Emoris): 0 << Previous Next=> 4 »

Importing the Device Template (Archive Computer)

Inserting an Application, Interface, and Device

< Open the Configuration view.

< Insert the SNMP application, an interface, and a device for the archive on the same computer and the
Collector archive on separate computers.

<~ Enter a name.

< Next, select the SICAM PQ Collector Status device template or SICAM PQS Archive Status.

< Enter the IP address of the respective computer in the IP address field.
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5.3 Accessing the Monitoring Functions

< Check the Community field. The entry must match the community name which you have defined for
the Windows SNMP service.

Mame SICAM PQ Collector
Description
Device template SICAM PQ Collector Status -

IF address 192168.14013

Fart 161

Caommunity public

Evaluating traps Yes -
Interrogation cycle [s] 60

Response timeout [ms] 500

SMMP versian V1 -

USM user name

Context name

Privacy activated No -
Privacy algorithm DES -
Privacy password

Confirm privacy password

Authentication activated Nao

|4 |4

Authentication algorithm MD5
Authentication password

Confirm authentication password

Assigned to: SICAM

-

4
o« I

@ @ Eror(sk 0 <<Previous Next>> 4

Figure 5-8 Inserting a PQ Collector System

Mapping Information

244

< Open the Mapping view and select the desired status information.
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E SICAM | User logon deactivated | Configuration - Large
File  Edit ,  Tools Help SIEMENS

a =N -

A .

> SICAM > Full Server > SNMP > Interface > SICAM PQ Collector

o ¥ |SICAM w Inf ion - A
'é ~ S Full server Process  Status
g = :’RQCIGOEFO—&T CNDstes Use Name Informatio...  Telegram address  Position Elocking Normaliza... =
nterface
Device = . L ] L | | |
» = IEC 61850 Client 1 v SICAM_PQ_Collector_Archive_Status_IsRunning SP 1.3.61.141.226... 4 Checkall = -
» R_K |EC 61850 Server 2 SICAM_PQ_Collector_Archive_Count_RemoteCl... ME_| 1.3.61.1.4.1.226... 2 Checkall - ~
» = SICAMQSO Master 3 SICAM_PQ_Collector_Archive_Count_LocalClie... ME_| 1361141226 1 Check all - -
¥ = SIMEAS R Master 4 SICAM_PQ_Collector_Status_|sStarting SP 1361141226 1 Checkall - -
~ = SNMP 5 SICAM_PQ_Collector_Status_IsRunning SP 1361141226 3 Checkall - -~
* % Interface
SICAM PQ Collector
-
@ Erroris):0  <<Previous Next>> « 111 .

-+ Information - Command direction
Process Status

Use Name Inform...  Telegr..  Position  Blocking Morma...

[»

- - - - - - -

@ Erroris):0  <<Previous Next>> ¢ y

Figure 5-9 Inserting a PQ Collector System

<~ This status information can now be mapped to a control center, substation, or an HMI system (SCC),
processed in the SoftPLC, or sent by e-mail/SMS using the PQS Automatic Notification function.

5.4  Backup Archive

To avoid the loss of historical data due to restricted storage capacity, Siemens recommends you create
backups of the runtime archive at regular intervals. The backup can be used to view historical data via SICAM
PQ Analyzer and restore the archive in situations where hardware faults or software errors lead to a corruption
of the runtime system.

NOTE

i 0

Instead of creating a backup of the runtime archive (backup archive) you can use the SICAM PQ Collector
which continuously synchronizes the (Collector) archive with the runtime archive. In this way you create a
copy of the archive data. The advantage of this approach is that there is only one archive and that you do
not need to care about deleting obsolete backup copies due to restricted storage capacity.

For more information on the SICAM PQ Collector, refer to /14/ SICAM PQ Analyzer, Incident Explorer.

5.4.1 Creating a Backup Archive

The SICAM Archive Backup tool serves to back up the SICAM PAS/PQS archive in a selected target folder.
Start the SICAM Archive Backup tool from the Windows Start menu:
< Click Start and scroll through the app list.

<~ Select SICAM PAS/PQS > Tools.
The Tools folder opens.

<> Double-click Archive Backup.
The SICAM Archive Backup tool opens.
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P B’
B SICAM Archive Backup ESREER

Target folder: ¥ \BackupArchive E]
Fast backup (SICAM Archive component must be stopped before!)

Progress: | |

Figure 5-10  SICAM Archive Backup

< Click ... to select the Target folder.

NOTE

i 0

The selected Target folder can be located on a SICAM PAS/PQS system, a backup server, or a SICAM PQ
Analyzer system. Make sure you have sufficient storage capacity available to create a backup archive. If the
backup archive is on a backup server or a SICAM PQ Analyzer system, make sure that the path is assigned to
adrive.

< Select Fast backup if you want to speed up the backup process.

NOTE

i 0

If you select fast backup, all the applications must be stopped in SICAM PAS/PQS Ul — Operation before
starting the backup process.

< Once the backup process is completed, click OK to exit the dialog.

NOTE

i @

If you click Cancel, the data already copied to the target folder is not deleted.

NOTE

i @

You can schedule a backup process at regular intervals, by using %pas_bin%\SICAMArchiveBackup.exe
<target folder path>.

5.4.2 Restoring a Backup Archive

To restore a backup archive, execute the batch file to restore the content of the archive and the session
management and EAArch files.

To restore a backup archive, perform the following steps:
®  Executing the Restore_Backup.bat batch file
®  Further Steps

Executing the Batch File

Steps to be performed on the SICAM PAS/PQS system:
< Stop the SICAM PAS/PQS system in SICAM PAS/PQS Ul — Operation / SICAM PAS/PQS Ul — Operation Client.
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< Close SICAM PAS/PQS Ul — Configuration and SICAM PAS/PQS Ul — Operation / SICAM PAS/PQS Ul —
Operation Client.

<~ Stop the Archive Server monitoring service, the SSR, and the Defragmentation Agent services.
For more information on these services, refer to /3/ SICAM PAS/PQS, Installation.

< Execute the batch file, Restore_Backup.bat located at the <SICAM Archive Backup target folder path>
with administrator rights.

The batch file restores the content of the archive and the required session management, user, and
EAArch files.

NOTE

i 0

If the location of the archive in the runtime system has changed compared to the backup archive, the
EAArch file must be modified in order to be suitable for the archive.

Therefore the following steps must be performed:

®  Open the EAARch file at %COMMONAPPDATA%Siemens\SICAM PQ Analyzer\Runti-
meArchive\Siemens.Energy.Archives.EAArch with a text editor.

® Change the path variables to the new location.

Further Steps

Proceed with the following steps on the SICAM PAS/PQS system

< Verify that the SICAM PAS PQS Users group has the required access rights for the runtime archive
directory in the Security tab of Internet Properties dialog and the EAArch file at %COMMONAPP-
DATA%Siemens\SICAM PQ Analyzer\RuntimeArchive\Siemens.Energy.Archives.EAArch.

< Start the Archive Server monitoring service, the SSR, and Defragmentation Agent services.
For more information on these services, refer to /3/ SICAM PAS/PQS, Installation.

<~ Start SICAM PAS/PQS Ul — Configuration and SICAM PAS/PQS Ul — Operation / SICAM PAS/PQS Ul —
Operation Client.

Any PQ data created between the backup date and the restore date are not included in the archive. To retrieve
this data, configure a Start date 1 day before the backup date on the interface of all the PQ devices in SICAM
PAS/PQS Ul — Configuration.

< Update/Start the SICAM PAS/PQS system in SICAM PAS/PQS Ul — Operation / SICAM PAS/PQS Ul — Opera-
tion Client.

<~ Start the archive and all the devices.
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This chapter explains you how to work with the SICAM PAS/PQS User Administration.

You can use this system component to assign user rights for your employees. These rights are classified
according to user roles which provide access to various fields of application.

i 0

NOTE
The User Administration is not applicable for SICAM PAS/PQS Ul — Operation Client.

248
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6.1 Starting User Administration

6.1 Starting User Administration

To start the SICAM PAS/PQS User Administration from the Windows start menu:
< Click Start and scroll through the app list.

<~ Select User Administration from the SICAM PAS/PQS folder.

Setting up the User Administration

The User Administration opens in a dialog for the initial login as an administrator.
An administrator is set up in the default setting.

< For the initial login after the new installation of SICAM PAS/PQS, enter the Administrator user name and
the default Admin password.

< To use the Windows access rights, select Use Windows users.
- Or -

< To define individual access rights, select Use internal SICAM PAS/PQS users.

Log on user

lIser name |}-'-.dminist|atn:|r |

| |

Password

Change the password after the login

* |Jze \Windows users
lUse internal SICAM PAS users

QK Cancel

Figure 6-1 Logging on as an Administrator

NOTE

i @

The Use Windows users and Use internal SICAM PAS/PQS users options are visible only when the user
logs on for the first time. For all following logins, the action defined in this dialog can be modified

in the User Administration by clicking Tools > Type of User Administration > .... The Type of User
Administration menu is enabled only for domain users.

< Inthe dialog which opens, enter and confirm your new password.

NOTE

i @

The default password must be changed, because it is public.
Your new password will be maintained even if you have secured all other user rights by using the Windows
access rights.

The User Administration dialog opens.
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6.2 User Roles and User Groups

User Administration
A user can log on with one of the following user roles:
®  Administrator with full rights
® System engineer with full rights, no access to the User Administration

e  Data engineer with full rights for SICAM PAS/PQS Ul — Configuration and Feature Enabler, read-only
rights for SICAM PAS/PQS Ul — Operation and Value Viewer

®  Switch operator with full rights for SICAM PAS/PQS Ul — Operation and Value Viewer, read-only rights for
SICAM PAS/PQS Ul — Configuration and Feature Enabler

®  Guest with read-only rights for all SICAM PAS/PQS system components with exception of the User
Administration

®  Security administrator with full rights for the User Administration, read-only rights for all SICAM
PAS/PQS system components

® RBAC manager creates users and assigns roles in the User Administration, with read-only rights for all
SICAM PAS/PQS system components

®  Security auditor audits the security logs, with read-only rights for all SICAM PAS/PQS system components

[l SICAMPAS - User Administration - User logon deactivated

SIEMENS

File Edit Tools Security Help

Group or User name Domain Role Pre-shared key DMP3 user ID

] Administrator Administrator

[ 2 RG IN 5T5 CTDC EA SICAM... in002siemens.net System engineer Edit Delete
3 RG IN STS CTDC EA SICAM_.  inDD2.siemenc. net Administrator Edit Delete
4 RG IN STS CTDC EA SICAM_.  in002.siemens.net Guest Edit Delete
5 RG IN STS CTDC EA SICAM_..  inDD2.siemens.net Security suditar Edit Delete
6 RG IN 5TS CTDC EA SICAM... in002siemens.net Switch operator Edit Delete
7RG IN STS CTDC EM SG SO inDD2.siemenc net Data engineer Edit Delete
8 RGINSTSCIDCEMEAD in002.siemens.net Security administrator Edit Delete
9 RG IN 5TS BLR EMP in002.siernens net RBAC manager Edit Delete

Figure 6-2 User Administration, Example

Nesting User Groups within the Same Domain

When SICAM PAS PQ is installed in a domain, the following groups corresponding to the same domain can
access SICAM PAS PQ applications.

Also, the users nested under these subgroups can access SICAM PAS PQ applications.
®  Domain Local group
®  Global group

®  Universal group

° NOTE

l As a prerequisite, Main group must be added to SICAM PAS PQS user group to support nesting.

Nesting User Groups in 2 Different Domains

Users from another domain are allowed to access SICAM PAS PQ applications only when the Active Directory
domain declares the other domain as a trusted domain.
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° NOTE

l Only the users of Global group and Universal group from the other domain are allowed to access SICAM
PAS PQ applications.

6.3  Administrating Users

Setting up New Users

To set up a new user:
<~ Click Edit > Create user from the User Administration menu bar.

< Enter the different users with their corresponding user roles.

Selecting Windows Users
Consider the following prerequisites:
®  The system must be connected to a domain.
®  The user must log on with a domain-user account and not with a Windows local-user account.
®  The user which is used for login must be part of the SICAM PAS PQS Users user group.

To select a Windows user:
< Inthe Create user dialog in the Common settings section, click ... next to the Group or user name field.

< Inthe Select a group or a user dialog, click Domains... in order to select the network domain.

< Enter the group or the user name to be used and click Check name to check it.

File Edit Tools Security Help SIEMENS
Group or User name Domain Role Pre-shared key DNP3 user ID
Mmiusira‘lnr Administrator

~ Common settings -
GI’DUP or user name

Role

« Authentication

User authentication Mo -

. Y
Fredim=lis; (=3 Select a group or a user X

Fre-shared key (hex)
Diomai
DNP3 user ID "
|ad331.swemens.net | Domains...
Enter the group or the user name
[nb240560 | checkname
0K Cancel
@ @ Errorss2 << Previous Next>> ¢
oK Cancel

Figure 6-3 Creating a Windows User

< In the Common settings section, select a Role from the list box.
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6.3 Administrating Users

Creating SICAM PAS/PQS Users

To create a SICAM PAS/PQS user:
<  Enter the User name in the Common settings section.

<~ Select a Role from the list box.

File Edit Tools Security Help SIEMENS
Group or User name Domain Role Pre-shared key DNF3 user ID
| Administrator Administrator
~ Common settings -
User name Max
Role switch operator -

********

New password
Confirm password =~ FEEEEEEs
~ Authentication
User authentication Mo -
Pre-shared key (text)
Pre-shared key (hex)

DMFZ user D

@ @ Erors:0 <<Previous Next>> 4 3

oK Cancel

Figure 6-4 Creating a SICAM PAS/PQS User

< Enter a password and confirm it.

Authenticating a User

252

If you communicate with a control center through the DNP3i Slave protocol, you can authenticate the user for
individual commands.

<~ In the Authentication input area in the User authentication box, selectYes from the list box.

< Enter your Pre-shared key.
The Pre-shared key (text) must consist of 16 characters.
The Pre-shared key (hex) must consist of 32 characters.

< Enter the DNP3 user ID.
The DNP default user is assigned user ID 1.
To all other users a user ID >1 is assigned.

< Click OK to confirm your entries.

The authentication function is only effective if it has been activated during the parameterization of the
DNP3i Slave in SICAM PAS/PQS Ul — Configuration. To do this, open the Configuration view, Security -
Authentication input area. In this area, you also assign the default user.

This ensures that all users with a DNP3 user ID have the switching authority for all commands.

To restrict the switching authorization of a user to individual commands, you can assign these commands in
the Mapping view.

Proceed as follows:

< Select the DNP3i control center from the configuration tree in the Mapping view.
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[ SICAM| User logon deactivated | Configuration - Large
File  Edit View Tools  Help SIEMENS

=] BE

. A I .

> SICAM > Full Server = DNP3 Slave > Interface > Control center

o T |sicAM p Information - Monitoring direction
£~ Rl sener w Information - Command direction
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Automation
~ = DNP3 Master Use Topology MNarme Protocol inf..  Telegram a... Comm... DNP User =
> . Interface = = = = = = =
[ pevice 19 SICAMIFull ServerlDNF3 Ma . c_DBL_LOFF DO DC Ea 0 60000 [ ]
w "= DNP3 Slave 20 SICAMIFull ServerlDNF3 Ma... c_DBL_MOMNE_DO DC il 0 60000 =
> . Interfsce 21 SICAMIFull ServerlDMP3 Ma... c_DBL_PLON_DOWA DC - 0 60000 =
EE Contrel center 22 SICAMIFull ServerlDNF3 Ma... c_DBL_PLOFF_DOWA DC Rl 0 60000 =
» = |EC 60870-5-104 Master 23 SICAMIFull ServeriDNP3 Ma... c_DBL_LON_DOWA DC -~ o 60000 | |
» = IEC 50870-5-104 Slave 24 ' SICAMIFull ServerlDNP3 Ma... c_DBL LOFF_DOWA DC - 1022 60000 Max; Peter =
» EscC 25 v SICAMIFull ServerlDNP3 Ma... c_DBL_NONE DOWA  DC ~ 1024 50000 Max; Peter | |
i SICAMIFull ServerlDNP3 Ma... c_DBL_PLON_SBO DC = ] 60000 | |
27 SICAMIFull ServerlDNP3 Ma... c_DBL_PLOFF_SBO DC = ] 60000 |
28 SICAMIFull ServerlDNP3 Ma_.. c_DBL_LON_SBO DC - 0 60000
29 SICAMIFull ServerlDNP3 Ma_.. c_DBL_LOFF_SBO DC - 0 60000
30 SICAMIFull ServerlDNF3 Ma_.. c_DBL_MNONE SBO oC - 0 60000 =
31 ./ SICAMIFull ServerlDNP3 Ma_. c_AnalogOutBlock_DO_. SE_Al il 1220 60000 Max; Peter =
32 v SICAMIFull ServerlDMP3 Ma... c_AnalogQutBlock_DO... SE_AI - 1222 60000 Max; Peter =
33 SICAMIFull ServerlDMP3 Ma... c_AnalogQutBlock_DO... SE_AFL il 0 60000 |
34 SICAMIFull ServerlDNP3 Ma... c_AnalogQutBlock DO... SE_AFL - (1] 60000 =
35 SICAMIFull Server'DNP3 Ma... c_AnalogQutBlock DO... SE_Al - (1] 60000 =
- 0 60000

36 SICAMIFull ServerlDNP3 Ma... c_AnalogOutBlock DO... SE_Al

e

Figure 6-5 DNP3i Slave Protocol — Assigning Users

< Select an item of information in the DNP user column. In the dialog which opens next, select one or
several users, which are authenticated for this command.

n user to command

Selected User name DMP3 user ID
DMP_Default_user 1
v hax 3
W Peter 2

Rezet selection oK Cancel

Figure 6-6 DNP3i Slave Protocol — Selecting Users
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For more information on authentication and secure data transmission, refer to /8/ SICAM PAS/PQS, Security.

Activating the DNP Authentication Subsequently

Proceed as follows if you are logged on as a Windows user and want to subsequently activate your DNP
authentication:

Switch the User Administration to Internal SICAM PAS/PQS users.
Close the User Administration.
Log on as an internal SICAM PAS/PQS administrator.

Switch the User Administration to Windows users.

R

Change the Windows user.

For more information on authentication and secure communication, refer to /8/ SICAM PAS/PQS, Security.

Changing the Type of User Administration

To change the type of User Administration:

< Inthe menu bar, select Tools > Type of User Administration > Use Windows users in order to use the
Windows access rights for User Administration.

-0r -

< Inthe menu bar, select Tools > Type of User Administration > Use internal SICAM PAS/PQS users in
order to use individual SICAM PAS/PQS access rights for User Administration.

Any users of the other type of User Administration will be invalid if there is a change.
To ensure that existing users become valid again:
< Select the invalid user and select Edit user from the context menu.

< Inthe dialog which opens, enter the new access rights.
If there is a change of the type of User Administration, the parameters defined for authentication will be
maintained and applied to the changed user account.

Editing a User

Use one of the following options in order to assign a user to another user group or to change the password of
a user.

To edit a user:
< Click Edit in the corresponding row.

- Or -
< Right-click the row of the user and select Edit user from the context menu.
- Or -
<{  Select the row of the user and select Edit > Edit user from the User Administration menu bar.

The Edit user dialog opens.
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6.4 Logging on/off a User

File Edit Tools Security Help SIEMENS
Group or User name Domain Role Fre-shared key DNF3 user ID
1 Administrator Administrator
DMP_Default_user Switch operator EEREERE AR S G LI LA 1 Edit Delete

T switch operator FEEER——— 3 Edit Delete
— - Edit Delete
Edit user X -
~ Common settings -
User name Iax
Role Switch operator T
Mew password Guest |-
REAC manager
Confirm password Security administrator

— Security auditor
= Authentication

Switch operator |
- - -
User authentication 2 —

Pre-shared key (text) EREAERREEERE TR E

Fre-shared key (hex)
DMNFPZ user ID 3

@ @ Errorss0 << Previous Next>> ¢ »

oK Cancel

I

Figure 6-7 Editing a User

The parameters displayed depend on the selected type of User Administration and are entered analog to the
procedure for creating a user.

< Edit the parameters.

Deleting a User

All users, apart from an administrator, can be deleted.
To delete a user:
< Click Delete in the corresponding row.

- or -
< Right-click the row of the user and select Delete user from the context menu.
- Or -
<~ Select the row of the user and select Edit > Delete user from the User Administration menu bar.

The user is removed from the list.

6.4 Logging on/off a User

First, the individual SICAM PAS/PQS system components are started without the User Administration. The
header of the system components shows that the User Administration has been deactivated.

When opening the User Administration for the first time, the existing administrator is shown as the user by
default.

The User Administration is effective for the following system components:
®  SICAM PAS/PQS Ul — Configuration
®  SICAM PAS/PQS Ul — Operation
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®  SICAM PAS/PQS Ul — Operation Client
®  Feature Enabler
®  Value Viewer

The User Administration itself can only be opened by users with administrator rights.

Activating the User Administration

Proceed as follows to activate the User Administration:
< Select Tools > Activate user login from the User Administration menu bar.

The checkmark on this menu item indicates the selection.

Logging on a User
The login of a user depends on the selected type of User Administration.

® |f Windows access rights are used, your user name and the user role assigned are automatically used for
accessing the applications.

e [finternal SICAM PAS/PQS access rights are used, the Log on user dialog opens as soon as the first
system component is started.

<~ Enter the User name and the Password.

Log on user

lJser name |M-3?': |

Password | ,,,,,,,, | |

[ ] Change the password after the login

0] 4 Cancel

Figure 6-8 Logging on a User to a SICAM PAS/PQS System Component

The system component opens and your user name is displayed in the header of the system component. As
long as this system component is open, you are automatically logged on for the other system components.

Logging off a User

If you close all system components, you automatically log off as a user.

To leave one or several system components open, you can log off by using a menu command.

To log off as a user:

< Inthe menu bar of a system component for which you are logged on, click File > Log off user.

The Log on user dialog opens. The header of all open system components indicates that no user is
logged on. The applications are blocked until a new user has logged on. This ensures that one user is
always logged on while the User Administration is active.

6.5 Modifying the Basic Settings of the User Administration

Selecting a Language

To change the user interface language of the User Administration:
< Select Tools > Language selection and select the desired language in the dialog which opens.
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6.6 Showing the History of the User Administration

The new language setting is activated upon a restart of the User Administration.

Setting a Timer

6.6

To set the time for the automatic logout from the User Administration:
< Select Tools > Set timer and set a time between 0 and 60 minutes in the dialog which opens.
The 0 minutes setting deactivates the automatic logout.

Automatic logout
Enter a value between 0 and 60 minutes for the time span between the last

user action and the automatic logout.
The value 0 deactivates the automatic logout.

Automatic logout after [minutes] b

oK Cancel

Figure 6-9 Setting the Logout Time for the User Administration

Showing the History of the User Administration

Showing the Security Log File

All activities of the User Administration are logged in chronological order in a log file.

1

NOTE

The security log file can only be displayed if the logged on Windows user belongs to the administrator
group.

To show the progress of User Administration activities:

< Select File > Show security log file....

Windows user SICAM PAS user User role Executed action
1 SICAMTESTINGladministratar SICAM PAS U - C ': The user ! * has logged in 0 'SICAM FAS Ul - C " with role(s) ! ® =
2 SICAMTESTINGladministrator 'SICAM PAS Ul - Configuration': The configuration tool was started.
3 SICAMTESTINGladministrator 'SICAM PAS - User Administration”: User account 'SecAdm” created with role(s) 'Security administrator’ has been deleted (SICAM PAS - User Administration'managed account)
4 SICAMTESTINGladministrator SICAM PAS - User Administration’: User account ‘Operator’ created with role(s) ‘Switch operator has been deleted (SICAM PAS - User Administration-managed account).
5 SICAMTESTINGladministrator 'SICAM PAS - User Administration”: User account ‘Engineer’ created with role(s) 'Data engineer' has been deleted (SICAM PAS - User Administration-managed account).
6  SICAMTESTINGladministratar SICAM PAS - User Administration’: User ‘Administrator’ changed settings related to user management: Type of user administration’ [set to value Use Windows users].
7 SICAMTESTINGladministrator *SICAM PAS Ul - Operation” The user Administrator has logged out.
8  SICAMTESTINGladministrator 'SICAM PAS Ul - Operation® The configuration tool was closed.
9 SICAMTESTINGladministrator 'SICAM PAS Ul - Canfiguration’: The user ‘Administrator’ has logged out
10 SICAMTESTINGladministrator 'SICAM FAS UI - Configuration™: The configuration tool was closed
11 SICAMTESTINGladministrator The user 'Administrator’ has performed 'Update system' in SICAM PAS Ul - Operation’.
12 SICAMTESTINGladministrator 'SICAM PAS Ul - Operation”: The user ‘Administrator’ has logged in successfully to 'SICAM PAS Ul - Operation' with role(s) ‘Administrator’
13 SICAMTESTINGladministrator 'SICAM PAS Ul - Operation” The configuration tool was started
14 SICAMTESTINGladministrator 'SICAM PAS UI - Confi " The user " has logged in 0 'SICAM PAS Ul - C " with role(s) ' i o
15 SICAMTESTINGladministrator SICAM PAS Ul - Configuration”: The user ‘Engineer has logged out.
16 SICAMTESTINGledministrator SICAM PAS - User ': The user ! ’ has logged in 10 'SICAM PAS - User Administration’ with role(s) ‘Administrator’.
17 SICAMTESTINGladministrator 'SICAM PAS Ul - Configuration”: The user Engineer’ has logged in successfully to 'SICAM PAS Ul - Configuration’ with role(s) Data engineer’
18 SICAMTESTINGladministrator 'SICAM PAS Ul - Configuration’: The user ‘Administrator’ has logged out
19 SICAMTESTINGladministrator 'SICAM PAS - User Administration™ The user ‘Administrator’ has logged out.
20 SICAMTESTINGladministrator 'SICAM PAS UI - Confi ": The user ' " has logged in 0 'SICAM PAS Ul - C " with role(s) ' i g
21 SICAMTESTINGledministrator 'SICAM PAS Ul - Configuration': The configuration tool was started.
22 SICAMTESTINGladministrator 'SICAM PAS - User Administration': User account ‘SecAdm! created with role(s) "' (SICAM PAS - User Administrationmanaged account).
23 SICAMTESTINGladministrator SICAM PAS - User Administration’: Password of user account ‘Secadm’ with role(s) ‘7 has been modified (SICAM PAS - User Administration*-managed account).
24 SICAMTESTINGladministrator 'SICAM PAS - User Administration': Reles of user account ‘Secadm’ have been modified to ‘Security ini: ' (SICAM PAS - User ged account).
25 SICAMTESTINGladministrator 'SICAM PAS - User Administration': Roles of user account 'Operator’ have been medified to ‘Switch operator’ (SICAM PAS - User Administration-managed account).
26 SICAMTESTINGledministrator SICAM PAS - User Administration”: Fessword of user account ‘Operator’ with roleis) '*' has been mdified (SICAM PAS - User Administration*maneged account).
27 SICAMTESTINGladministrator 'SICAM PAS - User Administration": User account ‘O perator’ created with role(s) " (SICAM PAS - User Administration~managed account).
28 SICAMTFSTINGladministratar SICAM PAS - lizer Administration” Rales af Lser accaunt Fraineer’ have heen modified 1 Nata ennineer’ FSICAM PAS - Liser Administratian'mananed arcaint)

Figure 6-10 User Administration Log File
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6.7 Configuring syslog

6.7  Configuring syslog

o NOTE

l The Security menu is available only for the Administrator and Security administrator.

Security related logs, for example, user login/logout, start/stop of system components, modifications in the
archive (import records, import PQDIF, delete records, delete reports, add or edit traffic lights), are displayed
in the Windows Event Viewer in the PASSecurity and PQ Analyzer Security folders. Use syslog to collect
these security-related logs of the applications within a system on a dedicated syslog server.

To configure the syslog server:
< Select Configure syslog... from the Security menu.
The Configure syslog dialog which opens provides the parameters:

®  Activate syslog
By default, this parameter is set to No. Select Yes to activate syslog.
® Server IP address

By default, the IP address of the network card of your computer is used. Enter the syslog server IP
address.

e  UDP port

This parameter is used to establish the connection to the syslog server. By default, 514 is used as
UDP port number.

< Click OK to configure syslog or click Cancel to discard the changes.

NOTE

i 0

After syslog has been configured, update the system in SICAM PAS/PQS Ul - Operation.

6.8 Enabling Asset Monitoring (SNMP Agent)

NOTE

i @

The Security menu is available only for the Administrator and Security administrator.

SICAM PAS/PQS provides an SNMP Agent which makes available asset information, for example, product
name, installed software and database versions, date of last configuration changes, and enabled features, to
an SNMP Manager.

SNMP Agent also stores security related logs, for example, user login/logout, start/stop of system components,
modifications in the archive (import records, import PQDIF, delete records, delete reports, add or edit traffic
lights), available as information for the SNMP Manager.

To enableldisable asset monitoring:
< Select Enabling Asset Monitoring (SNMP Agent) from the Security menu.

The checkmark on this menu item indicates the selection.
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6.9 Enabling Security Notifications (SNMP Agent)

NOTE

i 0

In order to be able to communicate information about the SICAM PAS/PQS station between with the SNMP
Agent and the SNMP manager, the following credentials are required:

® SNMP User Name: Admin

®  SNMP V3 Authentication Protocol: SHA512

®  SNMP V3 Authentication Password: 12345678
®  SNMP V3 Privacy Protocol: AES128

®  SNMP V3 Privacy Password: 12345678

For safety reasons, Siemens recommends you remove this initial standard user, create your own user, and
assign a new password. The corresponding SNMP tree structures and tables for user management are
readable and writable (USMMIB).For more information refer to RFC documentation: USM-MIB (RFC 3414,
2574) and VACM-MIB (RFC 3415, 2575).

User credentials for SNMP Agent can be:
®  Adapted to established connection of SNMP Manager

®  Configured in advance using MIB browser

For example, https://www.ireasoning.com/downloadmibbrowserpro.shtml, go to Tools > Manage
SNMPv3 USM Users.

NOTE

i 0

When SICAM PAS/PQS is configured with SNMP client, the port number 161 is used. In such a case, the
SNMP Agent and the SNMP client both tend to use the same port number 161, causing one of them to
fail. To solve this, you can assign the SNMP Agent to another port by adding an environment variable,
RC_SSA_SNMP_PORT with the value of the port number as a decimal number.

NOTE

i 0

For the display of MIB information (MIB — Management Information Base), a MIB browser and the descrip-
tion files are required.

You can find the MIB file in the DeviceDescriptions/MIB folder on the SICAM PAS/PQS DVD.

6.9 Enabling Security Notifications (SNMP Agent)

NOTE

i 0

The Security menu is available only for the Administrator and Security administrator.

Security related logs, for example, user login/logout, start/stop of system components, modifications in the
archive (import records, import PQDIF, delete records, delete reports, add or edit traffic lights), are displayed
in the Windows Event Viewer in the PASSecurity and PQ Analyzer Security folders. Use Enabling security
notifications (SNMP Agent), to publish the security-related logs of the applications within a system as traps
to SNMP Manager.

To enable/disable the security events as traps:

< Select Enable security notifications (SNMP Agent) from the Security menu

The checkmark on this menu item indicates the selection.
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User Administration
6.9 Enabling Security Notifications (SNMP Agent)

NOTE

°®

l The parameters used by the SNMP Agent for the generation of notifications or messages can be remotely
configured. The corresponding SNMP tree structures and tables for Security Notification are readable and
writable. For more information refer to RFC documentation: SNMP-NOTIFICATION-MIB (RFC 3413) and
SNMP-TARGET-MIB (RFC 3413).

NOTE

i 0

When SICAM PAS/PQS is configured with SNMP client, the port number 162 is used. In such a case, the
secure SNMP Agent and the SNMP client both tend to use the same port number 162, causing one of them
to fail. To solve this, you can assign the secure SNMP Agent to another port by adding an environment
variable, RC_SSA_SNMP_PORT with the value of the port number as a decimal number.
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7 Human-Machine Interface (HMI)

Use SICAM SCC to monitor and control your system.

SICAM SCC provides access to the SICAM PAS/PQS station with a local network, by using the Intranet or by
using the Internet.

7.1 Overview 262
7.2 Setting up a Connection 262
7.3 Mapping Information 263
7.4 Exporting Configuration Data 265
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Human-Machine Interface (HMI)

7.1 Overview

7.1

7.2

Overview

The SICAM SCC Human-Machine Interface (HMI) serves for system monitoring and control.

Functional and spatial interactions of your station components are represented in the SICAM SCC overview
and station diagrams.

State changes of process information and control actions are logged chronologically in message lists such as
alarm and event lists.

You can intervene in the process and control it from the station diagrams.
Messages and measured values can be logged and saved in the archive.

The assignment of specific user authorizations and the consideration of the switching authority on different
levels protect your system against unauthorized access.

Various switching modes, update functions, and options for the setting of bay and telecontrol blocks comple-
ment the power-management functions of SICAM SCC.

The communication with the SICAM PAS is performed by using Ethernet (TCP/IP).
To connect SICAM SCC to SICAM PAS:

®  Using SICAM PAS Ul - Configuration, add the SCC application, the corresponding interface, and a
control center object to your project and configure them accordingly.

®  Export the project data for SICAM SCC using SICAM PAS/PQS Ul — Configuration.
®  Map the information to SICAM SCC.

®  Export the project data for SICAM SCC using SICAM PAS/PQS Ul — Configuration.
®  |mport the project data into SICAM SCC.

Setting up a Connection

Inserting an Application

To insert an application for SICAM SCC in SICAM PAS/PQS Ul - Configuration:
< Right-click Full Server in the configuration tree and select Application > SCC from the context menu.

Inserting an Interface

262

< Insert an interface for the SCC application.

< Select the interface of the SCC application and under General parameters, enter the name of the
interface.
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Human-Machine Interface (HMI)
7.3 Mapping Information

E SICAM | User logon deactivated | Configuration - Large
) SIEMENS

B JMBEm; K
% Contpuraton | opping | Topoiony

> SICAM > Full Server > SCC > Interface

= = mE ~ General parameters -
5 = AT BE S
'.E - |SicAM Mame Interface
=) - 0 Full Server Description
:E sﬁ brditee Interface address 101
=] b =2 DMF3 Master
= } " ONPS Slave Text format Long text -
» = |EC 60870-5-103 Master Switching authority group assignment

} = |[EC 60870-5-104 Master

b " IEC 60870-5-104 Slave 5
» = IEC 51850 Client Message buffer size 2000

- General functions

» m IEC 61850 Server ~ Transmission parameters
» "= PDRRecorder

j PQS Autornatic Export

ﬁf FQS Automatic Fault Location
v *5 PQS Automatic Import
» 5 PQs Automatic Notification

S PQS Scheduled Reports
~"Escc

» L HM

R e |

¥ = SICAM Q80 Master
b = SIMEAS R Master

IP address 127.00.1

Port 53

@ @ Eror(s:0  <<Previous Next=> o L4

Figure 7-1 Inserting an Application

< Select the Text format used for the mapping of information for SICAM SCC:

® Long text, 255 characters for message group and message text, can be exported as a TEA-X file
only

®  Short text, can be exported as a TEA-X file or as a SCC file in PXD format

NOTE

i 0

If Unicode characters (except Central European character sets) are used, they are replaced with # in the
exported PXD file.

< Define the Switching authority group assignment, for example, Local 1.

For more information on the switching authority, refer to A. 14 Information — Switching Authority.

Inserting a Control Center

< Insert a control center for the SCC application. Enter a name, for example, Control_center_local.

7.3 Mapping Information

Monitoring Direction
< Select the Mapping view.

< Select the control_center_local. In the monitoring direction, select the information which you want to
display on your operator terminal.

Select how you want to use each individual item of information in SICAM SCC:
< Select the Alarm logging column to enter the information into an alarm list.

< Select the Tag logging column to show the information in a diagram.
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7.3 Mapping Information

< Select the Archive system column to archive a message or a measured value. This selection automati-
cally initiates the selection in the Tag logging column.
NOTE

i 0

The following Message list, Message type, and Value text group columns are enabled only if the Alarm

logging is enabled.

<>

In the Message list column, select the message list in which the information is displayed. Indications can
be assigned to Event and alarm list, Event and protection message list, Event list, and SCC default.

In the Message type column, define the message type for each indication. For example, the color in
which the message is displayed in the message list.

Indications can be classified as Alarm type, Error type, SCC default type, and Warning type.
In the Value text group column, select the value text group in which the information is displayed.

Indications can be assigned to different type of value text groups: 0...16, SCC default, Show process
value.

Command Direction

264

< Switch to the command direction and select the information which can be controlled by using your
operator terminal.
< Select the Alarm logging column to enter the information into the event list.
< Select the Tag management column to show the information in a diagram.
° NOTE
l The following Message list, Message type, and Value text group columns are enabled only if the Alarm
logging is enabled.
< Inthe Message list column, select the message list in which the information is displayed. Indications can
be assigned to Event and alarm list, Event and protection message list, Event list, and SCC default.
< Inthe Message type column, define the message type for each indication. For example, the color in
which the message is displayed in the message list.
Indications can be classified as Alarm type, Error type, SCC default type, and Warning type.
< Inthe Value text group column, select the value text group in which the information is displayed.

Indications can be assigned to different type of value text groups: 0...16, SCC default, Show process
value.
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7.4

7.4 Exporting Configuration Data

E SICAM | User logon deactivated | Configuration - Large
Edit v Tools Help SIEMENS

B YEmE ?

A .

> SICAM > Full Server > SCC > HMI > Control center local

o v |SICAM w Information - Monitoring direction
5 T B Process  Status
E‘ E" Archive Use Topolo.. Mame Inform _. Alarm_ Tag m_. Tag lo.. Messa_. Messa.. Value.. a
} = DMNP3 Master =
» "= DNP3 Slave Bl = = = || =4 o = = = =
) = IEC 60870-5-103 Master 1 e SICAMIF . ClackSync SP 4 Event.. w Alarm = 0 -
) = IEC 60870-5-104 Mester 2 v SICAMIF... ClockValid SP v Event.. w Alarm = 0 -
» "= [EC 60870-5-104 Slave 3 v SICAMIF... DongleError SP ' Event.. w Alarm = 0 -
v = IEC 61850 Client 4 « SICAMIF... DiskFull sP ' Event.. = Alarm = 0 -
» "-:R IEC 61850 Server 5 v Region\s_. PowerQualitylindicati . SP ' Event.. w Alarm = 0 -
» "-:R PDR Recorder 6 Regionls... PowerQuality/indicati... SP - - -
’ —‘] PQS Automatic Motification 7 Region\s... PowerQuality/indicati... SP - - - s
~Escc @ Ermor(s):0 << Previous Next>> 4 y
w Information - Command direction
lenterh:e Process  Status
) = SICAM Q80 Master Use Topolo... Mame Inform...  Alarm.. Tag m.. Messa... Messa... Value... =
b} = SIMEAS R Master il - il l - il i dl - _
1 + Regionls... ¢_PowerQualityiindica... SC o Event.. = Alarm = 0 - =
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8 Regionls... c_PowerQualityiRem. i... 5C - - -
9 Regionls... c_PowerQualityiRem. i... SC - -
@ Eror(s) 0 << Previous Next>> 4 ] P

Figure 7-2 Mapping Information

This selection creates the SCC tags, which you require for the configuration and parameterization of your HMI.
Define the topological structure of your station before mapping the tags to SICAM SCC.

If you have modified the topology after the export, you can have the tag names updated.
For more information, refer to 2.9 Mapping the Topological Structures.

Exporting Configuration Data

Exporting Data

In order to be able to use the configured and parameterized information in SICAM SCC, you must export it
from SICAM PAS/PQS Ul — Configuration.

< Select the Configuration view.

< Select the control center of the SCC application and select Export... from the context menu.
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7.4 Exporting Configuration Data
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Figure 7-3 Exporting Configuration Data

The export function creates a TEA-X file or a PXD file in the selected directory. The PXD file export for SICAM
SCCis only possible, if the short text text format is selected in the SCC interface. Afterwards, you import

the file in SICAM SCC using the SICAM PAS Wizard. When using TEA-X, only 1 PAS station can be imported in
SICAM SCC.

The tag names are created from the topological designations of the information. If you have modified the
topology after mapping the information for SCC, you can decide whether you want to perform the export with
modified SCC tag names or with those which were valid upon the mapping of the data.

Updating SCC Tag Names

To update the tag names:
< Open the Mapping view. Select the control center and select Replace SCC tag names from the context
menu.

For more information, refer to /5/ SICAM SCC, Human Machine Interface SICAM SCC.
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8 SINAUT LSA Converter

Use the SINAUT LSA Converter in order to convert the project data of a SINAUT LSA system for use in SICAM

PASIPQS.

8.1 Converting SINAUT LSA Project Files 268

8.2 Importing/Updating Project Data 270
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SINAUT LSA Converter

8.1 Converting SINAUT LSA Project Files

8.1

Converting SINAUT LSA Project Files

General Information

Use the SINAUT LSA Converter in order to convert the project data of a SINAUT LSA system for its use in SICAM
PASIPQS.

After the conversion, one XML file and one or several TXT files are available. The TXT files hold the descrip-
tion files of the devices configured in the SINAUT LSA system.

Import the XML file into your SICAM PAS/PQS project. After the import, all devices of the SINAUT LSA system
are included the SICAM PAS/PQS project.

For large systems, the project data is stored in 2 files, Modul1.lsa and Modul2.lsa.

During the conversion, you must specify only one of the two files. The other file is converted automatically.
The SINAUT LSA Converter creates a Modul.lsa file which holds all project data.

The indexes required for the definition of the configuration commands and all related parameters are written
into a SYAP_xxx.txt file. xxx is the name of the download file, for example, SYAP_Modul.txt.

Converting SINAUT LSA Project Data

268

Start the LSA Converter from the Windows Start menu.
< Click Start and scroll through the app list.

<~ Select LSA Converter from the SICAM PAS/PQS folder.

< Inthe Open an LSA Configuration dialog which opens next, specify the LSA file which you want to
convert.

< Click Open to open the LSA Converter dialog.

LSA Converter X

Haw zhould the interfaces for the required line canfiguration be
created?

® per FRALPIASC channel or per SEA module

per multiplexer interface

k. Cancel Help

Figure 8-1 Selecting the Interface Creation

< Activate per FP/LPII/SC Channel or per SKA module in order to assign the desired interface to all the
devices of an SKA module.

< Activate per multiplexer interface in order to assign the desired interface to all devices of an MUX
multiplexer and then click OK to confirm.

The abbreviation SKA stands for the serial interfacing module for request control.

If required, the dialog for the selection of the version of the SKA firmware opens.

< Select the version of the SKA firmware (see online help) and click OK to confirm.

The dialog for saving the protection device templates opens.
< Selectin a separate device description file.
The templates of the protection devices are saved in separate files.
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SINAUT LSA Converter
8.1 Converting SINAUT LSA Project Files

NOTE

i 0

The in the device description file of the bay controller option is supported in monitoring direction.
Protection devices can be connected via the IEC 60870-5-103 protocol. However, commands, measured
values, or fault records are not supported. If commands, measured values, or fault records are required,
the protection devices must be connected directly to SICAM PAS/PQS via the IEC 60870-5-103 Master

application.

For project data of SINAUT LSA systems of Version 6 or older, the dialog for the specification of the device type

opens.

LSA Converter X

GBZTN Device Device Lype —
a] SK-4 252G 01 1 7SAS00 S 75A501 el Load. .
E SK-4 252G 02 1 7SAS00S 75A501 -
g SK-4 252G 03 1 7SAS00S 75A501 el Clear
9 SK-4 252G 04 1 7SAS00 S 75AS01 il _
10 SK-4 252G 05 1 7SAS00 S 75AS501 il =
11 Sk-4 252G 06 1 7SAS00[ 754501 -
12 SK-A2 526G 07 1 7SAS00) 75A501 -
13 SK-A2 526G 08 1 7SAS00S 7SAS01 el
14 Sk~ 252G 09 1 FSAS00 S 75AS01 el
15 SE-4 252G 10 1 7SAS00S 754501 -
16 SE-4 252G 11 1 7SAS00) 754501 el -
k. Cancel Help
Figure 8-2 Defining the Device Type

The device number is indicated in the GB2TN column.
The device name is indicated in the Device column.

< Under Device type, select the type of each individual device and then click OK to confirm. All device
types of a system are now available for selection from the drop-down list box.

Specify a type for each device.

The conversion is executed. The progress of the conversion is documented in the Report.
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8.2 Importing/Updating Project Data

8.2

8.2.1

270

8 Report
.*E:-:p::-rt E Printpreview B Delete B Delete all
SICAM PAS ControlUnit SICAM PAS FRuntime LSAConverter 1 | r
Message Date Tirne
-\i:,:]-Start praceszing the “Ablrk105a5TransfersabhijitywOE 2. lsa' file... 2013-01-10 11:5757
\.{) The directory for all the source and converted files iz "“\blk105a5Transferhd,. 2013-01-10 11:.5757
L1 Corverting language iz 'English [United States)' [Codepage ‘437, 20130110 11:.5757
\.{) Start loading data from the "WWOEZ lza' file... 20130110 11:.5757
\.{) Werzion: 3.6, Date: 4/5/2012 2030110 11:67.58
‘i) Device count 18 EAG, 15 526G, 0 FLG. 2013-m-10 115758

Figure 8-3 Report Dialog

The created files are saved in the directory of the LSA file.

Importing/Updating Project Data

The following description is identical for the SINAUT LSA ILSA Master and IEC 60870-5-103 Master appli-
cations. The individual steps are explained using the example of SINAUT LSA ILSA Master. If devices are
connected to the SINAUT LSA system via the IEC 60870-5-103 protocol, perform the same steps for the IEC
60870-5-103 Master application.

Importing Project Data into SICAM PAS/PQS

To import the converted data of the SINAUT LSA system into SICAM PAS/PQS:
< Start SICAM PAS/PQS Ul - Configuration.

< Insert the SINAUT LSA ILSA Master application into the project.
< Select the inserted application and select Import... from the context menu.
< Inthe dialog which opens, select the XML file created by the SINAUT LSA Converter.

This starts the import process. The progress (successful execution / errors occurred) is documented in the
Report.

The Import - select elements dialog shows the devices the data of which can be inserted into the configura-
tion tree.
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8.2 Importing/Updating Project Data

Import - select elements

i 0

Mo  Selected Device Interface <alect all
1 iM8_EAGBEENT_1 SK-AT
2 o iM1_EAGBET1_4 SK-A1 Dezelect all
3 w iM3_EAGBBTZ_5 SK-A1
4 v iM10_EAGT155A_6 SK-A1
5 v iM6B_EAGBBESAT_2 Sk-A1
6 v iM2_EAGBBSSA_3 SK-A2
7 o iM1_EAGT2S5B_7 SK-A2
oK Cancel Help
Figure 8-4 Importing/Updating - Selecting an Element
NOTE

Do not deselect individual devices of an interface for Importing/Updating. Otherwise, the interface data for
devices which have not been selected becomes inconsistent.

< Click OK to confirm.
After the import, you can view the devices of the SINAUT LSA system in the configuration tree.

I SICAM | User deactivated | Configuration - Large
Edit  Create Tools  Help SIEMENS

BEE X

= contgurton | Napping | Topolon

> SICAM > Full Server > SINAUT LSA ILSA Master > SK-Al

= General parameters —
B o= sicam Name SH-A1
hi -_'|FL,H Server Description

b = |EC 50870-5-103 Master
T =2 SINAUTLSA ILSA Master

Compatibility key 8782558

Configuration

- » Transmission parameters

o
IM1_EAGESTI_4 COM port COMI2 -
M3_EAGERTZ S Baud rate [hitls] a&00 =

IMB_EAGEESAT_2

IM8_EAGEBENT_1 scan cycle faulty connection [s] B0
|__U N1 D_EAGTISSA 6 Download file LUF30610lsa
~ ¥ skaz Linklzyer type |EC 60870-5-1/2 =
IM1_EAGT2SSB_7 L
IM2_EAGESSSA_2 scan rate for class 1 [ms] o
scan rate for class 2 [ms) 50
Activate metered velue freeze Mo -
Metered value fresze tims [min] 0

= Fault record trancmission

Support of the legacy RECFRO archive Mo
Faultrecord directory C:\ProgremDatalSiemens -
Activation on device start Mo -

Ermor(s): 0 << Previous Mext=> 4 )

Figure 8-5 Imported Devices in SICAM PAS/PQS Ul — Configuration
8.2.2 Updating the Project Data

The following applies when updating a SINAUT LSA system in SICAM PAS/PQS with changed project data:
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8.2 Importing/Updating Project Data

®  Only the system components of an existing LSA configuration are updated.
®  New system components must be imported, refer to 8.2.7 Importing Project Data into SICAM PAS/PQS.

®  Any component which has been removed from a SINAUT LSA system must be manually deleted in SICAM
PAS/PQS Ul — Configuration.

® The interfaces, devices and information/commands to be updated are identified by their name and not by
their address. If these identifiers are changed, information/commands with a different name are deleted
and created once again with their original name.

To update the converted data of a changed SINAUT LSA system in SICAM PAS/PQS:
<  Start SICAM PAS/PQS Ul - Configuration.

< Select the SINAUT LSA ILSA Master application and then select Update... from the context menu.
< Continue as described in 8.2.7 Importing Project Data into SICAM PAS/PQS.

i

NOTE

Proceed in the following order when updating an LSA system: Updating existing system components,
Importing new system components, Deleting removed system components.
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9 Diagnostic Tools

The Version Scan system component provides information on the version and storage location of installed
products and their lower-level system components.

SICAM CHaSlI (Collect Hardware and Software Information) is a diagnostic tool used to collect information on
the hardware and software components of the SICAM systems.

9.1 Version Scan 274
9.2 SICAM CHaSI System 275
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9.1 Version Scan

The Version Scan system component determines the version and the storage location of the products
installed and their lower-level system components. Error sources through inconsistent versions of the indi-
vidual components can thus be determined quickly and efficiently.

For the Customer Support Center, the Version Scan provides valuable information, which serves as a basis for
evaluating the system behavior or for determining the causes of problems.

The following products are evaluated:

®  SICAM PAS
®  SICAMSCC
e  SICAM PQ Analyzer
® DIGSI
- < Yersion Scan
File  Help
- Scanned information MName FileMame File\ersion ProductMame ComparryName ]
- File :T;:n: ;r(':fg”"a‘iu” 553 | padiutils di padiutis di £,10,0,15073 paciutis Dynamic Lirk Library
- SICAM PAS 554 | padtutils dil padiutils di £,10,0,15073 paditutils Dynamic Link Library
. - SICAMFQ ANALYZER 555 | PasCCProy.exe PasCCProxy.exe 08.09.02.004 SICAME PAS/PQS Siemens AG
V- Regiery nformaton 556 | PASCofig.exe PASCorfig.exe 08.09.02.004 SICAM® PAS/POS Siemens AG
557 | PASControlLib dil PASControl Lib dl 08.09.02.005 SICAM® CORE Siemens AG
558 | PASControlLib dll PASControlLib dll 08.09.02.005 SICAM® CORE Siemens AG
559 | PASFeature Enabler exe PASFeature Enabler exe 08.09.02.004 SICAM® PAS/PQS Siemens AG
560 | PASOperate exe PASOperste. exe 08.09.02.004 SICAM® PAS/PQS Siemens AG -
561  PASProjectStatistics exe PASProject Statistics exe 08.05.02.004 SICAM= PAS/PQS Siemens AG =
562 |PasTracedl PasTrace dll 08.05.02.005 SICAM® CORE Siemens AG
563  PasTracelistener_Macro.dl PasTraceListener_Macro.dl 08.09.02.005 SICAM= CORE Siemens AG
564  PasTraceWrapper.dll PasTraceWrapper.dil 08.09.02.005 SICAM®CORE Siemens AG
565 | PASUI_Style.dll PASUI_Style dil 08.09.02.005 SICAM® CORE Siemens AG
566 | PASUserManagement exe PASUserManagement exe 08.09.02.004 SICAM® PAS/PQS Siemens AG
567 | PASValueViewer.exe PASValueWiewer.exe 08.09.02.004 SICAM® PAS/PQS Siemens AG &
< i >

Figure 9-1 Version Scan

The information provided by Version Scan is structured according to:

®  Scanned information
Name and version of the products installed.

®  File version information
All exe and dll files of the system component selected in the structure tree
The information is displayed with the name, file name, file version, installation path.

®  Registry information
All registry entries of the system component selected in the structure tree

®  Optional packages information
Name and installation path of the optional system component selected in the structure tree

Starting the Version Scan

Start the Version Scan system component from the Windows Start menu.
<~ Click Start and scroll through the app list.

< Select Version Scan from the SICAM PAS/PQS folder.

The Version Scan opens and the installed products are displayed.
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Exporting Version Information

You can export the version information, for example, for supporting our hotline.
< Select File > Generate Report and click Create Report in the dialog which opens.

< Inthe following dialog, click Save As... to save the report.
The report is compressed as a VSCAN file and saved in the destination directory under VersionScanRe-

port.zip.
I8 versionScanReport.vscan - Notepad -3 =l
File Edit Format View Help
l<?xm1 version="1.0" encoding="utf-8§"7> il
<ErrorReport xmlns="http://www.siemens. com/Automation/2004,/09/Diagnostics/Report”

xmlns:xsi="http://www.w3. org/2001/xMLSchema-instance” version="100.0.2139.1">
<Report Reason="VersionScanReport” ReportID="833257c6-27cc-415a-b022-3e0f565d6a06"” DateTimeLocal="2014-01-
07T12:57:49" DateTimeUTC="2014-01-07T07:27:49" ReportfFolderrath="C:‘Programpata‘siemens‘Automation‘Diagnostics
%100.0.2139.1%833257c6-27cc-415a-b022-3e0f565d6a06" >
<Product Name="Totally Integrated Automation Portal” versijon="100.0.2139.1" File="C:“Program Files
(x86)"Common Files'Siemens‘\Energy'versionscan\5iemens.Automation.Diagnostics.Report.exe”
Fileversion="100.0.2139.1" />
<Tool Name="Siemens.Automation.Diagnostics. Implementation” version="100.0.2139.1" culture="Invariant
Language (Invariant cCountry)” PublickeyToken="null" />
<PTugIns>
<PTugIn ClassName="5iemens.Automation.Diagnostics.PlugIn.FileversionInformation” AssemblyName="C:“Program
Files (x868)‘\Common Files'siemens‘Energy'‘versionscan'5siemens.Energy.versionscan.Common.dl1”
origin="siemens.Energy.versionscan.bigsiProduct.d11.adr"” Purpose="DIGSI5" Excluded="false">
<warning>
<Item Name="Invalid paths">
<Property Name="Invalid path”
<Property Name="Invalid path”
<Property Name="Invalid path”
<Property Name="Invalid path"
<Property Name="Invalid path”
<Property Name="Invalid path"
<Property Name="Invalid path”
<Property Name="Invalid path”
<Property Name="Invalid path"” value=""*.d11" />
</Items
</Warning=
<Data>
<Item Name="File Version Information">
<Item Name="SICAM PQ ANALYZER'>
<Item Name="DfAgent.exe">
<Property Name="FileName" value="DfAgent.exe" />
<Property Name="Fileversion” value="08.03.00.035" />
<Property Name="ProductName" value="SICAM® CORE" />
<Property Name="CompanyName" value="siemens AG, IC 5G EA" />
<Property Name="Path" value="C:‘\Program Files (x86)“Common Files'5iemens‘\Energy'Dfagent” />
<Property Name="LegalCopyright” Va1ue=“c0p¥right @ siemens AG 2014 ATl rights reserved” />
<Property Name="Comments” value="Daily Build 2014-01-05" /=
<Property Name="LegalTrademarks" value="SICAME" />
<Property Name=“Language“ value="German (Germany)" />
<Property Name="ProductPrivatepart” value="35" />
<Property Name="ProductMinorPart” value="3" />
<Property Name="ProductMajorpart"” value="§" />
<Property Name="ProductBuildpart” value="0" />
<Property Name="FilePath" value="C:“Program Files (x86)‘Common Files'5iemens‘Energy'Dfagent” />
<Property Name="Productversion" value="V8.03.00-DB" />
<Property Name="FileDescription” value="Dfagent" />
<Property Name="FileBuildrart” value="0" />

Files (x86)'Microsoft wseE'\w3.0W¥ . o0cx" />
Files (x86)'\Microsoft WSE\w3.0'\*.exe" />
Files (x86)'Microsoft wseE'\w3.04W*.d11" />
Files (x86)‘\winPCap'*.ocx" />
Files (x86)‘\wWinPCap'*.exe" />
Files (x86)‘\winpCap'*.d11" />

</Item>
<Item Name="PQarchive.dl1"s j
Figure 9-2 Version Scan Report, Example

Importing Version Information

You can load the created Report.VSCAN (Version Scan file) in the Version Scan.
Using the version scan file, you can make available customer information for analysis by the hotline.
< Click File > Load Report.
In the dialog which opens, select the directory in which the exported Version Scan report is stored.

The version information of the individual system components can be selected again by using the Version Scan
structure tree.

9.2  SICAM CHaSI System

SICAM CHaSlI (Collect Hardware and Software Information) is a diagnostic tool used to collect information on
the hardware and software components of the SICAM systems.

You can forward this information to the Customer Support Center for further analysis, which includes the
following data:
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®  Hardware and software inventory data including data concerning the BIOS, the processor, and the
software installed

® [nformation on the file system, the network, important entries from the registration database, and
system settings (including the hosts file and the ntp file)

® [nformation on the version of the SICAM products and files installed for:
- SICAM PAS/PQS
—  SICAM PQ Analyzer
- SICAM SCC
- SIMATIC WinCC
®  Errorlog files with information on any program crashes (dump files)
®  Windows Event Log
®  Windows Error Reporting files (only Appcrash and Apphang files)
®  Report logs
SICAM CHaSlI provides 2 functions for the collection of diagnostic data:

® 9.2.1SICAM CHaSl System Overview

Displays a selection of the most important system information in the Web browser. This procedure takes
less than 1 minute.

®  9.2.2 SICAM CHaSI System Details

Displays a collection of detailed diagnostic data. This procedure takes 5 to 15 minutes, depending on the
scope and performance of the system.

You can view all the operations. You can view the collected information in plain text.

i 0

NOTE

User related data, for example passwords, are not collected.

9.2.1

You can compress the collected data and provide it to the Customer Support Center for further evaluation.
This is done for:

® System Overview data (e-mail)
®  System Details data (Secure File Exchange')

However, in certain support cases, further diagnosis is necessary for which the data required cannot be
collected using the SICAM CHaSlI scripts. For example, protocol logs during the runtime of the programs.

SICAM CHaSI System Overview

For System Overview, only the most relevant values are determined and displayed. You can forward the
generated file to the Customer Support Center. You can use the generated values for analysis or setting up an
inventory of the system.

Starting SICAM CHaSI System Overview

To start the determination of the System Overview data:
< Double-click the SystemOverview.bat file in the %PAS_BIN%\CHaSI\ directory.

The command-line tool displays the processed information, as well as the progress of processing. Afterwards,
the information is arranged in tables and displayed via the Internet Explorer.

1 SIEMENS Secure File Exchange, service for secure data exchange, see https://secufex.erlm.siemens.de
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=3 i\‘|g1 C:\ProgramData\Siemens\CHaS/SystemOverview 2022-11-22 05-14- M\systemoverviewaxml 2 = & || (2 SICAM CHaSl - System Ove... x| |

Time 05:04:34 lal
SI CAM c H a SI Date 11/22/2022
Hostname INKEO43376WCPR
Syste m Ove rv i ew User INKEO43376WCPR\Administrator

Operating System

I

Build Number 14393

Caption Microsoft Windows 10 Enterprise 2016 LTSB
Code Set 1252

Country Code 44

Current Time Zone 330

Install Date 09/01/2022 12:43:00

Last Boot Up Time 11/21/2022 15:54:44

Local Date Time 11/22/2022 05:04:50
Locale 0809

Manufacturer Microsoft Corporation
Operating System Architecture 64-bit

Operating System Language 2057

Serial Number 00378-20000-00003-AA071

Service Pack

Version 10.0.14393
Directories
I
Boot Device \Device\HarddiskVolumel
System Device \Device\HarddiskVolume2
System Directory C:\Windows\system32
System Drive =3
Windows Directory C:\Windows

Figure 9-3 Displaying the System Overview Data in Internet Explorer

NOTE

i 0

If Internet Explorer is not installed, the systemoverview.xml file is not displayed. In this case, open the
file manually using any other Web browser.

Due to the security settings of Google Chrome, the systemoverview.xml file cannot be displayed in this
browser.

Forwarding the Collected Data to the Customer Support Center

In the %ProgramData%\Siemens\CHaSI\SystemOverview [Date Time]\ directory, the information is

saved in systemoverview.xml, for example: C:\ProgramData\Siemens\CHaSI\SystemOverview 2014- 07-04

10-58-26\systemoverview.xml.

In addition, the SystemOverview.xlst, \css\screen.css, and \css\print.css files are copied into the specified

directory. These files are required for representation.

< Save the SystemOverview [Date Time] directory as a ZIP file and send it to the Customer Support
Center.

9.2.2 SICAM CHaSI System Details

The values required for initial analysis of System Details are determined and collected automatically. The
information is collected independently of the operating system used and the product installed.
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Starting SICAM CHaSI System Details

i

NOTE

Administrator rights are required to access the SICAM CHaSI System Details tool. If administrators rights
are not available, the tool tries to obtain them using the user account control function. If a user’s rights are
not sufficient in order to execute the tool with administrator rights, the tool is aborted.

To start the determination of the System Details data:
< Double-click the SystemDetails.bat file in the %PAS_BIN%\CHaSI\ directory.

However, it can also become necessary to stop the SICAM runtime services and close the SICAM PAS/PQS
components, for example, for copying the SICAM PAS/PQS database.

< If you agree that the SICAM runtime services are stopped, enter Yes.
The services are automatically restarted afterwards. The SICAM PAS/PQS components, for example,
SICAM PAS/PQS Ul — Configuration, must be restarted manually.
If you enter No, exclusively tasks that are admissible during runtime or with components started are
executed.

=101 x|

v SICAM SCCNTrace;&sOutputPath~SICAMNECC]

WARNING: 2014-09-19T17:52:40:189 B33%9! Command ahorted. error occurred in command execution

UARNING: 2014-89-19T17:52:48:189 83391 [Filel does not exist. [Filel: [C:\ProgramData“Siemens Energy\S1CAM
SCCxIracel

2014-09-19T17:52:40:109 B339! Execution of Command [*CPY!%enu:ProgramData~Siemens Energy~SICAM

5CChTrace;50utputPath~SICAMNSCC] failed
INFORMATION: 2814-89-19T17:52:48: A33%! Elapsed time: B8h BBm BAs 52ms
INFORMATION: 2014-A9-19T17:52:40:234 A340) The following command is being executed: [YCPY!%env:ProgramDatasSiemens Enery|
y\SICAM SCCiLogs;50utputPath~SICAMNECC]
WARNI NG : 2014-09-19T17:52:40:234 B348! Command ahorted. error occurred in command execution
gggNiNG:] 2014-89-19T17:52:40:250 B348! [Filel does not exist. [Filel: [C:“ProgramData“Siemens Energy~SICAM

“Logs
UARHING: 2014-A9-19T17:52:48:250 B34 :nv:ProgranDatasSiemens Energy~SICAM
5 CC\Logs ; $0utput Path\SICAMNSCC] Failed
INFORMATION: 2014-89-19T17:52:48:265 834 " 8 s
INFORMATION: 2014-P9-19T17:52:40:421 034Nl ey iy executed: [1CPY!Senu:ProgramDataSiemensEnerguy
NSicamPasCC;50utputPath\81CAMNPASCC T rag Running Tasks
UARNING: 2814-89-19T17:52:40:437 @34 ‘ed in command execution
UARNING: 2014-09-19T17:52:40:437 B34 |: [C:“\ProgramData“8iemensEnergy~SicamPasCC]
WARNING: 2014-89-19T17:52:40:453 @34
! ProgramDatasSiemensEnergy~8id JIracel Failed
ON: 2814-89-19T17:52:48:453 B34 s

: 2014-99-19T17:52:48:593 B34 iy executed: [YCPY!%env:PAS_PERS;$0utputPath~SICA

@ 20914-89-19T17:52:40:811 B346! Command ['CPY!%env:PAS_PERS ;50utputPath“\SICAM\PAS] sucessfully executed
:52:4@:827 @346 Elapsed time: B0h B8m BB: 236ms
:4A:921 B@347! The following command is heing executed: [*CPYiSenuv:PAS_APPDATALogs ;50utputP

INFORMATION: 2814-A9-19T17:54:85:800 A125! Command [*WMI iWin32_ApplicationService;;50utputPath~Win32_ApplicationService.
txt] sucessfully executed

INFORMATION: 2814-@%-192T17:54:85:816 @125 Elapsed time: B8h 18Bm 51s 11Zms

INfog?g;a0¥53%814fﬁ9*19T17: :@5:941 B348! The following command is heing executed: [*CPY!%env:PAS_APPDATATemp;50utputP|
aths! A

Figure 9-4 Command Line Tool with System Details Data

Errors are highlighted in red and warnings are highlighted in yellow. If you ignore these errors and warnings,
the corresponding information is not included in the evaluation.

Forwarding the Collected Data to the Customer Support Center

278

The information collected is saved in a new directory each time you generate the system details:

%ProgramData%\Siemens\CHaSI\SystemDetails[Date Time]\

(for example: C:\ProgramData\Siemens\CHaSI\SystemDetails 2014-06-30 17-44-10)

< Save the SystemDetails[Date Time] directory as a ZIP file and send it to the Customer Support Center for
further analysis.
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A.1 Structure of Grid Codes

A1

Structure of Grid Codes

A Grid Code is composed of a multitude of characteristics for which different rules may apply. The rules of a
characteristic are used for identifying power quality violations.

If a rule is deactivated, all rule parameters are deactivated as well. The deactivated rules are saved, but not
applied.

| 7] SICAM | User logon deactivated | Configuration - Large
File Edit View Tools Help
=] =l -

% i Coies

> Available Grid Codes > User defined EN 50160 LV(2010) > Voltage

~ Period limits —

SIEMENS

~ "8 Available Grid Codes

»n

GJ

'g » ﬁh EN 50160 MV(2010) Star Enable Hysteresis [%] Averaging time [hh:mm:ss]  Upper limit [%] Lower limit [%]

S #, EN 50160 MV(2010) Delt Voltage v o 00:10:00 110 90
£ v & Userdefined EN 50160

[C] ~ % Voltage Voltage unbalance v 0 00:10:00 2 0

2z \oltage ~ Operational limits

«a \oltage_Event

Enable Hysteresis [%] Averaging time [hh:mm:ss]  Upper limit [%] Lower limit [3%]
«& \oltage unbalance

24 Frequency Voltage v o 00:10:00 110 85
» & ™D ~ Classification limits

2 Elicker - Enable Hysteresis [%] Time1 (short) [hh:mm:ss]  Time2 (long’) [hh:m... Enable limits 3 and 4
» # Harmonic
» % Userdefined frequency Voltage_Event v 2 00:00:01 00:03:00

» 84 User defined EN 50160 MV(2010)

@ @ Eror(s):0  <<Previous Next>> ¢ 11}

|~

Figure A-1 Grid Code Limits

@) Limits that can be defined for each of the selected characteristic group
2) List of characteristics for the selected characteristic group

3) Enabled rules with their limit

The following limits can be defined:

®  Period limits
Period limits specify the maximum permissible occurrence of limit violations. They are suited for the
evaluation of measured characteristics required for the generation of scheduled reports.

®  Operational limits
Operational limits define absolute limits, which may never be exceeded or undershot.

® (Classification limits
Classification limits are used in the evaluation of measured voltages to classify voltage events.

Parameters of Period Limits

280

®  Hysteresis
Percent value in terms of the measuring variable for the stabilization of the data to be evaluated. Minor
value changes are not considered.
® Averaging time
Averaging time in the following format: Hours:Minutes:Seconds
®  Upper limit
Absolute value for flicker
The upper limit must be greater than or equal to the lower limit.
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Lower limit
Absolute value for flicker
The lower limit must be less than or equal to the upper limit.

Value of the interval
Value of the time range observed, in terms of the unit of the interval, for example,1 (hour)

Unit of the interval, for example, Minute, Hour, Day, Week, Month, and Year

Max. violation rate
Permissible violation time, in percent, in terms of the time interval defined.

Example: For an interval of 1 week, the setting 95 % corresponds to a maximum permissible total
violation time of 159.6 hours.

Parameters of Operational Limits

Hysteresis

Percent value in terms of the measuring variable for the stabilization of the data to be evaluated. Minor
value changes are not considered.

Averaging time

Averaging time in the following format:

Hours:Minutes:Seconds

Upper limit
Absolute value for flicker
The upper limit must be greater than or equal to the lower limit.

Lower limit
Absolute value for flicker
The lower limit must be less than or equal to the upper limit.

Parameters of Classification Limits

Hysteresis

Percent value in terms of the measuring variable for the stabilization of the data to be evaluated. Minor
value changes are not considered.

Time 1 (‘short’)

Maximum duration of ‘short’ events
Time 2 ('long’)

Minimum duration of ‘long’ events

Enable limits 3 and 4

If this option is disabled, the limits for Minor Dip and Minor Swell are saved but not applied.
Limit 1

Limit value to differentiate between Interruption and Major Dip

Limit 2

Limit value to differentiate between Major Dip and Minor Dip

Limit 3

Limit value to differentiate between Minor Dip and normal operation area
Limit 4

Limit value to differentiate between Minor Swell and normal operation area
Limit 5

Limit value to differentiate between Minor Swell and Major Swell

Events are classified as shown in the following matrix:
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A Short . Long
N M
Major S:,J;: Major
Swell Swell
Limit 5
Short Mi Long
Minor |no|: Minor
Swell Swe Swell .
Limit 4
Set point range Set point
Limit 3
Short
. Lon
Minor Minor Mingr
Dip Dip Dip
Limit 2
Major Dip D'J
Dip ip
Limit 1
Short Int ” Long
Interruption nterruption Interruption
Time 1
< » Time 2
-}
P
Time

Figure A-2 Classification Matrix

A.2  Updating a User-Defined Mapping File

The PQ data in PQDIF format is exported based on the default mapping file, PQDIF_Archive_Mapping.csv to a
user-defined location. You can selectively export the PQ data in PQDIF format by customizing the PQDIF tags in
the default mapping file as per your requirements.

To update a user-defined mapping file, proceed with the following steps:
< Copy PQDIF_Archive_Mapping.csv from %pas_bin% to %publicdocuments%Siemens\SICAM PAS

PQS\PQDIFExport.

< Edit the contents of this file using a spreadsheet application to modify the PQDIF tags as per your

requirements.

You can also delete the rows to filter the data that is not required to be exported.

NOTE

°®
l The mapping file is always saved in the .csv format. Other file formats like .xls or .xIsx are not accepted.

The mapping file must contain at least one valid entry.

< To reflect the changes made in the user-defined mapping file in the PQS Automatic Export application,
update the runtime system using SICAM PAS/PQS Ul — Operation or SICAM PAS/PQS Ul — Operation Client.
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A.3 Updating a User-Defined Channel List File

NOTE

i @

The mapping file is validated during the export. Any validation errors in the mapping are shown as warn-
ings in the Report. The measurement channels that have warnings during the validation of the mapping
file are not exported.

The default mapping file contains the following columns:

Table A-1 Columns of the Default Mapping File

CharacteristicType Defines which measurement data is to be transmitted via an individual
channel, for example, Voltage, and Current

MeasurementValueType Defines what is represented by the actual quantitative measurement data,
for example, Mean, Max, and Min values

tagQuantityMeasuredID Identifies the physical quantity under measurement that is, voltage, current,
power, etc

In general, there is a one-to-one correspondence between these and the
units of the series.

tagQuantityCharacteristicID Specifies additional detail about the meaning of the series data
tagValueTypelD Specifies the meaning of the series data

Frequency/Base Specifies nominal frequency

tagQuantityUnitsID Specifies the units of the data in this series

tagQuantityTypelD Defines the high-level description of the type of quantity that is being

captured by this channel

NOTE

The list of valid PQDIF tags are defined in the IEEE 1159.3 PQDIF Standard.

The list of valid CharacteristicType and MeasurementValueType are defined in the Archive configuration
file at %pas_bin%/en/Siemens.Energy.Archives.ini.

i 0

A.3  Updating a User-Defined Channel List File

The PQ data in CSV format is exported based on the default channel list file, PQDataCSVExport_Channel-
List.csv to a user-defined location. You can selectively export the PQ data in CSV format by customizing the
channel list file as per your requirements.

To update a user-defined channel list file, proceed with the following steps:

< Copy PQDataCSVExport_ChannelList.csv from %pas_bin% to %publicdocuments%Siemens\SICAM
PAS PQS\CSVExport.

< Edit the contents of this channel list file using a spreadsheet application as per your requirements.
You can also delete the rows to filter the data that is not required to be exported.

~ NOTE
l The channel list file is always saved in the .csv format. Other file formats like .xIs or .xIsx are not accepted.
The channel list file must contain at least one valid entry.
< To reflect the changes made in the user-defined channel list file in the PQS Automatic Export applica-
tion, update the runtime system using SICAM PAS/PQS Ul — Operation or SICAM PAS/PQS Ul — Operation
Client.
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NOTE

®

l The channel list file is validated during the export. Any validation errors in the channel list file are shown
as warnings in the Report. The measurement channels that have warnings during the validation of the
channel list file are not exported.

The default channel list file contains the following columns:

Table A-2 Columns of the Default Channel List File
CharacteristicType Defines which measurement data is to be transmitted via an individual
channel, for example, voltage and current
MeasurementValueType Defines what is represented by the actual quantitative measurement data,
for example, Mean, Max, Min, and ExtremeEvent.

NOTE

°®
l The list of valid CharacteristicType and MeasurementValueType are defined in the Archive configuration
file at %pas_bin%/en/Siemens.Energy.Archives.ini.

A.4  Report Templates

Company Logo in Reports
Your company logo can be inserted in the report header for the following reports:
® Scheduled report
®  PQ violation report
®  Fault location report

Save the logo in PNG format in the %PUBLICDOCUMENTS%Siemens\SICAM PAS PQS named as
Logo_customer.png.

If the graphics file for the logo is higher than 150 pixel or wider than 100 pixel, it is automatically scaled to
150 x 100 pixel. This may lead to visible artifacts and a blurred display.

If this folder or the logo is missing, the default image present in the installed location of SICAM PAS/PQS is
used.

Report Template File

Report template files for scheduled reports are created as ASCII formatted TXT files which can be edited using
a text editor.

NOTE

When you edit a report template file, keep a copy of the updated file in a location different from the folders
created by the setup - otherwise a database or a software update overwrite your changes.

i 0

NOTE

To enable the usage of Unicode characters, store the report template text files using UTF-8 encoding with
BOM (Byte Order Marker).

i 0

You find report template files for scheduled reports in the directory %PUBLICDOCUMENTS%Siemens\SICAM
PAS PQS\ReportTemplatesScheduled.

284 SICAM, SICAM PAS/PQS, Configuration and Operation
E50417-P8976-C433-C9, Edition 05.2023



Appendix

A.4 Report Templates

A report template file consists of the following elements:

e Title (once)

The title includes the name of the report.

®  Version (once) (optionally)

The version is used to determine if a newer report template is available with the product.

®  Chapter (optionally)

Chapters are used to structure a report. You can assign a chapter heading and change the page layout.

® Diagram

A diagram is defined by the diagram name, type, characteristic, and phase. You can also specify, whether
measured or evaluated characteristics are displayed.

The following table shows the elements with their possible values.
For more information on the element syntax, refer to A.5 Examples of Report Template Files.

Element Description/Value

Title

Defines the title of the report
The title may appear only once in the report template.

Version?

Defines the version of the report template

The version must appear only once in the report template.

The value must be in the format:

<Major version>.<Minor version> , for example 1.0, 1.1, or 2.0

Generation?

Interval for report generation.

Possible values are:

® None: The report is never generated.

® Every day: The report is generated every day.

®  Every week: The report is generated every week.

®  Every month: The report is generated every month.

®  Every year: The report is generated every year.

Chapter? Divides the report into different chapters
NewPage Page format of the chapter
Possible values are:
®  Default: Uses the page format of the standard printer
®  Current: Copies the setting of the previous chapter
Diagram Diagram name, creates a diagram
Type Diagram type to be used, see Values for Type, Page 286

Characteristic

Characteristic to be displayed, see Values for Characteristic, Page 287

Phase

Phase for which the report is created, see Values for Phase, Page 290

DisplayMeasuredData

®  Yes: Measured values are displayed in the diagram

®  No: Evaluated values are displayed in the diagram

NOTE

i 0

The scheduled report is generated when all the PQ characteristics along with evaluated data of the meas-

urement points assigned are available in the archive for the requested reports.

2 Optional
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A.4 Report Templates

Values for Type

286

The diagram types available represent different types of data. The table below shows the diagram types for
report templates and the data types they represent.

Diagram Type
Time line Mean Values

Measured Characteristics Evaluated Characteristics

x

Time line Max Values

Time line Min Values

Table Mean Values

Table Max Values

Table Min Values

Graphic Finger-Print Mean

Table Finger-Print Mean

Harmonics spectrum

Heatmap Mean Values

Heatmap Max Values

XXX | X[ X X[ X[ X]| X]|X

Heatmap PQ Index

Bar view P95-Min-Mean-Max

x

Time line Event Values

X
X

Binary track

Time line PQ Index

Time line Power Quality

Time line Measuring Gap

Bar view PQ-Statistics

ESKOM

Tl

SEMI F47

Graphic Finger-Print PQ Index

Graphic Finger-Print Event Values

Table Finger-Print PQ Index

Table Finger-Print Event Values

List Voltage-Event

XX XXX X[ X[ X[ X]| X]| X]| X

List Sequence of Events

Time line Rapid Voltage Changes

List Rapid Voltage Changes
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Values for Characteristic

Characteristic Group Types of Characteristics

Voltage Voltage

Voltage balance, Voltage unbalance,
Positive-sequence voltage,
Negative-sequence voltage,
Zero-sequence voltage,

Voltage unbalance u0

Current Current

Current balance, Current unbalance,
Positive-sequence current,
Negative-sequence current,
Zero-sequence current,

Sensitive current,

Current unbalance i0

Frequency Frequency

THD THD voltage, THD current,
PWHD current, PWHD voltage,
TDD current

Power Active power, Reactive power,

Reactive power (Fundamental),
Apparent power, Power factor,

Cos Phi,

Voltage current angle
Flicker Flicker Pst, Flicker Plt,

Flicker Ast, Flicker Alt
Energy Active energy,

Active-energy input, Active-energy output,

Reactive energy,

Capacitive reactive energy, Inductive reactive energy,
Apparent energy
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Phasor

Characteristic Group

Types of Characteristics

Negative-sequence system,
Positive-sequence system,

Voltage magnitude, Current magnitude,
Voltage angle, Current angle,

Voltage-difference angle, Current-difference angle,

Pos.-seq. voltage magnitude,
Pos.-seq. voltage angle,
Pos.-seq. voltage Delta Phi,
Pos.-seq. current magnitude,
Pos.-seq. current angle,
Pos.-seq. current Delta Phi,
Neg.-seq. voltage magnitude,
Neg.-seq. voltage angle,
Neg.-seq. voltage Delta Phi,
Neg.-seq. current magnitude,
Neg.-seq. current angle,
Neg.-seq. current Delta Phi,
Zero-seq. voltage magnitude,
Zero-seq. voltage angle,
Zero-seq. voltage Delta Phi,
Zero-seq. current magnitude,
Zero-seq. current angle,
Zero-seq. current Delta Phi,
Frequency phasor,

Active power magnitude,
Reactive power magnitude
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Characteristic Group Types of Characteristics

Harmonic 2nd Harmonic voltage,
3rd Harmonic voltage,
4th Harmonic voltage, ...,
100th Harmonic voltage

2nd Harmonic current,
3rd Harmonic current,
4th Harmonic current, ...,
100th Harmonic current

Oth Interharmonic voltage,
1st Interharmonic voltage,
2nd Interharmonic voltage,
3rd Interharmonic voltage,
4th Interharmonic voltage, ...,
100th Interharmonic voltage

Oth Interharmonic current,

1st Interharmonic current,
2nd Interharmonic current,
3rd Interharmonic current,
4th Interharmonic current, ...,
100th Interharmonic current

Emissions Emissions 2 kHz to 9 kHz
Emissions 2.1 kHz
Emissions 2.3 kHz, ...,
Emissions 8.9 kHz

Emissions 9 kHz to 150 kHz
Emissions 9 kHz

Emissions 11 kHz, ...,
Emissions 149 kHz
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Characteristic Group Types of Characteristics

User-defined frequency User-def. voltage frequency A, ...,
User-def. voltage frequency P

User-def. current frequency A, ...,
User-def. current frequency P

User-defined mains signalling voltage frequency A, B

Process channels 1st Process channel,
2nd Process channel,
3rd Process channel,
4th Process channel, ...,
128th Process channel

NOTE

i 0

The Reactive power (fundamental) characteristic is supported only by the user-defined Grid Codes and
the AllCharacteristics_57-62.TXT report template.

The Emissions characteristic is supported by the IEC61000-2-2-Star-LV.EAGridCode, IEC61000-2-2-Delta-
LV.EAGridCode, and UserDefined_IEC61000-2-2-LV.EAGridCode Grid Codes.

For 50 Hz system frequency, the emissions characteristic ranges from 2 kHz - 9 kHz and 9 kHz - 150 kHz.
For 60 Hz system frequency, the emissions characteristic ranges from 2.5 kHz - 9 kHz and 9 kHz - 150 kHz.

Values for Phase

N N-E L-N E L

A A-B A-N A-E L-E

B B-C B-N B-E Sum

C C-A C-N C-E Undefined

A.5 Examples of Report Template Files

In the %PUBLICDOCUMENTS%Siemens\SICAM PAS PQS\ReportTemplatesScheduled directory you find the
following report templates:
e AllDiagrams-Star.txt
Templates for all possible diagram types for the Star network type
®  AllCharacteristics_1-27-Star.txt, AllCharacteristics_28-56-Star.txt, AllCharacteristics_57-62-Star.txt
Templates for all supported characteristics for the Star network type
e AllDiagrams-Delta.txt
Templates for all possible diagram types for the Delta network type
®  AllCharacteristics_1-27-Delta.txt, AllCharacteristics_28-56-Delta.txt, AllCharacteristics_57-62-
Delta.txt
Templates for all supported characteristics for the Delta network type

® EN50160-Star.txt
Report template for Grid Code according to the EN 50160 standard for the Star network type
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® EN50160.Delta.txt
Report template for Grid Code according to the EN 50160 standard for the Delta network type

® |EC61000-Star.txt
Report template for Grid Code according to the IEC 61000 standard for the Star network type

® |EC61000.Delta.txt
Report template for Grid Code according to the IEC 61000 standard for the Delta network type

® |EC61000-2-2-Star.txt
Report template for Grid Code according to the IEC 61000-2-2 standard for the Star network type

® |EC61000-2-2-Delta.txt
Report template for Grid Code according to the IEC 61000-2-2 standard for the Delta network type

The following pages show some examples of report template files:
® A.6 Average Voltage over the Day with PQ Index Curve

® A.7 Evaluation of the Power Quality for One Month

®  A.8 PQ Statistics for the Whole Year

A.6  Average Voltage over the Day with PQ Index Curve

These daily reports show the voltage curve and the PQ Index for the voltage in a system with 2 PQ devices.

Settings in the Grid Code

®  Period limits
—  Disabled

®  Operational limits
—  Hysteresis: 0%
— Averaging time: 00:10:00 (10 minutes)
- Upper limit: 120%
—  Lower limit: 80%

® (Classification limits

—  Disabled

Report Template File
The report template could look like this:

Title "Voltage curve (day)"
Generation="Every day"

Chapter "Voltage PQ device 1"
NewPage="Default"

Diagram "Voltage curve"
Type="Time line mean"
Characteristic="Voltage"
Phase="Sum"

DisplayMeasuredData="Yes"
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A.7 Evaluation of the Power Quality for One Month

A.7  Evaluation of the Power Quality for One Month

These monthly generated reports show the general PQ Index and the PQ Index for the voltage and current
level.
Settings in the Grid Code
®  Period limits:
—  Hysteresis: 0%
- Averaging time: 00:10:00 (10 minutes)
—  Upper limit: 120%
- Lower limit: 80%
— Interval value: 1
- Interval unit: Month
- Max. violation rate: 1%
®  Operational limits:
—  Disabled
® (Classification limits:

—  Disabled
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A.8 PQ Statistics for the Whole Year

A.8 PQ Statistics for the Whole Year

These yearly generated reports show the PQ statistics for the voltage in a system with 3 PQ devices.

Settings in the Grid Code
®  Period limits:
—  Hysteresis: 0%
- Averaging time: 00:10:00 (10 minutes)
—  Upper limit: 120%
- Lower limit: 80%
— Interval values: 1
— Interval units: Year
- Max. violation rate: 1%
®  Operational limits:
—  Disabled
® (Classification limits:

—  Disabled
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A.9 Status Indications and Status Commands

A.9

Overview

A.10

Diagram "PQ statistics PQ device 1"
Type="Bar view PQ-Statistics"
Characteristic="Voltage"
Phase="Sum"
DisplayMeasuredData="No"

Diagram "PQ statistics PQ device 2"
Type="Bar view PQ-Statistics"
Characteristic="Voltage"
Phase="Sum"
DisplayMeasuredData="No"

Diagram "PQ statistics PQ device 3"
Type="Bar view PQ-Statistics"
Characteristic="Voltage"
Phase="Sum"
DisplayMeasuredData="No"

Status Indications and Status Commands

SICAM PAS/PQS provides status information and status commands concerning systems, applications, interfaces
and device connections. This information can be visualized for example, in SICAM SCC.

Status information is used in the monitoring direction. Status commands are used in the command direction.
The following 5 types of information are distinguished for the Data Management of SICAM PAS/PQS:

®  Status commands of a system, an application, an interface, or a device
®  Status indications of a system, an application, an interface, or a device
®  Status commands of a telecontrol/bay block of an interface or a device

®  Status indications of a telecontrol/bay block of an interface or a device
Status indications and status commands are evaluated and set by using SICAM PAS/PQS Ul — Operation.

Information - System/Application/Interface/Device

Status Commands

Status commands available in the system have the name _Adm. These commands are available for each level
(systems, applications, interfaces and devices). They are used to specify the target states of the corresponding
level. The values can be predefined as follows:

0 STOPPED target state

1 RUNNING target state

These status commands are of the ADMINC type. They can be mapped as information in the command
direction, for example, to SICAM SCC or a control center.

i 0

NOTE

If the _Adm status commands of the application level, interface level or device level are not up to date, the
system driver, a SICAM PAS/PQS service, does not run. In SICAM PAS/PQS Ul — Operation, this is indicated by
a black exclamation mark on a yellow background. The communication drive does not start up.
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A.11

A.12

A.11 Status Indications

Status Indications

The status indications available in the system have the name _Opr. They are available for each level (systems,
applications, interfaces and devices) and represent the statuses at the time of viewing. The values have the
following meaning:

0 STOPPED

1 RUNNING

These status indications are of the OPER type. They can be mapped as information in the monitoring direction,
for example, to SICAM SCC or a control center.

To view various statuses, the _Adm and _Opr information is combined in SICAM PAS/PQS Ul — Operation:

Table A-3 Display in SICAM PAS/PQS Ul — Operation

_Adm _Opr Icon Meaning/Display
0 (STOPPED) 0 ) Stopped

1 (RUNNING) 0 Q Starting

1 (RUNNING) 1 » Running

0 (STOPPED) 1 ()] Stopping

Information - Telecontrol/Bay Blocking

Device-Specific Status Commands and Status Indications

Status commands

Status commands available in the system for the telecontrol/bay block have the name _BlkAdm. They are
available for master applications on the interface and device level. Only the status indications of a Master
connection are used. They specify the target states of the telecontrol/bay block of the devices. The values are
bit patterns and have the following meaning:

10000, Target state no blocking

20000, Target state bay blocking

30000, Target state telecontrol blocking

40000, ., Target state telecontrol and bay blocking

These status commands are of the ADMINC info type.

Status indications

Status indications available in the system have the name _Blkopr. They are available for Master applications
on the interface and device level. They are used to show the target states of the telecontrol/bay block of the
devices. The values are bit patterns and have the following meaning:

10000, No blocking

20000, Bay blocking set

30000, Telecontrol blocking set

40000, , Telecontrol and bay blocking set

These status indications are of the OPER info type.
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A.13 Channel-Specific Status Commands and Status Indications

i

NOTE

The initiator category in the Properties section of the Value Viewer must be set before sending any
command to the device.

When telecontrol blocking is enabled, set the InitiatorCategory field to LocalControl, before the command
is sent to the device from the bay level.

A.13

A.14

Examples

296

Channel-Specific Status Commands and Status Indications

The telecontrol block sets the BlockState structure value to remote blocked. The control center connection
evaluates the structure value.

To bypass the telecontrol block for a specific channel, the value 50000, _ (Ignore telecontrol block) is entered

hex
in the _BIkAdm status command.

In this case, the information is transmitted despite the telecontrol block.

You can modify the structure value in the ValueViewer, by using the automation function, SICAM SCC, or from
the control center.

Information - Switching Authority

In SICAM PAS/PQS Ul — Configuration, each topological level (region, station, voltage level and bay) can be
assigned a switching authority.

For each parameterized switching authority, a specific switching authority tag (AuthorityValue xx) is created.
The names of these tags can be freely changed.

The effectiveness of the switching authority tags is deactivated after parameterization (Value 0). During the
system runtime, it is activated by using a control center connection, SICAM SCC or the Value Viewer (value
unequal 0).

Before executing a command, the system checks whether the switching authority tag allows the command
execution at the current time.

The switching authority tags are checked from the lowest to the next higher topology level. As soon as
a defined switching authority tag (value unequal 0) has been found, this value is used for checking the
command output conditions.

If switching authority tags have been parameterized on the Station, Voltage and Bay levels and all switching
authority tags are set to Unequal 0, only the switching authority on the bay level is effective for the command
output.

If you have set the switching authority tag for the bay for example, to Remote 1 and the switching authority
tag for the station to Local 1, the command output for the bay can still be performed remotely although Local
control has been defined for the station concerned.

Table A-4 Defining the switching authority, example

Application Local Remote

Interface 1 2 3 1 p) 3 4 )
SICAM PAS/PQS Ul X

SICAM SCC 1 X X

SICAM SCC 2 X X X

IEC 60870-5-101 - LS1 X X

DNP3 - LS X X
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A.15 Control Commands for the SIMEAS R Device

Application Remote

Interface 1

IEC 60870-5-104 — LS1 X X

IEC 60870-5-104 — LS2 X X

Example - SICAM SCC1:

SICAM SCC1 has the switching authority if Local 1 or Remote 1 has been set in the AuthorityValue xx. This
also applies to all other rows.

i 0

NOTE

If the switching authority Local x is configured for an interface, you can assign any switching permission
for Local x and Remote x from the application of this interface during operation.

If the switching authority Remote x is configured for an interface, you can assign the switching permission
Local x from the application of this interface during operation only while Remote x has the switching
permission.

A.15 Control Commands for the SIMEAS R Device
By using the Value Viewer you can transmit the following commands to the SIMEAS R device:
®  Setting the Control Mode, Page 299
®  Acknowledging a Group Alarm, Page 299
® Triggering of a Fault Record, Page 299
To enable control commands for SIMEAS R, open the Mapping view in SICAM PAS/PQS Ul — Configuration.
Under Information - Command direction, register Status, activate in the Use column:
® c_sys_ControlMode for setting the control mode
® c_sys GeneralAcknowledge for acknowledging group alarm
® c_sys TriggerManual for manual triggering of fault records
Control commands for the SIMEAS R are triggered by means of the Value Viewer. The following screenshot
shows an example of the control mode settings for the Test mode of a SIMEAS R device.
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A.15 Control Commands for the SIMEAS R Device

Setting the Control Mode

To setup the control mode for a device:

<>

<>
<>
¢

<%
<&

Open the Value Viewer.
Select the value c_sys_ControlMode in the ValueName column.
Under Properties, select the value Command from the CauseOfTransmission list box.

Enter a value in the Value field:
1 for Normal

2 for Test

3 for Lock

Select the Control check box.

To define the operation mode for the device, click Transmit.

Acknowledging a Group Alarm

To acknowledge a group alarm:

S T

Open the Value Viewer.

Select the value c_sys_GeneralAcknowledge in the ValueName column.

Under Properties, select the value Command from the CauseOfTransmission list box.
Enter the value 1 in the Value field.

Select the Control check box.

To acknowledge the group alarm, click Transmit.
The LED on the device goes off.

Triggering of a Fault Record

To manually trigger fault records:

< Open the Value Viewer.
< Select the value c_sys_TriggerManual in the ValueName column.
< Under Properties, select the value Command from the CauseOfTransmission list box.
< Enter the value 1 in the Value field.
< Select the Control check box.
< To execute the command click Transmit.
A fault record will be triggered on the device and transmitted to SICAM PAS/PQS.
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A.16 Security-Related Messages

A.16 Security-Related Messages

Messages Referring to SICAM PAS/PQS

Source - Referred System Component

PR Ul — Configuration
PY Ul — Operation
Ul — Operation Client
®3 Value Viewer
Feature Enabler
24| Easy Configuration

Tool started/closed
User added/modified/deleted
User role and rights changed

MIEAEIES User Administration

Password changed

Security-relevant software configuration changed

(syslog parameters, for example, IP address and port,
enabling/disabling User login etc.)

x

Login failed

Login succeeded

Manual logout (user-initiated logout)

X | X | X[ X
X | X | X[ X
X | X | X[ X
X | X | X[ X

Timed logout (automatic logout after a period of inactivity)

Value substituted

X [ X | X | X |[X]|X

Wrong password entered (when substituting values)

Configuration changed (Update system, Activate changes,
user initiated redundancy switchover)

Alarm incident: Unsuccessful login attempt X X X X X X

Password changed for:
e SNMPV3
e FTP

® |EC60870-5-101 dial up
Secure authentication for the archive enabled/disabled X

Security parameters enabled/disabled for:

e DNP3

® |EC60870-5-104

e |EC61850

All connection requests logged from any IP address for:
®  DNP3 Slave

® |EC60870-5-104 Slave

® |EC 61850 Server
All authentication results for DNP3 Slave X

All secure communication results for:
®  DNP3 Master/Slave

® |EC 60870-5-104 Master/Slave
® |EC 61850 Client/Server
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Enabling asset monitoring (SNMP Agent)

A.16 Security-Related Messages

Source - Referred System Component

Ul - Configuration

Ul — Operation

Ul - Operation Client
Value Viewer
Feature Enabler
Easy Configuration

¥ User Administration

Attempted use of unauthorized configuration software
When EnableFeature.dll is not signed or version mismatch

Messages Referring to SICAM PQ Analyzer

Event
Login succeeded

Remark

Successful login of client (SICAM PQ Analyzer, SICAM
PQ Collector) to SARA server

Login failed

License missing, unauthorized user

Manual logout (user-initiated logout)

Client (SICAM PQ Analyzer, SICAM PQ Collector)
disconnects from SARA server

Alarm incident: Reboot

Startup of SARA server

Alarm incident: Reboot

Shutdown of SARA server

Fault records imported

Manual import of fault records from SICAM PQ
Analyzer

PQ data imported

Manual import of PQ data from SICAM PQ Analyzer

Incident deleted

Deletion of an incident from SICAM PQ Analyzer

Incident acknowledged

Acknowledgement of an incident from SICAM PQ
Analyzer

Incident comment added/edited/deleted

Add/Edit/Delete incident comment from SICAM PQ
Analyzer

Traffic light added/edited/deleted

Add/Edit/Delete traffic light from SICAM PQ Analyzer

Client list cleared

Clear client management list

Manual retrieval of fault records

Manual retrieval of SIMEAS R fault record from SICAM
PQ Analyzer

Manual fault location report generation

Manual fault location report generation from SICAM
PQ Analyzer

Operation failed

Any unsuccessful operation while modifying the
archive content
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