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Legal information

Warning notice system
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indicates that minor personal injury can result if proper precautions are not taken.

NOTICE
indicates that property damage can result if proper precautions are not taken.

If more than one degree of danger is present, the warning notice representing the highest degree of danger will be
used. A notice warning of injury to persons with a safety alert symbol may also include a warning relating to property
damage.

Qualified Personnel
The product/system described in this documentation may be operated only by personnel qualified for the specific
task in accordance with the relevant documentation, in particular its warning notices and safety instructions.
Qualified personnel are those who, based on their training and experience, are capable of identifying risks and
avoiding potential hazards when working with these products/systems.

Proper use of Siemens products
Note the following:

A\ WARNING

Siemens products may only be used for the applications described in the catalog and in the relevant technical
documentation. If products and components from other manufacturers are used, these must be recommended or
approved by Siemens. Proper transport, storage, installation, assembly, commissioning, operation and maintenance
are required to ensure that the products operate safely and without any problems. The permissible ambient
conditions must be complied with. The information in the relevant documentation must be observed.
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Introduction to the Audio Connector 1

Description

By using the Audio Connector for Industrial Edge that works as a gateway on an Industrial Edge
Device (IED), you can connect USB audio devices to the IED and make the audio data available
on the IE databus via the Connectivity Suite (CS) of the Industrial Information Hub (lIH).

A\ crution

Approved USB audio devices

Only use approved USB audio devices.

USB audio devices running under Linux OS are supported.

The Audio Connector is based on PortAudio and the Advanced Linux Sound Architecture (ALSA).
It supports standard USB audio devices, such as microphones, headsets, external sound cards,
etc.

You can analyze the audio data in the IE Flow Creator or in analytic apps you have developed
yourself and use them to find, for example, a motor imbalance.

|
&

Edge Device
IE Flow Creator | Edge Oscilloscope App | New App
i 1 T . Other Siemens apps. .
| |E Databus (MQTT) | |
_ 1* _ _ Application example
 CS Databus Gateway I ] L1 IH Conﬁgur:::\tor weeew Metadata
I .__Gc'.n“.?,%_ query — Audio data
- I"’?q._ ) ki
Audio Cunn?ctor ------ register-...- £ CS Registry

You create the configuration of the Audio Connector, such as the connection to audio devices
and the connection of the metadata topics via the CS MQTT Gateway to the IE Databus, for
example, in the Industrial Information Hub (IIH).

Audio Connector for Industrial Edge V1.0
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Introduction to the Audio Connector
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Installation

2.1 Validity of the documentation

Description

The "Audio Connector for Industrial Edge" documentation is valid for installing the app on an
Industrial Edge Device (IED).

2.2 Overview of additional documentation

Overview

The following table lists additional documents that supplement this description, some of which
are available on the Internet.

Documentation Main contents

Industrial Edge Hub (https:/liehub.eu1.edge.siemens.cloud) | This page describes the functions of the
Siemens Industrial Edge platform and
the functionalities of the Edge Manage-
ment System.

System overview (https://new.siemens.com/global/en/ This page provides an overview of all
products/automation/topic-areasl/industrial-edge/ Edge solutions.
production-machines.html)

Industrial Information Hub (IIH) and Common Configurator | You can find the IIH manual here.
(https://support.industry.siemens.com/cs/document/
109803582/industrial-information-hub-(core)-and-
common-configurator-for-industrial-edge?dti=0&Ilc=en-WW)

IE Flow Creator (https:// You can find the IE Flow Creator manual
support.industry.siemens.com/cs/ww/en/view/109794331) | here.

2.3 System requirements

Note the following system requirements for the installation of the Edge Apps.

Software requirements
The following Internet browsers are required:
¢ Google Chrome, Version = 72

¢ Firefox Version = 62

Audio Connector for Industrial Edge V1.0
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Installation

2.3 System requirements

The following apps are required. The apps are available in the "Library" area of the Industrial Edge
Hub. From there, you can transfer the latest version of the app to your Industrial Edge
Management (IEM) and then install it on your Industrial Edge Device (IED):

IIH (Industrial Information Hub) Configurator

You configure the connections to the audio devices with the Industrial Information Hub und
Common Configurator app and the data streams from the audio devices in the Audio
Connector.

Connectivity Suite
The Connectivity Suite offers a standardized path for data exchange, as well as the
configuration of different data sources. Required apps:

— Databus Gateway
— Registry Service
IE Databus

Note
Installation of the apps

All apps must be installed on the same IED.

Hardware requirements

A device on which the Industrial Edge Management (IEM) is running (VM -1SO: Version 1.0.8)
An Edge device (IED) that is compatible with Industrial Edge Management:

— |ED Model: e.g. SIMATIC IPC 227E Nanobox, SIMATIC IPC 427E, IPC127E and IPC827E

— Hard disk: At least 10 GB available

— RAM: 2 GB available RAM

The Edge device must be on board the Industrial Edge Management.

USB audio devices

The Audio Connector supports all USB audio devices that run on Linux OS. USB audio devices
that only list Windows and Mac are also supported for the most part, since there is usually no
explicit listing for Linux OS. You can find a list of common USB audio devices that work with
Linux OS here: linuxaudio.org (https:/iwiki.linuxaudio.org/wiki/hardware_support)

The USB specification defines a specific class for USB audio devices that allows the IED to
automatically identify USB audio devices. With Linux OS, all USB audio devices are mounted
in /dev/snd after being discovered by the IED operating system. USB audio devices that
comply with this specification are referred to as audio class compliant and can be used with
the Audio Connector. Internally, the Audio Connector provides the Advanced Linux Sound
Architecture (ALSA) drivers to the IED to access and stream data from all detected USB audio
devices.

Unsupported and especially older USB audio devices may require special drivers that are not
available on the IED.

IEM, IED, and web browsers must be synchronous in the UTC time zone.

Audio Connector for Industrial Edge V1.0
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Installation

2.4 Installing Audio Connector on an IED

2.4 Installing Audio Connector on an IED
2.4.1 Overview of the installation process
Description

In the graphic below you can see the steps involved in the installation of an Industrial Edge app
on an Industrial Edge device:

Installation process of an Industrial Edge App
via Industrial Edge Hub

1. Purchase Industrial Edge App
2. Copy Industrial Edge App into Industrial Edge
Management System

Industrial Edge Hub
(IE Hub)

Industrial Edge 3. Install Industrial Edge App on Industrial Edge
Management (IEM) Device (IED)

Industrial Edge 4

: . Launch Industrial Edge App on IED
Device (IED)

[
==

Additional information is available here:

1. Purchasing Audio Connector in the Industrial Edge Hub (Page 10)

2. Copying Audio Connector from the IE Hub to the IEM catalog (Page 11)
3. Installing Audio Connector on the IED (Page 11)

Audio Connector for Industrial Edge V1.0
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Installation

2.4 Installing Audio Connector on an IED
2.4.2 Purchasing Audio Connector in the Industrial Edge Hub

Description

The "Market" tab in the Industrial Edge Hub (IE Hub) contains the global app catalog via which
you can buy the license for the Audio Connector in the Siemens Industry Mall.

1]
T

SIEMENS industrial dge | & &~
A ome
& Market Search application B
& ibrary
= = = = =
(4 - @ =
S == ) - LR
[ i
IEM Instances Energy Manager Ethernet IP Connect...  Inventory LiveTwin Machine Insight
() pownload software
6) wmms
= = = = =
L= User Management -_- rF_X - N
T v, PROFINET "
W W Bl
Modbus TCP Conne... Notifier Performance Insight PROFINET 10 Conne... SIMATIC Automatio...

‘-
Procedure
To buy the license, follow these steps:
1. Click on the icon ™ in the Audio Connector tile.
The Siemens Industry Mall website is loaded.
2. Purchase the license for the app.
3. Assoon as you have purchased the license, the icon for the license status # turns green and
the Audio Connector is displayed in the "Library" tab of the IE Hub.
Result
You can see all apps for which you have purchased licenses in the "Library" tab:
= SIEMENS industisiedge | % & 2
ﬁ'l-(ﬂ'.—
@ rostcrton st s s <@
& sy —o= o besi o S e 2B o
= E ©® .  Ed
B it wntances Audio Connecter Data Service Device ScannerSer...  Drive System Frame...  IE Cloud Connector
{2} oownivad Softunan
& pecumens e _ = _) —
e an B il 1
—— B @ 5 =
: IE Databus IE Flonw Creator IE Mindsphere Con...  IE MQTT Connector  IEOPCUA
.________________® ___________§ _________§® _________§ |
Audio Connector for Industrial Edge V1.0
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Installation

2.4 Installing Audio Connector on an IED

From the "Library" tab, you can now transfer the Audio Connector to your Industrial Edge
Management (IEM) instance.

243 Copying Audio Connector from the IE Hub to the IEM catalog

Description

An I[EM instance and an Internet connection are required to copy an app into the Industrial Edge
Management (IEM) catalog. With this functionality, you can copy the app directly into a catalog
of one of your IEM instances.

Procedure

To copy an app into the IEM catalog, follow these steps:

1.

Open the "Library" tab in the Industrial Edge Hub.

2. Click theicon  in the desired app tile.

The "Copy Application to IEM catalog" window opens. The layout of the window depends on
whether the app contains links for open source software (OSS) and for the readme. The
relevant file is downloaded when you click on one of the links. If the app does not support
these links, the screen is shown without links.

3. In the drop-down list, select the IEM instance to which you want to copy the app.

Click "Copy".
The app is copied, and a corresponding job is created. You can follow the status of the job in
the status window of the corresponding IEM instance.

24.4 Installing Audio Connector on the IED

Description

You can install and start the Audio Connector in the catalog of the Industrial Edge Management
(IEM) instance. To be able to use the Audio Connector on your corresponding Industrial Edge
Device (IED), you must install the following apps on this IED:

IIH Configurator
Databus Gateway
Registry Service
Audio Connector
IE Databus

Audio Connector for Industrial Edge V1.0
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Installation

2.4 Installing Audio Connector on an IED

Requirement

Procedure

12

Note
Industrial Edge Device (IED)

All apps must be installed on the same IED.

* You must be logged onto the Industrial Edge Management (IEM).

* All apps were copied to the catalog. You can find more information here: Copying Audio
Connector from the IE Hub to the IEM catalog (Page 11)

To install the Audio Connector, follow these steps:
1. Open the "Catalog" tab.

2. Click on the "Audio Connector" tile.
The following dialog box opens:

= Management SIEMENS Industs meo Pz @
.ﬂ. o
‘ﬂ Catalog Audio Connector
BE o5 Deices i ; S A
€

Dk Connetiond m

hﬁ. A Al -

8 droups Collects 3 stream of audio dati fom & USH audio device and makes i svailabie 1.8 539C sev

Bl whi-64
qa) oo
Tl V27.95 8
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Installation

2.4 Installing Audio Connector on an IED

3. Click "Install".
The "Install App" dialog window is displayed.

Install App X

—Q— Audio Connector

Siemens AG

1 | Configurations
D pefault (/]

Full Path: Jappiconty

Default

If you already have a configuration file that you want to use, for example, downloaded from a
different IED, you can upload it here. Otherwise, create the configuration of the Audio
Connector in a later step.

4. Click "Next".

5. You can see a table with all associated IEDs. Select one or more IEDs on which you want to
install the app:

Install App X

Audio Connector

Siemens AG
j

1 | Configurations

(B | Q Search Edge Devices = @~ Filters~ Sort~ W& 180f18

Filters ~ Owner X Invitee X  Clear All

artnano1

Multiple NIC

Industrial Edge Device - IPC
Install

artnano3

Multiple NIC

Industrial Edge Device - IPC
Install

artnanod
Multiple NIC

Inductrial Fdas Navies - 1PC

2 Edge Devices selected for installation m Install Later m

i & &
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Installation

2.4 Installing Audio Connector on an IED

6. You have two options to continue:
— Click "Install Later" to schedule the date and time of the installation.

— Click "Install Now" to install the app immediately.

7. Click "Allow".
The installation of the app is started on the selected |IEDs:

‘ Installing Audio Connector x

‘ Audio Connector is being installed on selected Edge Devices. Installation status can be checked in
‘ Job Status or by connecting to each selected Edge Device.

|

Result
The Audio Connector is listed in the "My Installed Apps" tab:

Management SIEMENS Industrial Edge | - @ p 2 @
Group by device ~ | | Q Search Edge Devices %~ Filters +  Sort = n
~ [Jsasnano4 Status: @ Online

? O O o L)

0 r O 410

- / Wy
Audio Connector CS Databus GW CS Registry IE Databus
on sasnanod on sasnanod on sasnano4 on sasnanod
Audio Connector for Industrial Edge V1.0
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Configuring connections to audio devices (lIH
Configurator) 3

Description
After installing the Audio Connector and all other necessary apps on your IED, you configure the
connections to the audio devices in the Industrial Information Hub (II1H).
You can find more information about the IIH here: Industrial Information Hub (IIH) (https://
support.industry.siemens.com/cs/document/109803582/industrial-information-hub-(core)-
and-common-configurator-for-industrial-edge?dti=0&Ilc=en-WW)

Requirement

e The Industrial Information Hub (IIH) is installed and open on your IED.

* Hardware settings on the audio device (read the manual of the audio device for more
information), for example:

— Clocking (clock source), e.g., internal, BNC, digital source, etc.
— Analog gain/amplification

— Phantom power +48 V for capacitor/electret microphones

For many audio devices, you can use the default settings here.

A\ cauTion

Approved USB audio devices

Only use approved USB audio devices.

USB audio devices running under Linux OS are supported.

Audio Connector for Industrial Edge V1.0

Application Manual, 03/2022, A5E51608456-AA 15


https://support.industry.siemens.com/cs/document/109803582/industrial-information-hub-(core)-and-common-configurator-for-industrial-edge?dti=0&lc=en-WW
https://support.industry.siemens.com/cs/document/109803582/industrial-information-hub-(core)-and-common-configurator-for-industrial-edge?dti=0&lc=en-WW
https://support.industry.siemens.com/cs/document/109803582/industrial-information-hub-(core)-and-common-configurator-for-industrial-edge?dti=0&lc=en-WW

Configuring connections to audio devices (IIH Configurator)

Procedure
To configure the connections, follow these steps:

1. Open the "Get Data" tab in the IIH.

(%) GetData
Connector Configuration
14, Organize data
2% Provide Information
{:}} Settings

All installed or available connectors are displayed here. A connector can access multiple
devices simultaneously. The status display shows you how many of the configured devices
(e.g. microphones) are connected and how many tags are being transferred:

Get Data

Available connectors

Audio Connector (1)

:') Configured devices Tags configured
‘5 4 39

Click € to open the Audio Connector manual.

2. Click on "Audio Connector".
You can also see the connector status in the "Overview".

Audio Connector for Industrial Edge V1.0
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Configuring connections to audio devices (IIH Configurator)

3. Open the "Tags" tab:

Get Data Audio Connector

Connectors

Audio Connector @

Here you can see all available tags that are transferred by the connector.

Connector

Audio Connector

Overview Tags

[ | Search...
TAG NAME CHANNEL ON DEVICE
Filter... Y| - Fritter...

[] ~US-16x08: USB Audio (hw:1,0) at index 2

[ ~Umik-1 Gain: 18dB: USB Audio (hw:2,0) atindex 3

[Jcho 0

O ch 1

) Add Datasource

VALUE

4. Click on "Add Datasource" and select "Audio Device" as PLC type.

Audio Connector for Industrial Edge V1.0
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Configuring connections to audio devices (IIH Configurator)

18

5. Fill in the appropriate parameters for the configuration of the audio device:

Add Data Source

PLC Type:

Audio Device

Name:

Audio Device 2

Device Name:

umik-1

Sampling Rate:

‘ 48 kHz

Buffer Size (samples):

‘ 4096

Stream Format:

‘ Int32

[ Cancel l l Save

— Device Name: Displayed in the IED operating system.

— Sampling Rate of the audio device in Hz

— Buffer Size: The number of audio examples that are to be included in each message.

— Stream Format

6. Click "Save".

Audio Connector for Industrial Edge V1.0
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Configuring data streams from audio devices (lIH
Configurator) 4

Description
Define and configure the "Tags" or data points of the connected audio devices according to your
specific audio channels.
Requirement
¢ The connection to the desired audio device was configured.
¢ The parameters for the audio device as well as the connection to the audio device were set.
Procedure

To define the data points, follow these steps:

1. Open the "Tags" tab.

2. Click on the icon to the right of the desired audio device
3. Click "Add Tag".

4. Configure the data point settings:

Add Tag %

Tag Name:

omni

Channel on Device:

Note
Channels of the audio device

If you want to use the first channel, enter => 0 under "Channel on Device".

If you want to use the second channel, enter => 1, etc.

5. Click "Save".

Audio Connector for Industrial Edge V1.0
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Configuring data streams from audio devices (IIH Configurator)

Result

20

6. Click on the desired audio devices and data points you want to activate in the IIH:

[J | Search ‘ ‘ (® Add Datasource
TAG NAME CHANNEL ON DEVICE VALUE
Filter. Filter. I Filter
~JS-16x08: USE Audio (hw:1,0) at index 2

~Umik-1 Gain: 18dB: USB Audio (hw:2,0) at index 3

ch0 0
ch1 1
7. Click "Deploy".

The IIH generates a configuration file in the background (audio_conn_config.json), and sends it
to the Audio Connector. This file defines the data points that are available for the Databus
Gateway. However, no connection has been established yet. You establish the connection by
configuring the Databus Gateway.

The audio data that is actually subscribed to by the IE Databus depends on the data points that
were found by the Databus Gateway and forwarded to the IE Databus.

You can find the configuration file in the "Management" tab of the IED.

Audio Connector for Industrial Edge V1.0
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Configuring data streams from audio devices (IIH Configurator)

i
"configs": [

{
"$schema":"https://siemens.com/connectivity_suite/schemas/audio-connector/1.0.0/config.json",
"config":{

"connections": [
{

"name":"audio-device-1",

"parameters":{
"device_name": mik-1",
"sampling_rate": 48000,
"frame_size": 4096,
"bit_depth": 16,
"num_chan": 1

b
"datapoints": [

{

"name": "omni",
"address": {"channel":"0"}

Audio Connector for Industrial Edge V1.0
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Configuring data streams from audio devices (IIH Configurator)
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Configuring subscriptions of audio devices (Databus

Gateway).

Description

5

Define which data points are going to be published on the IE Databus. To do so, specify the
following parameters in the configuration of the Databus Gateway:

Requirement

The audio devices or connections that will be used.
The data points that will be subscribed to.
The metadata topic of the IE Databus on which the audio data will be published.

The data points of the audio device were defined and activated.

Audio Connector for Industrial Edge V1.0
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Configuring subscriptions of audio devices (Databus Gateway).

Procedure
To configure the connection to the Databus Gateway, follow these steps:

1. Create a configuration file (cs-connector-config.json) with the following parameters by
clicking on "+" when installing the Databus Gateway app in the IEM:

Install App x

Databus Gateway
=

(S

{
"configs": [

{
"$schema":"https://siemens.com/connectivity_suite/schemas/mqtt-gw/1.0.0/config.json",
"config":{

"parameters":{
"mqtt_server_name":"ie-databus",
"mgtt_client_id":"cs-mqtt-gateway",
"'user_name":"edge",
"password":"edge",
"pub_topic_metadata":"ie/m/j/simatic/v1l/cs-mqtt-gtw/dp/r",
"pub_topic_status":"ie/s/j/simatic/v1/cs-mqtt-gtw/status"
},
"data_sources": [
i

"name":"CS-Simulation-Server - Conn.1",

"driver_instance":"csaudioconn",

"connection_name':"audio-playback"
"parameters":{

"request_cycle":85,
"pub_topic_timeseries": "ie/d/j/simatic/v1/cs-simu/dp/r/demo-1/ConnSuiteSubscril",
"subscr_topic_write_req":"ie/d/j/simatic/v1/cs-simu/dp/w/demo-1/ConnSuiteSubscrl",
"pub_topic_write_rsp": "ie/d/j/simatic/v1/cs—simu/dp/w/demo-1/ConnSuiteSubscrl/response",
"pub_topic_read_rsp": "ie/d/j/simatic/v1l/cs—simu/dp/r/demo-1/ConnSuiteSubscrl/response",
"subscr_topic_read_req": "ie/d/j/simatic/v1/cs-simu/dp/r/demo-1/ConnSuiteSubscrl/request"
Y
"datapoints": [
{ "nam ‘left", ‘"parameters": {"data_type":"Int"}},
{ "name":"right", "parameters": {"data_type":"Int"}}

— user_name: Must match the user name in the |IE Databus configuration.
— password: Must match the password in the [E Databus configuration.

— driver_instance: Must be specified as follows: "csaudioconn”
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Configuring subscriptions of audio devices (Databus Gateway).

— connection_name: Must match the name of the data source that was configured in the
IH.

— pub_topic_timeseries: This is the metadata topic on which the audio data is published.

— datapoints > name: Must match the name of the tag that was configured in the IIH below
the data source.

Result
You have defined which data points are going to be published on the IE Databus.

You can find the configuration file in the "Management" tab of the Databus Gateway app.

Audio Connector for Industrial Edge V1.0
Application Manual, 03/2022, ASE51608456-AA 25



Configuring subscriptions of audio devices (Databus Gateway).
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Configuring metadata topics and users (IE Databus)

Description

To use the data of the Audio Connector via the IE Databus, you must also configure the IE
Databus. In the configuration, you subscribe to the metadata topics used by the Audio

Connector.
All System Apps w *
IE Databus Configurator for sasnano4 @ BEABE

User View Topic View Settings

Users © - Topics © - Permission - Action
Search Username T Search Topic T Search Permission T
edge [ ] iel# Publish and Subscribe (]

More information on the configuration of the Databus can be found here: Databus
configuration (https://support.industry.siemens.com/cs/wwi/en/view/109804042)

Note
User name and password

Make sure that the user name, password and metadata topic that you have configured in the
Databus Gateway are used as such in the |IE Databus configuration.
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Configuring metadata topics and users (IE Databus)
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Testing the data flow of the audio data (IE Flow

Creator) 7

Description
By using the IE Flow Creator app, you can quickly and easily test whether data from the audio
device is actually being received.
You can find additional information here: IE Flow Creator (https://
support.industry.siemens.com/cs/ww/en/view/109794331)

Requirement
¢ Install and start the IE Flow Creator app on your IED.

Procedure

To see whether you are receiving data, follow these steps:
1. Open the IE Flow Creator app.
2. Drag the following nodes into the Flow window:
— MQTT subscriber node (iel#)
— JSON parsing node
— Debug node (msg.payload)
3. Enable the Debug node.
4. Deploy the Flow.
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Testing the data flow of the audio data (IE Flow Creator)

Result

In the Debug window, you can see the data stream that flows from the Audio Connector via the
metadata topics in the MQTT Broker Databus Gateway to the IE Databus:

Flow 1 + = wdebug ille xmlom -

ashVersion: 918495654 }

hashiersion: 3279871340 }

3275871340

T21:31:41. 65856907
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Finding errors in log files

Description

There are several causes as to why audio data is not being transmitted. The errors can occur, for

example, in the Databus Gateway or in the Audio Connector.

You have two options for finding errors:

* Log files

The log files contain information on the runtime status of the Audio Connector, for example.

¢ Configuration file

In the configuration file, you can verify whether the parameters, connections, data points,

etc. that were configured in the Audio Connector are correct.

Procedure for log files in the CS Databus Gateway

To download the log files, follow these steps:

1. Click on the three dots (ellipsis) in the Databus Gateway tile:

& Apps

Ii'"ﬁ1 Management

=

[shl  statistics E

2% My User Groups

Audio Connector

g Catalog

‘|' Settings

O

/

Registry Service

2. Click "Download Logs".
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Finding errors in log files

32

Store the log file locally and open it.
The log file may look like this:

EFmLLO I amfe AEREC  Drvinfe-AFI = Deiver-ID*I001° call ‘JerVersscalsfe’..

IRV I i=nfs SQREC Cavinfs-APD - Revd, 'Versicalnfo': Product "dcdic Connsctor” Vandsr "Siemans AG" wersiss V0.5.2
esngrEgy | A8Fa fdr mgr Driver=I0°3601° = AVLTCR STATE FRA ‘O4TTIAY CE-Driver-VeraloalArass 1o ‘SsTting CE-SeTadatatt
TImgERGY | umfo AERFC  Cava-AFD - Draver-ID'I2040° Fegoert mevsdans from Connecsiviny Juuce Driver..

comgrigy | 3285 FGREC  Daza~aPE = Drivez=10-2005° Rowd. ‘Mats jsale-playbacks type "Aodis Device® Satapeints 2°
BTV | Amfs FERIC Bata~AFD “GetMetadra'= 31 "1° SOARESEISAS VILE "I° AavapOLlATS TATAL [DEiver-IDIS81%)

FRRLLAY | wrrerfdc_mgs ERROR Verily Nessdats - could moc found conligured o 'in & N |
SamLigy i ERROR MOTT mMetsdata = ofuld Sot Stusd oeafigured SoRnection TasdlSsSeVISe' 18 StnSestosTs metsdatal
CERL ] HOTT matadats - Caloulatsd Bash 1§ ‘ORAFEOSasr® “3TSTOS4355"

IR ] Fublish Hetadats (les 3331 % BOTT topdc “ile/m/)lsamacic/wl/ce-mgit-giwidpfz®

SrmgLE ] t Driver=I02001° = mwizel stave frem ‘Oeruing CE-Metpdara'' we “Creaving Ci=Jubssripeies’

SEmL 1 Euta-ARPED - Draver-ID'2094° call ‘CrescsSubscriPtion’ or '2* of *2° TAQE (unimowm &) - mEg-seq 'i3%.
SRRgEEgy 1 DaTa-AFf - Orivez-ID'2001° Reply "Czeate Jubesriptiisn I0'100° - AMTagslnts zejected: 9"

crmLL | erpoefgREC  ERRCR Data-APD = C3=Driwer-10°3001' prepare Creavedubscripiions Coafigured mag "rest® was not part of the CE-Jonnecuor’s metadaral
SImgREOY | RTTSTAGRPT  EREOR DATa-AFI - DTiwer-S0°3991° Prepare CresteSubECriptiens Mint of The '1' IOTUARTEd TAQE AFY PAIT of The CI-CONDECTSTE metadace!
aangLEgy | 32Fa far mgn DEiver-I0°2001 = AFLTCE STATE FEda 'CTEATASG CH-SURSCTIpTIGA® T4 STast Cl-Subssriptisat

LY i umfo AERFC  Data~AFD - Draver-ID'3040° Starc Juresmang Subscripoion ID'L0G° from Connecuiviny Suave Driver.
samgrigy | imfs FERPC  Data-APD = Daves=ID'2000" Stast Screandng Subeciptacn ID'22040° from Connsctivicy Ssste Deives.
esmgregy | ARfa SERPC  GRRC Coamesrish cleasd.

EImLE i amfe AERFC  “Fuop® called for Doawer-10°2001°

samRgLtgy ] Ci=Subssription (22040° (Drives=ID'2001') = faform Connectics Hasages about 'Sindehe.

[ Y ] Srreaming Driver=ID'2030° “Scrscr.NoTlficatica® IDAZI060' STaTisTicsr

TIEGEEAM ] = Fubwvr.Fotili celle "3

ERmLEY ] = matal rewd. pootebof meg.len 00

SRR ] - revd, aTApILRTE a

camgthgw I = eexber og=BAD 0"

SrmgLELY i = revd, sed headers g

SEmRgLEOY ] - Sotal Towd. paylosd lem e

omqEgy ] = mEasace lea: AlR 0" max "0 avg 0" {0}

RN ] = Jeraadiesnien)  min " ! omax ® toavg t o L}

FIEGLEgY ] = Deasrialisation: min CO0000" max "COIOIOUDUOON' awg "O0I0I0000000 ()

csmgrag ] = Tramafer: =n SEOOOO0 ma% o THOBOO00 Ay "EOI0ISO000000 (0]

CEmgLLEY ] = Totals min " t omax t L o L]

SaRgLeaY [ Criver=10"2001 = mitch atate focm 'Stazt CS-Schecsiption’ So "Poccessing C3-Mssificaticoms
R ] Briver=I0°2001° = AViTCR STaTe from 'Processing CS-NATAFlCATISRS® T4 ‘Delay ReTryt

THETEAY i Fegianay-AFL - Fovd, "Bag " ot "errvoregletay 0N expiie vime "F00Teec
SemYTEOY | 4280 fer mge Drives=D 2001 = mnimen

CELL | ABf0 SERPC  CTVIALS-APL - Driver-ID*3ssl

e I %2 fgRFT  DovInfo-2FI - Rowd, 'Veseical “Radio Connectes” Vendor “Flesens AG" wwrsion VD0.3.3
SamEEa | imfs Fdr mge Driver=IDS2d0l? = mn o, gy CE-Draves=Verssealafes® we ‘dersing Cd-Mersdara'’
SImgLEOY | smfs FERPS  Daca~ARPE - Draver-ID'2001° Regoest BATadsts CIoMm CORNECTivATY Juite Driver..

Search for the word "ERROR".
All errors are listed, and you can use the marking to recognize the source of the error: gRPC,
dt_mgt, mqtt-p;
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Finding errors in log files

Procedure for log files in the Audio Connector
To download the log files, follow these steps:

1. Click on the three dots (ellipsis) in the Audio Connector tile:

[ ]}
+0

Apps

Management

il statistics x’

E =

28% My User Groups
o Audio Connector Databus Gateway
= Catalog
“|' Settings
— T —
More info

Uninstall

« Download Logs @

Registry Service

2. Click "Download Logs".

3. Store the log file locally and open it.
The log file may look like this:
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audioconn.log

successfull
creating
onfig file is
starting Audio Conn
*AudioConnectorMain started Audio Connectore3sl@dce:
1) To conbot 1o CarverwylherysHOAET\oF atiuba"s ndnm“,“l

lient ('nne(\ﬂﬂ to 00! n", "stream®:"stdout”, "time":
lient registers 6bd-11ec-863f-0242ac11010a to
‘AudioConnectorMain registration client started\n”,"stream:"stdout®,"
T renewing datapoint @ for device Un:
*,*strean”

*strean” : "stdou

created 1 audio streams!\n”,
PL objectsin!

treanmanager
oStreanManager
AudioConnectorMain
:*ConfigAPI initial c
‘AudioConnectorMain

202112~

DatapointManage:
‘AudioConnectorMain cleanup {h{ead started\n'

RegistryClient thread R
tdou :*202
tConfigschena Method Called\n®,*strean

Getcontigschens Method Calledns, *stress

Method C

,"time*
stdout®, "time®:"2621-1

\"Nusber of pac stroan®: *stdout” *2021-1.

\"Exp d packet delay 333 JJJLJJ \n* " ,(dmu

\"Minimum packet delay (s)\ o

\"Maxinum packet delay (s)\:
" :"stdout*, " tim

ean but
-5854132472"}
stdou
*strean”:*stdo :
on 350N data. 15 Valid after
-Nmflgral,zllu conn-

ConfigurationManager previous config file backed up as
ConnectorDiagnostics: :[STREAN #0] Disgnostics Report — 2021-12-86 17:56:
Tog*: *{ ime" : "2021-12. 0.6448978632")
{*log":* “‘D)aqmﬁsnn 10\* \",\n*, ‘zmm "stdout®, *time":"2621-12
{"log’ \"Tine since last report o t

{*log Number of
*2021-

"'a:y 2-06T1

r_'mm.:urnmgmm_ tsTREAY :m
{\n*, "stream" :*stdout*, " tim
{"Diagnostics I0\": \"STREAM #
\"Time since last report (s)\":
umber uf packets expected\"
pac| counted\*
cted|packet dalay
\"Mininum packet delay (
t delay (s)
i

*stdout”, “time*

DataAPl GetMetadata called with
eatesubscription called with C1ient request se
onManager Subscription created with ID 168 \n*,
ription called with client request
ption with ID 100 found and data stream:
DatakPl Subscription 100 stressing 1 datapoints from 2 device
ConnectorDiagnostics:: [SUB #100) Starting diagn
ConnectorDiagnostics: : (U8 #190) Diagnostics Report — 2621-13-06 18:06:
{\n", "stream":"stdout", "time" : “2021-12-64T18;
Disgnostice I0\*: \*Sup #10
Time since last repor
umber of packets expe
\"Number of packets counted\
\"Expected packet delay (s)\"
\"Minimum packet delay (s)\

stream®

trean ou

33333333, \n" , "strean
tdout®, " time®
time*:

o. eeu’aas
0.088205, \n", "strean*
0. uue.'mu—.

021-12-06718:00:17. }
oIt —- 2021-12-86 18:08
7.3718689832"}
t"stdout” , "

\"Mininum packet delay (s)
\"Maxinum packet delay (s)

}\n®, "strean’:*stdout®, *time" : *2021-12-06T18:00:37.3722017272"}

Procedure for configuration file
To download the configuration file, fol

In the "Management > Audio Conn

1.
‘audio-conn-config.json" file:

]
|F Avps

il Management
7 Running

bl
Audio Connector

V037

Statistics

My User Groups

Catalog €S Databus GW

Settings

€5 Registry
V182

IE Databus

Oscilloscape
v0.0.3

1 Stopped

34

7stresm’; sstdout®, “time
u

2021-12
"2021-12-86T17,

50.

2021
*2021-12-86T1

. ‘zm

1-12-06T1
17
06717 :56:50. 779010732~ )

ime® :
202
| "stre: 2621-12-06T17:
50.811664022"}
" : *stdout
56156 83661656127}
stdout®, "time* :*2621-12-06T17;

021-12-06T17:56:50.

y:5005
osnri
1

(“time":

6:50. 8366856852

493721177,
-497291568;
7:38.8846692832")
"stream":"stdout"

~96T17:57

2-84T17:

582865\’ "time®:"2021-12-86T1:

06717157150

8079326912"}
sanitization\n®,"stream":"stdout", "time*:
config. json.1636739949\n"  “strean”: *stdout
0.642699\n", " :"stdout”, "time" : "2621-1

43.1420554082" )
+2021~12-06T17:58:43.1426475652
}

0.6447358062"}

2-96T17

12-96717 5050, 6452008612 )
time* : "20621-12-06T17:68:60. 645
021-12-06T17:58:50. 6453610532")
6454373772")

2844292}

"stream":"stdout","time":"2021-12-86T17:59:50.6955857062"}

9.694325\n"
9:60.6968434142")
2-04T17:59:50
50.69619439
6962757432" }
21-12-06117:69:50. 696528163
:59:50. 6966483882
0. 696732

+*stdout:

an" " s
17.365894\n
12-06T18:00:17.3665968182" }

= “2021-12-06T18:00:17.366619942Z")
21-12-06T18:00:17.3666417462")

06T18:00:17.366663562" )

ut", *time" : "2021-12-86T18:00:17.3666853542'
2021-12-06T18:00:17. 3667073867
“2021-12-06T18:00:17.3667294182"}

37.370941\n" stdout”, “time"

—e6T18 w 37.3719909:
6718 0 9

low these steps:
ector" tab, click the download icon to the right of the

Audio Connector

T V037

Description

Collects a stream of

Storage

Data Storage

Total Storage Use 569.72 M
Application Volumes
Name Action
onfig @ .
audio-conn. 1638739949 E
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Note
Latest configuration file

The latest configuration file is always called "audio-conn-config.json". The name of previous
versions of the configuration file is always extended by the time stamp.

Audio Connector for Industrial Edge V1.0
Application Manual, 03/2022, ASE51608456-AA 35



Finding errors in log files

Audio Connector for Industrial Edge V1.0
36 Application Manual, 03/2022, A5E51608456-AA



Interpreting errors from log files

Description

Here, you can read how to rectify errors found

Identifying supported device settings

in the log files.

At the start, the Audio Connector generates a list of all the recognized audio devices and their
supported settings. Only these valid settings should be used to configure the Audio Connector

in the [IH.

In the example below, you can see which sampling rates,
supported for the Umik-1 audio device:

supports bit depths:
2 input channels

Verifying the connection quality

data types and number of channels are

The Audio Connector regularly generates diagnostics reports on all the active audio data streams

(from the audio devicel/devices Audio Connector) and on the subscriptions (from the Audio

Connector to the CS Databus Gateway). The quality of the connection can be determined by

comparing the number of expected data packets with the number of data packets counted:

ConnectorDiagnostic

{\n", "stream":"stdout", "time":"2022-01-21T19:54:40.178300214Z"}
\"Diagnostics ID\": \"SUB #102\",\n","streal "stdout”,"time":
\"*Time since last report (s)\": 20.021894,\n","stream":"stdout
\"Number of packets expected\": 234, \n“,"stream" s
\"Number of packets counted\ 234,\n", "stream"
\"Expected packet delay (s)\ 0.08533333333333333, \n", "stream"
\"Minimum packet delay (s) 0.0081067,\n", "stream
\"Maximum packet delay (s) 0.263256\n", "stream": "stdout", "time

Hn", "stream":"stdout", "time":"202. 1-21T19:54:40.179234486Z"}

STREAM #1] Diagnostics Report —- 2022-01-21 19:54:48.878995\n",
022 z

805802962 }
iagnostics ID\": \" TREAM #1\", \n"
ime since last report (s)\":
\"Number of packets expected\"
\"Number of packets counted\
\"Expected packet delay (s)\
\"Minimum packet delay (s)

703,\n", "stream": "stdout", "time
703, \n” “stream” tdout", "time"
0.88533333333333333, \n", "stream"

ConnectorDiagnostic

\"Diagnostics ID\"
ime since last report (s)\":
umber of packets expected\":
umber of packets counted\
xpected packet delay (s)\

"Minimum packet delay (s)
\"Maximum packet delay (s)
Hn", "stream":"stdout", "time":
ConnectorDiagnostics::[SUB #162] Diagnostics Report —— 2022
time":"2022-01-21T19:55:00.198191226Z"}
\"SUB #102\",\n", "streal "stdout","time"
20.018837,\n", "stream":"stdout
234,\n", "stream": "stdout”, "time
231, \n” “stream”"‘stdout” “time"
0.88533333333333333, \n", "stream":
0.00122,\n", "stream":"stdout", "time
\ 0.263971\n", "stream"
"2022-01-21T19:55:00.199081374Z"}

\"STREAM #@\",\n","stream stdout",
60.0857994,\n", "stream" : “stdout
763,\n", "stream": "stdout", "tim

697,\n", "stream":"stdout", "time

©0.08533333333333333,\n", stream

0.0003,\n", "stream
0.273199\n", "stream"
"2022-01-21T19:54:48. 9514947742")

iagnostics ID\":
ime since last report (s)\"
umber of packets expected\”

\"Number of packets counted\

\"Expected packet delay (s)\

\"Mm;mum packet delay (s)
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stdout*, "time"

2022-01-21T19
stdout", "time":
":"2022-01-21T19:54:48.881119482" }

tim E
[STREAM #9] Dlagnustlcs Report -- 2022-81-21 19:54:48.949200\n", "stream":"stdout",
{\n","stream":"stdout", "time":"2022-01-21T19:54:48.950776722Z"}

~-21 19:55:00.196586\n", "stream":"stdout", "time": "

1"2022-91-21719:56:00.

[SUB #102] Diagnostics Report —- 2822-81-21 19:54:48.176937\n", "stream":"stdout", "time":"2822-81-21T19:54:40.1781785582" }

40.178358234Z"}
"2022-01-21T719:54:40.1786242187"}

0.178633012"}
"2022-01-21T19:54:40.178696694Z"}
"2022-01-21T19:54:40.178987514Z"}
2022-81-21T1 48.179066858Z" }

"stream":"stdout", "time":"2622-81-21T19:54:48.880397092Z"}

"time":"2022-01-21T19:54:48.8806734162"}
60.01869, \n", "stream": "stdout", "time

"2022-01-21T19:54:48.880763368Z"}
022-01-21T19:54:48.880853044Z" }

8.880941642"}
2022-01-21T19:54:48.881629972Z"}

2022-81-21T19:54:48.8812075362"}

2022-01-21719:54:48.9506084782"}

'tlme“:“2822 01-21T19:54:48.950868626Z"}

1719:54:48.9509599827"}

2022-81-21T19:54:48.951049478Z" }

8.951139082Z"}
922-01-21T19:54:48.951227798Z"}
4:48.9513171142"}
48.9514046662"}

2022-01-21T719:55:00.198005934Z" }

00.198288186Z"}

"2922 01-21T19:55:00.198813558Z"}
198902994,

2022-01-21T1 00.198992186Z" }

37



Interpreting errors from log files

Check connection to the audio device

The diagnostics report can also show whether the connection to an audio device was

interrupted. If that is the

case, the number of counted data packets is shown as 0:

ConnectorDiagnostics::[SUB #102] Diagnostics Report -- 2022-81-21 16:59:53.642891\n", "stream": "stdout", "time":"2022-01-21T16:59:53.644277565Z"}
5!

{\n", "stream":"stdout", "time":"2022-81-21T16:
\"SUB #102\",\n", "stream

\"Diagnostics ID\":
\"Time since last report (s)\
\"Number of packets expected\

\"Number of packets counted\"

\"Expected packet delay (s)\":

\"Minimum packet delay (s)\"
\"Maximum packet delay (s)\":
:*}\n*, “stream*:“stdout”, *time

38

stream":"stdout", "ti|
:%2022-01-21T16:69:53.6467279212"}

53.644581393Z
"stdout", "time
20.00272,\n", "stream":"stdout", "time
234,\n", "stream": "stdou

0,\n", "stream": "stdout",
©.88533333333333333, \n",

null,\n", "stream

null\n",

022-01-21T16:59:53.644979493Z" }
2022-91-21T16:59:53.645076105Z"}
.6451667892"}
.645256429Z7" }
:"2022-01-21T16:59:53.645344989Z2" }
022-01-21T16:59:53.645548401Z"}
:"2022-01-21T16:59:63.645639349Z"}
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Interpreting errors from log files

Alarms and errors
1.

The device format is not supported:

If a configuration is transferred to the Audio Connector (for example, either via the IEM or the
IIH Configurator), which is not supported by one or several audio devices, a warning is output
in the log file that indicates that the desired device settings are not supported. In this case,
the Audio Connector will determine the default settings of the audio devices and attempt to
set up a connection. You must ensure that all the subscribing or consumer apps determine
the device parameters from the meta-data provided (via CS Databus Gateway), instead of
assuming that the configuration that has been provided is fulfilled exactly.

The example shows a possible warning from the log file:

e” : "2022-81-21721:10: 25.325437798Z"
nncctaruugnvsn:s [SYEEAM #@] Starting diagnostics engine 5. 325595&’%2 }
314015462"}

0 "2022-01-21T21

the selected rate, 44180Hz, is not supported by yuux device; will use (hu TeRAGe ATAILE instead:
1721:10:25.3471344972"

v sample rate set to: 48688.8\n","

dioInterfacesManager Trying to set sample rate: 44188.0Hz\n"

3314613787"}
48000.8Hz .

2» 3472389812"}
22-01-21721:108:25.3507878452
aaeeus")

Bad connection quality / data packet loss
The diagnostics report can sometimes show a large discrepancy between the expected and
counted data packets.

— If this behavior occurs with an audio data stream ("STREAM" in the log file), it indicates a
bad connection quality between the audio device and the IED, because not all the data
generated by the audio device arrive at the Audio Connector. The reason for this is most
likely an unsupported audio device or incorrect settings. Try unplugging the USB audio
device and plugging it into another USB port. You should also check whether the device
is compatible with Linux-based operating systems.

— If this behavior occurs with a subscription ("SUB"), it is an indication that the Audio
Connector is not able to make all the data available as quickly to the CS Databus Gateway
as they are produced by the audio device. Try to increase the buffer size of the audio device
or to reduce the sampling rate in the IIH Configurator.

Unsupported hardware devices

Some audio devices cause the Audio Connector to generate many error messages in the log.
This is an indication that the audio device is probably not compatible with Linux-based
operating systems.

The example shows error messages from the log file:
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"Expression
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922-01-21116 .2022624922"
.218483878Z"}
.2328193322"}
.2691922422"}
.2655918892"}
.2823828917"}
.2967369092"}
.3084600112"}
.3194478722"}
.5712160672"}
.5953287632"}
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.621197552" }
.6375629842"}
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97147589Z"}
.7134005592"}
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.8104960282"}
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.9013586017"}
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.9648722942"}
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