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Legal information
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are required to ensure that the products operate safely and without any problems. The permissible ambient 
conditions must be complied with. The information in the relevant documentation must be observed.
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Introduction to the Audio Connector 1
Description

By using the Audio Connector for Industrial Edge that works as a gateway on an Industrial Edge 
Device (IED), you can connect USB audio devices to the IED and make the audio data available 
on the IE databus via the Connectivity Suite (CS) of the Industrial Information Hub (IIH).

CAUTION
Approved USB audio devices
Only use approved USB audio devices.
USB audio devices running under Linux OS are supported.

The Audio Connector is based on PortAudio and the Advanced Linux Sound Architecture (ALSA). 
It supports standard USB audio devices, such as microphones, headsets, external sound cards, 
etc.
You can analyze the audio data in the IE Flow Creator or in analytic apps you have developed 
yourself and use them to find, for example, a motor imbalance.

You create the configuration of the Audio Connector, such as the connection to audio devices 
and the connection of the metadata topics via the CS MQTT Gateway to the IE Databus, for 
example, in the Industrial Information Hub (IIH).

Audio Connector for Industrial Edge V1.0
Application Manual, 03/2022, A5E51608456-AA 5



Overview of procedure

6

5

3

1

4

2

Introduction to the Audio Connector

Audio Connector for Industrial Edge V1.0
6 Application Manual, 03/2022, A5E51608456-AA



Installation 2
2.1 Validity of the documentation

Description
The "Audio Connector for Industrial Edge" documentation is valid for installing the app on an 
Industrial Edge Device (IED).

2.2 Overview of additional documentation

Overview 
The following table lists additional documents that supplement this description, some of which 
are available on the Internet. 

Documentation Main contents
Industrial Edge Hub (https://iehub.eu1.edge.siemens.cloud) This page describes the functions of the 

Siemens Industrial Edge platform and 
the functionalities of the Edge Manage‐
ment System.

System overview (https://new.siemens.com/global/en/
products/automation/topic-areas/industrial-edge/
production-machines.html)

This page provides an overview of all 
Edge solutions.

Industrial Information Hub (IIH) and Common Configurator 
(https://support.industry.siemens.com/cs/document/
109803582/industrial-information-hub-(core)-and-
common-configurator-for-industrial-edge?dti=0&lc=en-WW)

You can find the IIH manual here.

IE Flow Creator (https://
support.industry.siemens.com/cs/ww/en/view/109794331)

You can find the IE Flow Creator manual 
here.

2.3 System requirements
Note the following system requirements for the installation of the Edge Apps.

Software requirements
The following Internet browsers are required:
• Google Chrome, Version ≥ 72
• Firefox Version ≥ 62

Audio Connector for Industrial Edge V1.0
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The following apps are required. The apps are available in the "Library" area of the Industrial Edge 
Hub. From there, you can transfer the latest version of the app to your Industrial Edge 
Management (IEM) and then install it on your Industrial Edge Device (IED):
• IIH (Industrial Information Hub) Configurator

You configure the connections to the audio devices with the Industrial Information Hub und 
Common Configurator app and the data streams from the audio devices in the Audio 
Connector.

• Connectivity Suite
The Connectivity Suite offers a standardized path for data exchange, as well as the 
configuration of different data sources. Required apps:
– Databus Gateway
– Registry Service

• IE Databus

Note
Installation of the apps
All apps must be installed on the same IED.

Hardware requirements
• A device on which the Industrial Edge Management (IEM) is running (VM - ISO: Version 1.0.8)
• An Edge device (IED) that is compatible with Industrial Edge Management:

– IED Model: e.g. SIMATIC IPC 227E Nanobox, SIMATIC IPC 427E, IPC127E and IPC827E
– Hard disk: At least 10 GB available
– RAM: 2 GB available RAM

• The Edge device must be on board the Industrial Edge Management.
• USB audio devices

The Audio Connector supports all USB audio devices that run on Linux OS. USB audio devices 
that only list Windows and Mac are also supported for the most part, since there is usually no 
explicit listing for Linux OS. You can find a list of common USB audio devices that work with 
Linux OS here: linuxaudio.org (https://wiki.linuxaudio.org/wiki/hardware_support)
The USB specification defines a specific class for USB audio devices that allows the IED to 
automatically identify USB audio devices. With Linux OS, all USB audio devices are mounted 
in /dev/snd after being discovered by the IED operating system. USB audio devices that 
comply with this specification are referred to as audio class compliant and can be used with 
the Audio Connector. Internally, the Audio Connector provides the Advanced Linux Sound 
Architecture (ALSA) drivers to the IED to access and stream data from all detected USB audio 
devices.
Unsupported and especially older USB audio devices may require special drivers that are not 
available on the IED.

IEM, IED, and web browsers must be synchronous in the UTC time zone.

Installation
2.3 System requirements
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2.4 Installing Audio Connector on an IED

2.4.1 Overview of the installation process

Description
In the graphic below you can see the steps involved in the installation of an Industrial Edge app 
on an Industrial Edge device:

Additional information is available here:
1. Purchasing Audio Connector in the Industrial Edge Hub (Page 10)
2. Copying Audio Connector from the IE Hub to the IEM catalog (Page 11)
3. Installing Audio Connector on the IED (Page 11)

Installation
2.4 Installing Audio Connector on an IED

Audio Connector for Industrial Edge V1.0
Application Manual, 03/2022, A5E51608456-AA 9



2.4.2 Purchasing Audio Connector in the Industrial Edge Hub

Description
The "Market" tab in the Industrial Edge Hub (IE Hub) contains the global app catalog via which 
you can buy the license for the Audio Connector in the Siemens Industry Mall.

Procedure
To buy the license, follow these steps:
1. Click on the icon  in the Audio Connector tile.

The Siemens Industry Mall website is loaded.
2. Purchase the license for the app.
3. As soon as you have purchased the license, the icon for the license status  turns green and 

the Audio Connector is displayed in the "Library" tab of the IE Hub.  

Result
You can see all apps for which you have purchased licenses in the "Library" tab:

Installation
2.4 Installing Audio Connector on an IED
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From the "Library" tab, you can now transfer the Audio Connector to your Industrial Edge 
Management (IEM) instance.

2.4.3 Copying Audio Connector from the IE Hub to the IEM catalog

Description
An IEM instance and an Internet connection are required to copy an app into the Industrial Edge 
Management (IEM) catalog. With this functionality, you can copy the app directly into a catalog 
of one of your IEM instances. 

Procedure
To copy an app into the IEM catalog, follow these steps:
1. Open the "Library" tab in the Industrial Edge Hub.
2. Click the icon  in the desired app tile.

The "Copy Application to IEM catalog" window opens. The layout of the window depends on 
whether the app contains links for open source software (OSS) and for the readme. The 
relevant file is downloaded when you click on one of the links. If the app does not support 
these links, the screen is shown without links. 

3. In the drop-down list, select the IEM instance to which you want to copy the app. 
4. Click "Copy". 

The app is copied, and a corresponding job is created. You can follow the status of the job in 
the status window of the corresponding IEM instance.

2.4.4 Installing Audio Connector on the IED

Description
You can install and start the Audio Connector in the catalog of the Industrial Edge Management 
(IEM) instance. To be able to use the Audio Connector on your corresponding Industrial Edge 
Device (IED), you must install the following apps on this IED:
• IIH Configurator
• Databus Gateway
• Registry Service
• Audio Connector
• IE Databus

Installation
2.4 Installing Audio Connector on an IED
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Note
Industrial Edge Device (IED)
All apps must be installed on the same IED.

Requirement
• You must be logged onto the Industrial Edge Management (IEM).
• All apps were copied to the catalog. You can find more information here: Copying Audio 

Connector from the IE Hub to the IEM catalog (Page 11)

Procedure
To install the Audio Connector, follow these steps:
1. Open the "Catalog" tab.
2. Click on the "Audio Connector" tile. 

The following dialog box opens:

Installation
2.4 Installing Audio Connector on an IED
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3. Click "Install".
The "Install App" dialog window is displayed.

If you already have a configuration file that you want to use, for example, downloaded from a 
different IED, you can upload it here. Otherwise, create the configuration of the Audio 
Connector in a later step. 

4. Click "Next".
5. You can see a table with all associated IEDs. Select one or more IEDs on which you want to 

install the app:

Installation
2.4 Installing Audio Connector on an IED
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6. You have two options to continue: 
– Click "Install Later" to schedule the date and time of the installation. 
– Click "Install Now" to install the app immediately. 

7. Click "Allow".
The installation of the app is started on the selected IEDs:

Result
The Audio Connector is listed in the "My Installed Apps" tab:

Installation
2.4 Installing Audio Connector on an IED
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Configuring connections to audio devices (IIH 
Configurator) 3
Description

After installing the Audio Connector and all other necessary apps on your IED, you configure the 
connections to the audio devices in the Industrial Information Hub (IIH).
You can find more information about the IIH here: Industrial Information Hub (IIH) (https://
support.industry.siemens.com/cs/document/109803582/industrial-information-hub-(core)-
and-common-configurator-for-industrial-edge?dti=0&lc=en-WW)

Requirement
• The Industrial Information Hub (IIH) is installed and open on your IED.
• Hardware settings on the audio device (read the manual of the audio device for more 

information), for example:
– Clocking (clock source), e.g., internal, BNC, digital source, etc.
– Analog gain/amplification
– Phantom power +48 V for capacitor/electret microphones
For many audio devices, you can use the default settings here.

CAUTION
Approved USB audio devices
Only use approved USB audio devices.
USB audio devices running under Linux OS are supported.

Audio Connector for Industrial Edge V1.0
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Procedure
To configure the connections, follow these steps:
1. Open the "Get Data" tab in the IIH.

All installed or available connectors are displayed here. A connector can access multiple 
devices simultaneously. The status display shows you how many of the configured devices 
(e.g. microphones) are connected and how many tags are being transferred:

Click  to open the Audio Connector manual.
2. Click on "Audio Connector".

You can also see the connector status in the "Overview".

Configuring connections to audio devices (IIH Configurator)
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3. Open the "Tags" tab: 

Here you can see all available tags that are transferred by the connector.
4. Click on "Add Datasource" and select "Audio Device" as PLC type.

Configuring connections to audio devices (IIH Configurator)
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5. Fill in the appropriate parameters for the configuration of the audio device:

– Device Name: Displayed in the IED operating system.
– Sampling Rate of the audio device in Hz
– Buffer Size: The number of audio examples that are to be included in each message.
– Stream Format

6. Click "Save".

Configuring connections to audio devices (IIH Configurator)
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Configuring data streams from audio devices (IIH 
Configurator) 4
Description

Define and configure the "Tags" or data points of the connected audio devices according to your 
specific audio channels.

Requirement
• The connection to the desired audio device was configured.
• The parameters for the audio device as well as the connection to the audio device were set.

Procedure
To define the data points, follow these steps:
1. Open the "Tags" tab.
2. Click on the icon to the right of the desired audio device .
3.  Click "Add Tag".
4. Configure the data point settings:

Note
Channels of the audio device
If you want to use the first channel, enter => 0 under "Channel on Device". 
If you want to use the second channel, enter => 1, etc. 

5. Click "Save".
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6. Click on the desired audio devices and data points you want to activate in the IIH:

7. Click "Deploy".

Result
The IIH generates a configuration file in the background (audio_conn_config.json), and sends it 
to the Audio Connector. This file defines the data points that are available for the Databus 
Gateway. However, no connection has been established yet. You establish the connection by 
configuring the Databus Gateway.
The audio data that is actually subscribed to by the IE Databus depends on the data points that 
were found by the Databus Gateway and forwarded to the IE Databus.
You can find the configuration file in the "Management" tab of the IED.

Configuring data streams from audio devices (IIH Configurator)
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Configuring data streams from audio devices (IIH Configurator)

Audio Connector for Industrial Edge V1.0
Application Manual, 03/2022, A5E51608456-AA 21
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Configuring subscriptions of audio devices (Databus 
Gateway). 5
Description

Define which data points are going to be published on the IE Databus. To do so, specify the 
following parameters in the configuration of the Databus Gateway:
• The audio devices or connections that will be used.
• The data points that will be subscribed to.
• The metadata topic of the IE Databus on which the audio data will be published.

Requirement
• The data points of the audio device were defined and activated.

Audio Connector for Industrial Edge V1.0
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Procedure
To configure the connection to the Databus Gateway, follow these steps:
1. Create a configuration file (cs-connector-config.json) with the following parameters by 

clicking on "+" when installing the Databus Gateway app in the IEM:

– user_name: Must match the user name in the IE Databus configuration.
– password: Must match the password in the IE Databus configuration.
– driver_instance: Must be specified as follows: "csaudioconn"

Configuring subscriptions of audio devices (Databus Gateway).
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– connection_name: Must match the name of the data source that was configured in the 
IIH.

– pub_topic_timeseries: This is the metadata topic on which the audio data is published.
– datapoints > name: Must match the name of the tag that was configured in the IIH below 

the data source.

Result
You have defined which data points are going to be published on the IE Databus.
You can find the configuration file in the "Management" tab of the Databus Gateway app.

Configuring subscriptions of audio devices (Databus Gateway).
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Configuring subscriptions of audio devices (Databus Gateway).
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Configuring metadata topics and users (IE Databus) 6
Description

To use the data of the Audio Connector via the IE Databus, you must also configure the IE 
Databus. In the configuration, you subscribe to the metadata topics used by the Audio 
Connector.

More information on the configuration of the Databus can be found here: Databus 
configuration (https://support.industry.siemens.com/cs/ww/en/view/109804042)

Note
User name and password
Make sure that the user name, password and metadata topic that you have configured in the 
Databus Gateway are used as such in the IE Databus configuration.
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Configuring metadata topics and users (IE Databus)
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Testing the data flow of the audio data (IE Flow 
Creator) 7
Description

By using the IE Flow Creator app, you can quickly and easily test whether data from the audio 
device is actually being received.
You can find additional information here: IE Flow Creator (https://
support.industry.siemens.com/cs/ww/en/view/109794331)

Requirement
• Install and start the IE Flow Creator app on your IED.

Procedure
To see whether you are receiving data, follow these steps:
1. Open the IE Flow Creator app.
2. Drag the following nodes into the Flow window:

– MQTT subscriber node (ie/#)
– JSON parsing node
– Debug node (msg.payload)

3. Enable the Debug node.
4. Deploy the Flow.
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Result
In the Debug window, you can see the data stream that flows from the Audio Connector via the 
metadata topics in the MQTT Broker Databus Gateway to the IE Databus:

Testing the data flow of the audio data (IE Flow Creator)
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Finding errors in log files 8
Description

There are several causes as to why audio data is not being transmitted. The errors can occur, for 
example, in the Databus Gateway or in the Audio Connector.
You have two options for finding errors:
• Log files

The log files contain information on the runtime status of the Audio Connector, for example.
• Configuration file

In the configuration file, you can verify whether the parameters, connections, data points, 
etc. that were configured in the Audio Connector are correct.

Procedure for log files in the CS Databus Gateway
To download the log files, follow these steps:
1. Click on the three dots (ellipsis) in the Databus Gateway tile:

2. Click "Download Logs".
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3. Store the log file locally and open it.
The log file may look like this:

4. Search for the word "ERROR".
All errors are listed, and you can use the marking to recognize the source of the error: gRPC, 
dt_mgt, mqtt-p;

Finding errors in log files
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Procedure for log files in the Audio Connector
To download the log files, follow these steps:
1. Click on the three dots (ellipsis) in the Audio Connector tile:

2. Click "Download Logs".
3. Store the log file locally and open it.

The log file may look like this:

Finding errors in log files
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Procedure for configuration file
To download the configuration file, follow these steps:
1. In the "Management > Audio Connector" tab, click the download icon to the right of the 

"audio-conn-config.json" file:

Finding errors in log files
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Note
Latest configuration file
The latest configuration file is always called "audio-conn-config.json". The name of previous 
versions of the configuration file is always extended by the time stamp.

Finding errors in log files

Audio Connector for Industrial Edge V1.0
Application Manual, 03/2022, A5E51608456-AA 35



Finding errors in log files

Audio Connector for Industrial Edge V1.0
36 Application Manual, 03/2022, A5E51608456-AA



Interpreting errors from log files 9
Description

Here, you can read how to rectify errors found in the log files.

Identifying supported device settings
At the start, the Audio Connector generates a list of all the recognized audio devices and their 
supported settings. Only these valid settings should be used to configure the Audio Connector 
in the IIH. 
In the example below, you can see which sampling rates, data types and number of channels are 
supported for the Umik-1 audio device:

Verifying the connection quality
The Audio Connector regularly generates diagnostics reports on all the active audio data streams 
(from the audio device/devices Audio Connector) and on the subscriptions (from the Audio 
Connector to the CS Databus Gateway). The quality of the connection can be determined by 
comparing the number of expected data packets with the number of data packets counted:

Audio Connector for Industrial Edge V1.0
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Check connection to the audio device
The diagnostics report can also show whether the connection to an audio device was 
interrupted. If that is the case, the number of counted data packets is shown as 0:

Interpreting errors from log files
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Alarms and errors
1. The device format is not supported:

If a configuration is transferred to the Audio Connector (for example, either via the IEM or the 
IIH Configurator), which is not supported by one or several audio devices, a warning is output 
in the log file that indicates that the desired device settings are not supported. In this case, 
the Audio Connector will determine the default settings of the audio devices and attempt to 
set up a connection. You must ensure that all the subscribing or consumer apps determine 
the device parameters from the meta-data provided (via CS Databus Gateway), instead of 
assuming that the configuration that has been provided is fulfilled exactly. 
The example shows a possible warning from the log file:

2. Bad connection quality / data packet loss
The diagnostics report can sometimes show a large discrepancy between the expected and 
counted data packets. 
– If this behavior occurs with an audio data stream ("STREAM" in the log file), it indicates a 

bad connection quality between the audio device and the IED, because not all the data 
generated by the audio device arrive at the Audio Connector. The reason for this is most 
likely an unsupported audio device or incorrect settings. Try unplugging the USB audio 
device and plugging it into another USB port. You should also check whether the device 
is compatible with Linux-based operating systems. 

– If this behavior occurs with a subscription ("SUB"), it is an indication that the Audio 
Connector is not able to make all the data available as quickly to the CS Databus Gateway 
as they are produced by the audio device. Try to increase the buffer size of the audio device 
or to reduce the sampling rate in the IIH Configurator. 

3. Unsupported hardware devices
Some audio devices cause the Audio Connector to generate many error messages in the log. 
This is an indication that the audio device is probably not compatible with Linux-based 
operating systems. 
The example shows error messages from the log file:
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