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Legal information

Warning notice system
This manual contains notices you have to observe in order to ensure your personal safety, as well as to prevent
damage to property. The notices referring to your personal safety are highlighted in the manual by a safety alert
symbol, notices referring only to property damage have no safety alert symbol. These notices shown below are
graded according to the degree of danger.

A\ DANGER
indicates that death or severe personal injury will result if proper precautions are not taken.

A\ WARNING
indicates that death or severe personal injury may result if proper precautions are not taken.

A\ cAuTiON
indicates that minor personal injury can result if proper precautions are not taken.

NOTICE
indicates that property damage can result if proper precautions are not taken.

If more than one degree of danger is present, the warning notice representing the highest degree of danger will
be used. A notice warning of injury to persons with a safety alert symbol may also include a warning relating to
property damage.

Qualified Personnel
The product/system described in this documentation may be operated only by personnel qualified for the specific
task in accordance with the relevant documentation, in particular its warning notices and safety instructions.
Qualified personnel are those who, based on their training and experience, are capable of identifying risks and
avoiding potential hazards when working with these products/systems.

Proper use of Siemens products
Note the following:

A\ WARNING

Siemens products may only be used for the applications described in the catalog and in the relevant technical
documentation. If products and components from other manufacturers are used, these must be recommended or
approved by Siemens. Proper transport, storage, installation, assembly, commissioning, operation and maintenance
are required to ensure that the products operate safely and without any problems. The permissible ambient
conditions must be complied with. The information in the relevant documentation must be observed.

Trademarks
All names identified by ® are registered trademarks of Siemens AG. The remaining trademarks in this publication
may be trademarks whose use by third parties for their own purposes could violate the rights of the owner.

Disclaimer of Liability
We have reviewed the contents of this publication to ensure consistency with the hardware and software
described. Since variance cannot be precluded entirely, we cannot guarantee full consistency. However, the
information in this publication is reviewed regularly and any necessary corrections are included in subsequent

editions.
Siemens AG A5E51011242-AC Copyright © Siemens AG 2023.
Digital Industries ® 10/2023 Subject to change All rights reserved
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General Data Protection Regulation (GDPR) 1

Siemens adheres to the principles of data protection, in particular the principles of data
minimization (Privacy by Design).

For this product, PROFINET 10 Connector, this means:

Personal data

There is no personal data* collected but following data is stored to allow machine to machine
communication:

* Databus credentials

¢ Tags data and metadata from field devices

e Timestamp

¢ Smart device information and app usage data

If the customer links the data mentioned above to other data (e.qg. shift plans) or if the
customer saves personal information on the same medium (e.g. hard disk) and thus creates a
personal reference, the customer has to ensure that the guidelines regarding data protection
are observed.

Note

* This section refers to any personal data processed by the Application other than the personal
data contained in log-files / tracking data (if any). "Personal data" are any information relating to
anidentified or identifiable natural person. Please note that IP-addresses, device identifiers such
as IMEI, UDID, IMSI, MAC-address, MSISDN, location data or machine data (if machine data

tracks events triggered by user interaction with the machine) usually qualify as personal data.

Purposes
The data mentioned above is required for the following purposes:
* Access protection and security measures
* Message system for traceability and availability
* For app diagnosis

Storage of the data is affected for a suitable purpose and is limited to what is strictly
necessary, as the information is indispensable in order to identify the authorized operators.

Securing of data

The above data will not be stored anonymously or pseudonymized, as the purpose
(identification of the operating personnel) cannot be achieved otherwise.

PROFINET 10 Connector V2.1.0
Operating Manual, 10/2023, A5E51011242-AC 5



General Data Protection Regulation (GDPR)

The above data will be used only within the product and within the Edge eco-system and will
not be automatically passed on to third parties or unauthorized persons.

The above data is secured by adequate technical measures, such as storing and encryption of
process data in databases.

The tags data and metadata from field devices data will be used only within the product and
will not be automatically passed on to third parties or unauthorized persons.

The customer must ensure the access protection as part of his process configuration.

Deletion policy

This product does not provide an automatic deletion for the databus or PLC credentials already
provided by the user. In case the user provides a different databus or PLC credentials, the
previous credentials will be overwritten. Since, there is no explicit delete option, the user could
provide invalid databus or PLC credentials to delete the existing valid credentials.

In short, the collected log data will be automatically deleted once the limit is reached (oldest
entries first).

Data configuration
The customer can configure the data collected via the product as follows:
* Using the App Configuration files

¢ Using Common Configurator

PROFINET 10 Connector V2.1.0
6 Operating Manual, 10/2023, A5E51011242-AC



Cybersecurity information

Siemens provides products and solutions with industrial cybersecurity functions that support
the secure operation of plants, systems, machines and networks.

In order to protect plants, systems, machines and networks against cyber threats, it is
necessary to implement — and continuously maintain — a holistic, state-of-the-art industrial
cybersecurity concept. Siemens’ products and solutions constitute one element of such a
concept.

Customers are responsible for preventing unauthorized access to their plants, systems,
machines and networks. Such systems, machines and components should only be connected
to an enterprise network or the internet if and to the extent such a connection is necessary
and only when appropriate security measures (e.g. firewalls and/or network segmentation)
are in place.

For additional information on industrial cybersecurity measures that may be implemented,
please visit
https:/lwww.siemens.com/global/en/products/automation/topic-areas/industrial-
cybersecurity.html.

Siemens’ products and solutions undergo continuous development to make them more
secure. Siemens strongly recommends that product updates are applied as soon as they are
available and that the latest product versions are used. Use of product versions that are no
longer supported, and failure to apply the latest updates may increase customer’s exposure
to cyber threats.

To stay informed about product updates, subscribe to the Siemens Industrial Cybersecurity
RSS Feed under
https://new.siemens.com/globallen/products/services/cert.html.

PROFINET 10 Connector V2.1.0
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Cybersecurity information
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Security Information for Industrial Edge App

Security information (assumption/constraint) for Industrial Edge Apps are as follows:

Only authorized internal operators will have access to Industrial Edge Device with-in secure
network using VPN connection.

Perimeter firewall configuration responsibility lies with end customer.
Security guidelines for usage of USB sticks within shop floor are applied.

Creating users with appropriate access rights needs to be done during commissioning and it
is the responsibility of the operator.

Customer is responsible for configuring the application as per the installation/user manual,
based on system requirements and technical capabilities of app documented so that the
Automation System performance is not impacted.

The systemisinstalled in an environment thatensures physical access is limited to authorized
maintenance personnel only. Managing unauthorized attachment of removable devices is
the responsibility of the operator.

The platform including hardware, firmware and operating system is securely configured and
maintained by the operator.

The operator is capable of protecting the environment from malware infection.

Centralized IT security components (Active Directory, Centralized IT Logging Server) are
provided and well secured by the operator and can be trusted.

The operator personnel accessing the system is well trained in the usage of the system and
general information security aspects like password handling, removable media, etc. are in
place.

Operator is responsible for the Confidentiality, Integrity, and Availability (CIA) of data stored
outside the Industrial Edge Device.

Operator is responsible for configuring the PLCs with appropriate read/write access levels
(Legitimization) and configure Industrial Edge Apps with appropriate passwords for data
collection from PLC's.

Customer takes care about time sync of Industrial Edge Management and Industrial Edge
Device.

For S7+ browsing, from PLC firmware V2.9 and greater the onus lies on the user while trusting
the PLC server certificate.

PROFINET 10 Connector V2.1.0

Operating Manual, 10/2023, ASE51011242-AC



Security Information for Industrial Edge App
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Introduction to PROFINET IO Connector 4

The PROFINET 10 Connector is an application for Industrial Edge Management. This app

implements a PROFINET Controller which cyclically reads the PROFINET 10 (PN 10) data of the
configured PROFINET network. This means, you can directly connect PROFINET devices to the
Industrial Edge Device (IED). This data is published to the Databus application (MQTT broker).

The PROFINET 10 Connector app also provides other PROFINET functionality, for example,
writing 10-Data and acyclic services (PROFINET Data Records).

PROFINET 10 Connector V2.1.0
Operating Manual, 10/2023, A5E51011242-AC 11



Introduction to PROFINET IO Connector
4.1 Overview

4.1 Overview

The PROFINET 10 Connector enables the following use cases for Industrial Edge Management:

PROFINET IO Connector for IIH Essentials

The IIH Essentials is an important central component of the Edge System. It offers a REST API
to apps to access information (historic data). The IIH Essentials receives the data from various
connectors, for example, PROFINET 10 Connector.

g Notifier Machine Performance
o Insight Insight
<

lIH Essentials

Databus

PROFINET IO
Connector

Connectivity

PROFINET 10 Connector as PROFINET Controller

The PROFINET IO Connector operates as PROFINET Controller. Therefore, you can directly
connect PROFINET devices to the IED. For example, you can directly connect PROFINET IO
devices (ET200SP) to IED.

PROFINET IO
Connector

PROFINET Controller

H PROFINET / IE

PROFINET Devices

ET200SP ET2005P

When you want to connect an existing SIMATIC CPU, you must configure the CPU as
PROFINET iDevice. In this way, you can record data from this CPU as well.

PROFINET 10 Connector V2.1.0
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Introduction to PROFINET IO Connector

4.1 Overview

PROFINET IO
Connector

FROFINET
Lo}

PROFINET Controller

B PROFINET / IE

PROFINET iDevice

§7-1500 CPU

PROFINET Controller
Bl PROFINET / IE

I DDD PROFINET Devices
| B

You can combine and connect both PROFINET devices and PLCs as PROFINET iDevices.

PROFINET IO
Connector

FROFIMET
[4]

PROFINET Controller

r r
r_r r.r
r r

H PROFINET / IE

"l
N I

ET2005P ETZ005P

PROFINET
Devices

57-1500 CPU  57-1500 CPU

PROFINET 10 Connector V2.1.0
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Introduction to PROFINET 10 Connector

4.2 Data Flows

4.2

4.2.1

4.2.2

14

Data Flows

Based on the use cases described in previous section Overview (Page 12), the data flow and
functionality of PROFINET |0 Connector may differ.

PROFINET IO Connector and IIH Essentials

The common use case uses the PROFINET 10 Connector as data source for IIH Essentials. [IH
Essentials is the interface for the data processing. The following image depicts the principle:

- Cyclic Read PN 10- Data (Raw Data Format)
- Metadata (ISON)

IIH Essentials

T Mess/des
Databus /

T Messages
PROFINET

10
Connector

N

PN Device

Edge Devi
ge Device O

Il PROFINET / IE

Cyclic Read PN 10-Data

PROFINET 10 Connector as PROFINET interface for Custom App

All the communications of the PROFINET 10 Connector are executed through the Databus.
Custom application can use this interface as well. In this way, the full functional range of the
PROFINET 10 Connector can be used.

The PROFINET IO Connector offers different main functionalities as follows:

* High-speed recording of PROFINET I10-data (cyclic read)

— Raw data format (binary payload): smallest overhead for best performance
— JSON payload: easier handling at client side

Write PROFINET 10-data

PROFINET Data Record Write

PROFINET Data Record Read

PROFINET 10 Connector V2.1.0
Operating Manual, 10/2023, A5E51011242-AC



Introduction to PROFINET 10 Connector
4.2 Data Flows

Edge Edge
App App

T Messages
Databus
T Messages

PROFINET
10
Connector

Edge Device Read PN 10-Data

Read PN Data Records @)
_

)
Write PN 10-Data
Write PN Data Records

PN Device
o : :

W PROFINET / IE

To offer these functions, the app publishes various MQTT topics as follows:

* The cyclic IO data in a RAW Data Format (binary payload) for best performance
* The metadata to describe the structure of the Raw Data as JSON MQTT message
* The cyclic IO data as JSON (optional)

* The Data Record Read response

The app subscribes several topics as follows:

* Write PROFINET 10-data

* PROFINET Data Record Read Request

* PROFINET Data Record Write Request

PROFINET 10 Connector V2.1.0
Operating Manual, 10/2023, A5E51011242-AC 15



Introduction to PROFINET 10 Connector
4.3 Quantity Structure

4.3 Quantity Structure

When using the PROFINET IO Connector you must consider quantity structures at different
levels. The following image depicts the relevant data flows:

Performance Flow-Creator
@ Insight
g e
=3
I @ Data visualization

boai IIH Essentials
“ ) ) »
= t © ., 11H Essentials by Custom App

] Databus

Data published at Databus
k3] PROFINET 10 24 P
o Connector
=
=]
(8]
Ho PROFINET data
[l PROFINET/ IE
|
i)
ET2003P PLC (PN iDevice)

Limits in PROFINET Communication

The limit is defined by the possible PROFINET traffic. The PROFINET 10 Connector bases on the
PROFINET Driver for controller in the variant Linux Native Ethernet Interface. Therefore, you
must cover the limits of this software driver:

Feature Theoretical Limits Successfully Tested
Number of PN Devices maximum 128 12
Number of Ethernet Frames per Millisec- | maximum 13 frames/millisec- | 12
ond ond
IO memory per PN device maximum 1.024 byte 20
IO memory in total maximum 8.192 byte 240
Note
The PROFINET IO Connector as 10 Controller is also successfully tested with 20 connected PN
devices.
Note

When the system load is very high, for example, when another Industrial Edge App is started at
the IED, the PROFINET communication might be interrupted for a short period of time. The
connection is established again automatically. But the PROFINET 10 Connector cannot provide
any data during this time.

PROFINET 10 Connector V2.1.0
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Introduction to PROFINET 10 Connector
4.3 Quantity Structure

It is advisable to configure the PROFINET bus cycle in TIA Portal as big as possible for your
application. You can increase the update time for PN Devices in TIA Portal as follows:

& Topology view | Network view | [IY Device view
% Herwork 1§ connections [Hiw & 29 :J @: = | Hetwork overview | 4
-~
ad ¥ Device
- ~ FROFINET Driver_1
EROERETIOHG | » FROFINET Drive
FROFINET Driver | R PG ysterac]
| | b Sotware PLC_1
| | » FROFINET onbo
_ : ~ ET 2005P station_’
It b 10 device_1
* ET 2005P station_:
I b0 device_2
10 device_1
1M 155-6 PN HF
FROFINET Diriver
v|
<Ju] [>][100% b ——5— W<

& Properties I"l,'.lnfo ylﬂ-}Diagnustics

General l 10 tags ﬂ System constants [ Texts |

Interface aptions
Media redundancy

General 0
¥ L}fd
Ethernet addresses i
 Advanced options Shared Device

10 eontroller outside project

1sochronous mode with access to this 10 device |0 |
~ Real time settings 10 device send clock | 1000 ms | =
b BA RMS Update time
() Calculate updare time automatically
@ Set update tirme manualhy
" Update time: | &.000 ms =]
a4
i ["] Adapt update time when send clock changes
Watchdog time
Accepred update cycles without I
10 data: | 3 |
‘Watchdog time: :_gq.uon ms:

Limits in Publishing to Databus
Databus is a shared service. Therefore, the limit depends on the overall system:
¢ Number of publishers and amount of published data in sum

¢ Number of subscribers and amount of subscribed data in sum

Average Publish Interval

MQTT Trafficin Sum

Test Result

100 milliseconds

1.2 MB/second

v Ok

100 milliseconds

2.4 MBJ/second

X Failed

PROFINET 10 Connector V2.1.0
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Introduction to PROFINET IO Connector

4.3 Quantity Structure

Limits with IIH Essentials

Note

To reduce the amount of data on the databus, you can use the binary payload format instead of
the JSON payload format. Binary format reduces the payload approximately by factor 10 or more.

To know how large a payload message is, you can look in the application log. The relevant

log line looks like this:

PN Read:

size 1lst cyclic binary payload is

'26040"

bytes

This size with the configured publishing interval leads to the total traffic for MQTT. The
formula is as follows:

MQTT traffic= (size.of.payload) = (1) / (publishing interval)

For example, the 26.040 bytes payload size and 100 milliseconds publish interval gives:

26040 Byte * 1/0.1 sec =

Test Environment
e |ED: IPC 227E, Celeron 2930(4C/4T), 8GB, 240 GB SSD

e Binary Publish of PNIO Read Data

¢ PROFINET Configuration

260KB/sec

— 9 stations (PN iDevice), 50 Byte 10 Input memory each

Test Cases with IIH Essentials

Recording Number of Oversam- Resulting Resulting Number of IIH Essen- Test Result
Cycle Tags Defined | pling Factor | MQTT Pay- MQTT Pub- | Archived tials CPU
(tag defini- load Size* lishing Inter- | TagsinIIHEs- | Load
tion) val sentials
1 millisecond | 50 500 234.552 500 millisec- |10 30%-50% v Ok
bytes onds
5 millisec- 60 100 46.952 bytes | 500 millisec- |50 60%-80% v Ok
onds onds
5 millisec- 60 100 46.952 bytes | 500 millisec- | 0** 5%-10% v Ok
onds onds
5 millisec- 90 500 234.552 2.5seconds |O** 5%-10% v Ok
onds bytes
* When using the binary publishing format, the size of the payload only depends on the
size of the PROFINET IO memory and on the oversampling factor. The number of tags is not
relevant, when publishing binary.
** |n this test case, no tags were stored in IIH Essentials.
PROFINET 10 Connector V2.1.0
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Limits in Processing in Custom App

The limit is about the capability of the current version of the Databus to process the MQTT
messages and the custom app to subscribe and to process data provided by the PROFINET |0

Connector. A common approach is to subscribe JSON payload with the PN |O Data Read.

Defined Tags | Recording Cy- | Oversampling | Publishing In- | Tags per Sec- | Test Result
cle terval ond
70 1 millisecond 100 100 millisec- 70.000 X System Over-
onds load
70 2 milliseconds | 100 200 millisec- 35.000 v Ok
onds

Shorter publishing intervals mean a higher system load. If your application allows, you
should use publishing intervals above 200 milliseconds.

Note

For limits reagrding the message size, refer PROFINET 10 Read - Binary Payload (Page 92)
or PROFINET IO Read - JSON Payload (Page 95) depend on the configuration (binary or json).
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Getting Started with PROFINET 10 Connector 5

To set up PROFINET 10 Connector and bring into operation, you must execute the following steps:

1.
2.

Configure IED with Layer-2-Access as described in System Requirements (Page 26).

Install PROFINET 10 Connector app on IED as described in Install PROFINET IO Connector
Application (Page 37).

Configure PROFINET network with TIA Portal. PROFINET IO Connector must be the PROFINET
Controller. Refer, Configuring PROFINET 10 Connector (Page 41).

Configure PROFINET 10 Connector as required. For example, cycle times, oversampling, and
so on. Refer, Configuring PROFINET IO Connector (Page 41).

Create the tag definition file. It is mandatory when you use PROFINET IO Connector with the
IIH Essentials. It is optional when you use PROFINET 10 Connector as PROFINET interface for
custom app. Refer, Configuring PROFINET IO Connector (Page 41).

Download the configuration files (PN config, app config, tag-definition, and user credentials)
on the IED. You can download the sample configuration files from here (https://
support.industry.siemens.com/cs/document/109793251).

Involved Components

Apart from the IED with the installed PROFINET IO Connector and the connected PN Devices/
iDevices, Industrial Edge Management (IEM) is also considered.

Edge Management

W LAN

I PROFINET / IE

@] o

PROFINET
10

i
Connector 4l

PN Device
rin vevice
FIN vevice

Edge Device
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Getting Started with PROFINET 10 Connector

To be able to use the PROFINET IO Connector, the following configuration steps are required:

* The IEM is used to install the app in the IED.

* The configuration must be inserted via IEM or Common Configurator, as shown in the
following images respectively:

-

Edge ManageDment

Install APP
Upload Log-Files Download Configuration
LN

[ PROFINET / IE

w w

PROFINET
10
Connector

Edge Device
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-

Edge ManageDment

Upload Log-Files llnstall APP
[

[l PROFINET / IE

@

@

PROFINET
10
Connector

IIH Registry Common
Service Configurator

Edge Device
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Installing PROFINET IO Connector 6

6.1 Prerequisites

The PROFINET 10 Connector uses PROFINET communication. To guarantee proper work, refer
PROFINET network specification (https://www.profibus.com/).

PROFINET 10 Connector V2.1.0
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6.2 System Requirements

6.2 System Requirements
The system requirements for PROFINET IO Connector app are as follows:
Component Requirement
Industrial Edge Manage- Platform VM - 1SO: Version 1.1.9
ment (IEM) Databus V1.1.15
Industrial Edge Device (IED) | IED Model IPC 227E with minimum Quad core
IED Version From ‘ied-0s-1.1.0-39-amd64"
Hard Disk Minimum 1 GB available
RAM 1 GB of available RAM to install app on IED
IIH Essentials Version V1.8
External Dependency Performance Insight |V 1.1.0
(Optional)
TIA Portal V16+HSP or V17
TIA Portal HSP (Hard- | HSP 0307 (PN Driver V2.2) (SIOS 72341852)
ware Support Pack-
age; included V17)
The IIH Essentials is optional. The user app can directly subscribe JSON messages from the Databus.
If you want to use the Common Configurator to configure the PROFINET 10 Connector app,
different requirements are needed:
Component Requirement
Industrial Edge Management | Platform V1.5.6
(IEM) Databus V1.1.15
Industrial Edge Device (IED) IED Model IPC 227E with minimum Quad
core
IED Version From 'ied-0s-1.3.0-57-amd64'
Hard Disk Minimum 2 GB available
RAM Minimum 1 GB available
IIH Essentials* Version V1.8
IIH Registry Service Version V1.8.2
IIH Semantics Version V1.4.0
Common Configurator Version V1.8
External Dependency Performance Insight (Optional) [V 1.1.0
TIA Portal V16+HSP or V17
TIA Portal HSP (Hardware Sup- HSP 0307 (PN Driver V2.2) (SIOS
port Package; included in V17) 72341852)
Industrial Edge Management (IEM)
In the current version of PROFINET 10 Connector, the app is tested with IEM V1.1.0. This
IEM V1.1.0 version supports Industrial Edge Device onboarding including 'Layer-2-Access'
configuration.
PROFINET IO Connector V2.1.0
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6.2 System Requirements

Industrial Edge Device (IED)

IED must be onboarded in IEM. IED needs special network configuration for 'Layer-2-access'
to run the PROFINET 10 Connector. From IED V1.1, the 'Layer-2-Access' is an integrated
functionality. This is required to operate the PROFINET 10 Connector.

Note

e Itis recommended to configure the 'Layer-2-Access' during onboarding process in the [EM.
For more information, refer How to Configure Layer-2-Access? (Page 121)

* When you are using more than one application using the Layer-2-Access, the resulting IP
address range must be greater than 2.

During the onboarding in IEM, you must configure the following network interfaces of the
IED:

¢ Network interface 1: standard interface with gateway functionality.

¢ Network interface 2: Profinet interface with activated 'Layer-2-Access'.

New Edge Device X

1| pevce [ 2 | newwork nieriace | IR sack | et |
Network Interface o

Gateway | LiaC Address DHCP  IPv4 Netmask Gateway et

Actions
Interface DNS DNS
| dd£5:27:2a:42:69 192.168.178.227 | 255.255.255.0 | 192.168.178.1 & {iii
d4£5:27:2a:42:68 192.168.152.143 | 255.255.255.0 F iii
NTP Serve
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6.2 System Requirements

Add Network Interface X

MAC Address
d4:5:27:2a:42:68

[J DHCP
IPv4 192 168 52 143
Netmask | 255 255 255 a
Gateway
Primary DNS

Secondary DNS

Start IP Address 192 168

Ln
(]
e

.

MNetmask 255

P
Ln
(8]
Fed
LA
Ln
=]

IP Address Range |16 =

The IP address depicted in the above images is the sample value. You must configure these
values as required.
Databus app

The PROFINET 10 Connector publishes its data to Databus. The Databus provides this
published data to other subscribing apps. You must install Databus app on the IED.
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6.2 System Requirements

TIA Portal V16 (HSP for the PN Driver V2.2)

The PN Driver V2.2 is not included automatically in TIA Portal V16. You must install the HSP
(Hardware Support Package). You can download the needed HSP 0307 from the Siemens
support pages.

Note
With TIA Portal V17, this HSP is not required. The PN Driver V2.2 is integrated in TIA Portal V17.

Additional infarmation %

Products Local support packages:
Installation of support packages Name Instslled  Version Type Article number
Componerts HSP HMi Basic Panels KP400, KTP400, KTP400 Po... Yes ¥1.0.0... Hardware GAVEEAT-0AT11-34%0 |
Operating system HSP HMI Comfort Panels 1500, 1900, 2200 Yes Y1.0.0... Hardware GAV21 24-" " CO2-0AX0
HSFO187 ET200MP PN _BA 4.0%1.0 ies A0 571 55-5AAD0-0AAD
ciﬁsmsu? PNDrver V2,2 Yes vi.o Hardware GEST195-3AM00-0YAD =
Cpen wser Communication Wizarg TES T
Open user Communication wazard Yes V14.0 m
FID Classic Control Yes Vi
FIDr Classic Control Yes Vi1 5.
PID Classic Cantrol Yes vi15.
n PID Classic Control Yes iz
FID Classic Control Yes W3
b FID» Classic Control Yes VIS S,
PID Clazsic Cantrol Yes V4
FID Control Yas Vi
FiD» Cantrol Yas Vi1 5.
PID Control Yes VI15. |
< m B
Description:
HSPO307 PNDriver v2.2
Add from file systern | ownload from the intemet
Export Close
=———— .
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6.3 Overview of the installation process

6.3 Overview of the installation process
Installation process of an Industrial Edge app on an IED:

4
IIID9

Industrial Edge Marketplace

Buying a license for Industrial Edge app.

IE Hub
Industrial Edge Hub

(2— Copying Industrial Edge app on the IEM.

IEM
Industrial Edge Management

Installing Industrial Edge app on the IED.

IED
Industrial Edge Device

Starting Industrial Edge app on the IED.
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6.4 Buying an app

You can use the IE Marketplace to purchase an app or app license. To purchase an app, you need
an access code.

Requirement
You have received the access code from your regional Siemens contact.
Procedure
1. In the "Library" screen of |IE Hub, click "Industrial Edge Marketplace".
Managei 9 o EISRAR Purchased (Active) x| Ownedx L System x JRUEVISMMPR o incustrial Edge Marketplace ||
o =
?
Energy Manager

2. Click "Manufacturing & Process Industries".
The Industrial Edge Marketplace opens.
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6.4 Buying an app

3. Click the tile of the app you want to buy.

SIEMENS

PLM Store

Digital Enterpr

Action
O Use
Categories

O Applicatianz

ISty

EIEMENS SIEMENS

SIEMEMNS

O Armapace & Defenze

Energy Manager Energy Manager Asset

Upgrade

O Automative &
Tranzporiation

al Machinery &

Imzurance & Financial

10

Bl imm Tomm | Imds o=

The app description and details are displayed.

Industrial Vulnerability

Manager

[0 Consumer Praducts & Retail nCease arangy el Upgrase tanager by @ The Industrial Vubweasdly Mamager
RREAgy O5dTE L dHferens anakyts anather seet 10 INCreEse Four data prRoERS & LE s b g rviaw ot
O Discrete Industry P . : -
- o o conEUMpTan SETUCTUR &l eenend shapfioor eneegy T R ral 1T I pour sssens
. ARy SloRIFg Yl T Kl & Track on &

[0 Electranicz & BRI IR VO T wtk

- N dally Eaik and...

Semiconduchars :
O Energy & Utilities M

StaNTing price

On the left-hand side, you can see all the preconditions and requirements that apply to the

execution of this app in IEM.
You can purchase all the products you require in one transaction.

32
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6.4 Buying an app

4. Enter the number of licenses required in the "Quantity" input field.

Siermens PLM = Industrial Edge Marketplace = Manufacturing & Process Industries = Performance Insight

Performance Insight

Provided by SIEMENS

O

on Industrial Edge.

Prerequisites
* Industrial Edge Hub Access Do you want to improve machine productivity and service?
* Data Service

Increase your machine's productivity and detect the potential for improvement with best in class
data visualization tailored to your needs. Proven SIMATIC automation know-how now available

Are you a machine manufacturer or machine cperator, working in the field of industrial automation?

Are you interested in creating new business models to generate additional revenue?

Additional Requirements

Performance Insight enables you to achieve your goals by tracking the important machine performance indicators.
Hardware Demands 9 ¥ ¥ a ¥ g p p

ndustrial Edge Management License

ndustrial Edge Devices in Industry Mall Subscription per installed app instance including 3 Assets.

With varicus visualization options, machine cenditicns are displayed according to the user's needs.

Terms & Conditions
Universal Customer Agreement Quantity
ndustrial Edge Supplemental Terms (alpha code 'IEY)

Minimum: 1

Total

£

Disclaimer: Taxes may apply
Infrastructure provider: AWS
Billing Term: Yearly
Subscription Term: Yearly

Supported Purchase Methods: Credit Card, Payment On Account

5. Click "Add to Cart".
The shopping cart is displayed.

i
Billrig Ter

oty
10 % bl Credit Card

Sl scrigton Terme: Yeany Pavment On Account

Additional Info Minimum: 1

veany

Frerequisites.
# Inchusinal Edge Hub Access
#* Data Service

suppaortad Purchase Methods W Debet=

Fromo Code

Prices and o

6. Enter the received access code.

PROFINET 10 Connector V2.1.0
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7. Add other products that are required to use the app to the shopping cart.
To do this, click on the corresponding links under "Prerequisites” and add all the desired
products to the shopping cart in the same way.

™ Cart
@ Q'-':' Supported Purchase Methods W Oslete
110 . it Credit Card
Subscription Term: Yearly Payment On Account
additior nfo Minirmum: 1
‘ Industrial EdgE Hub Access oy Supported Purchase Methods W Oelets
=] iy | - Credit Card
Payrment On Account
‘valid Input: 1
bﬁ: Data Service Oty Supported Purchase Methods W Deler
Biting Term:Yeasly 10 . Credit Card
Fayment On Account
Minirmum: 1
Promo Code
Total:
£ Continue Shopping Payment Type -

8. Select your preferred payment type from the "Payment type" selection list.
Only "Credit Card" payment method is available for third-party apps.
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9. Check again the information provided.

Note

You can edit the number of licenses again. Then click "Apply Quantity Changes".

10.Click "Checkout" and follow the instructions on the screen.

o

Supported Purchase Methods 0
e Credit Card
Payment On Accownt

0 =
Mimimum: 1
Supparted Purchase Methods ¥ Delet=

Credit Card
Payment On Account

o
s |

4k

alid Imput: 1

ral

Supparted Purchase Methods
0 = Credit Card
Payment On Account

Additional Info Minimum: 1

Fromo Code

- . - . pyren Tipe
£ Continue Shopping Payment On Account

After you purchase the app, it appears in the "Library" section of IE Hub. From here, you can
copy the app to your IEM instances. The number of licenses, the license itself and other
details are displayed under "Licenses". If necessary, you can purchase additional licenses of
the app in question from this location.
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6.5 Copy Apps to IEM Catalog

You can copy the PROFINET IO Connector application and required system apps directly to the
catalog of one of your IEM instances.

To copy an app to the IEM catalog, follow these steps:

1. Click 71 on the App tile in "Library" section.
The "Copy Application to IEM catalog" dialog box is displayed.

2. Specify the IEM instance from the drop-down list to which you want to copy the app.

3. Click "Copy".
The app is started copying and a job is created. You can check the status of the job in the job
status screen of the specific IEM instance.
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6.6 Install PROFINET 10 Connector Application

You can install PROFINET 10 Connector application using the catalog. To run the PROFINET IO
Connector application, you must install the following on the corresponding Industrial Edge
Device (IED):

e Databus
¢ |IH Essentials

e PROFINET IO Connector app

Note
All applications must be deployed in a single IED.

Prerequisite
* You must be logged into "Industrial Edge Management".

* The apps have been copied to catalog as described in Copy Apps to IEM Catalog (Page 36).

Procedure

The PROFINET 10 Connector application installation consists of the following steps:

Step 1: Databus deployment

1. Launch "Catalog" and click "Databus".
The page is displayed as follows:

SIEMENS | w e Pg =

2. Click "Install".
The "Install App" dialog box is displayed.

3. Select the IEDs in which you want to install the app.
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6.6 Install PROFINET IO Connector Application

38

4. Do one of the following:
— Click "Install Later" to schedule the installation date and time.
— Click "Install Now" to install the app now.
If you select "Install Now", then an alert message is displayed.

5. Click "Allow".
The Databus is started installing in the corresponding IEDs.

Note

Similarly, you can install IIH Essentials.
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Step 2: PROFINET 10 Connector application deployment

1. Launch "Catalog" and Click "PROFINET 10 Connector".
The page is displayed as follows:

= Management SIEMENS industrialEdge | m ¢ £ @ 2

A Home
& Ccatalo
tef ] PROFINET |0 Connector
J Edge Devices ?
B macups PROFINET
&y taed ops
€ Data Connections L)
& Approjecs Description

FROFINET 10 Comnector
8 Groups “

b Status

Additonal Information
s
% Admin Management ) e

E O

T 340068

2. Click "Install".
The "Install App" dialog box is displayed as follows:

Install App »

—Cl‘)_ PROFINET 10 Connector

Siemens AG
PROFINET

© 03_PROFINET_Config

Full Path: f t

Station_1.PN Driver_1.PNDriverConfi... =

S0

Full Fath

_Tag_Definitions

© 01_app_config

Full Path

© 02_user_Credentials

Full Path

Filters Owmer X iwimse X Cear Al

e —
7 . ied11044ax
\ | R Y T N
LSA Install
Edge i nsta

pn_hs_adpt_tagdefs.json =
pn_hs_adpt_appconfig.ml =

pn_hs_adpt_credentials oml x

W~ Fiiters » Sont » ' 10f1

 instail Later |} nstall Now

You must select all required configuration files in "Configuration" section. The selected

configuration files are displayed with green-check circles.

Note

When used with Common Configurator, no configuration file must be uploaded. It is only
relevant when you want to use the old configuration method.
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Note
Sample Configuration Files

You can download the sample configuration files from here (https://
support.industry.siemens.com/cs/document/109793251).

This section comes under 4 file Configuration method also referred as "Legacy mode". If you
prefer to use the 4 file configuration method, it is still available for configuration. However,
if you opt to use the Common Configurator, you will only need to provide a single
configuration file in JSON format. For more information, refer Configuring PROFINET |10
Connector using Common Configurator (Page 72).

3. Select the IEDs in which you want to install the app.

. Do one of the following:

— Click "Install Later" to schedule the installation date and time.
— Click "Install Now" to install the app now.

If you select "Install Now", then an alert message is displayed.

. Click "Allow".

The PROFINET IO Connector is started installing in the corresponding IEDs.
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Configuring PROFINET 10 Connector 7

The PROFINET 10 Connector app can be used according to the project's needs. You can
configure the behavior of app using the configuration files.

The Databus needs some configuration for the PROFINET 10 Connector (topics and user).
These settings must fit to the PROFINET 10 Connector configuration.

The PROFINET configuration is configured with the TIA Portal.

There are three ways to configure the PROFINET 10 Connector:

1. Four separate configuration files (legacy; File based configuration via IEM)

2. One JSON configuration file (recommended; File based configuration via [EM)

3. Configuration using the Common Configurator application (Ul-based)

Note

Using the Common Configurator through a user interface, you can create a JSON configuration
file. This generated JSON file is identical to the one employed for file-based configuration via the
IEM.

Profinet IO Connector configuration is carried out using the TIA Portal. For more information,
refer PROFINET Configuration in TIA Portal (Page 55).
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1.

Configure App with four config files, then switch to use one JSON file

If the application was initially configured with four configuration files, switching to the JSON
config is straightforward. The Common Configurator can either pass the new JSON config to
the app, or the JSON file can be manually uploaded via the IEM.

When the Common Configurator requests the configuration from the PROFINET 10
Connector, the app converts the currently loaded configuration to the JSON file. Then the
required changes can be edited instead of creating the whole JSON.

Configure App with Common Configurator, then switch to use four config files
Because the PROFINET IO Connector ignores the four config files when a JSON config exists,
the new JSON config has to be deleted before updating and using the four config files.

Note

Currently, itis not possible to delete the newly created JSON file configuration because it was
automatically generated by the app and was not passed through the IEM. In this scenario,

attempting to delete the configuration via the IEM results in an error message: "Application
configuration not found."

Follow below steps as a workaround:

* Download Configuration File:
- Download the cs/profinet-conn-config. json file from the IED where the
PROFINET 10 Connector is installed.

¢ Upload Configuration File via IEM:
- Access the IEM interface.
- Upload the profinet-conn-config. json file that you downloaded in the previous
step.

* Delete Configuration File via IEM:
- Locate the profinet-conn-config. json file that you previously uploaded.
- Delete this configuration file from the IEM interface.
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7.1 Configuration using four files

The PROFINET IO Connector application requires configuration files as depicted in the following
image:

App. Config (Cycle times, MQTT topics, etc.)

User Credentials (user/pw for Databus)

W PROFINET Configuration (TIA Portal)
POR

Ax~ Kk K

PROFINET

(o]

Connector JSN Tag Definition File (as S7 Connector) optional

[ PROFINET / IE

* For user credentials for Databus (pn_hs adpt credentials.xml)
* For application settings (pn_hs adpt appconfig.xml)
e For PROFINET configuration (for example, generated from TIA Portal)

* For optional tag definition file (pn_hs adpt tagdefs.json)

Note

* When you change any config file, you must restart the app (for example, using IEM) to
activate the changed configuration.

* Fourfile Configuration method also referred as "Legacy mode". You can still configure using 4
file configuration method.
If you want to use the Common Configurator, only one configuration file is required that is
known as JSON file. For more information, refer Configuring PROFINET 10 Connector using
Common Configurator (Page 72).

Note
Sample Configuration Files

You can download the sample configuration files from here (https://
support.industry.siemens.com/cs/document/109793251).
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Update all configuration files from IEM
Perform below steps to update all or selected configuration files from the IEM .

1. Navigate to "IEM > My Installed Apps > PROFINET IO Connector > Update Configuration"
section. The page is displayed as follows:

Update Configuration x
_(?_ PROFINET 10 Connector
PROFINET Siemens AG

m Installed on ied11044ax

e:'Df-_Tag_DE-ﬁnilinns,

Eull Path: fcfa-dataltaq pn_hs_adpt tagdefs.json =

GC"I_App_CDrIF.g

Full Path: pn_hs_adpt_appconfig.xml x

]
U3 FROEMER Confg Station_1.PN Driver_1.PNDriverConfi... X

Full Path: .icfg-data

) -
DE—USE'—OPdent'a[?_ pn_hs_adpt_credentials.xml x

Full Path: ./cfg-data

Mone

 Update Later il Update Now

2. Select all required configuration files in "Configurations" section.
The selected configuration files are displayed with green-check circles.

3. In the "Actions" section, select "Operation — Restart".

4. Click "Update Later" or "Update Now" as per the requirement.
The selected configuration files will be updated.

User credentials for Databus

The XML filepn_hs adpt credentials.xml contains the username and password for the
Databus (MQTT broker). This configuration must fit to the Databus configuration.
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Application Settings

The XMLfilepn hs adpt appconfig.xml contains several parameters for the PROFINET IO
Connector app. Each line has a comment. You can adjust the parameters according to your
needs. For example:

¢ Name of the PN config file, created by TIA Portal.

¢ Name of the optional tag definition file.

¢ MQTT topic names for published and subscribed topics.
¢ Cycle time for reading the PN IO data.

e Oversampling factor (number of PN 10 cycles are transferred with one MQTT message).

Name of the MQTT Broker
You must configure the name of the MQTT Broker to publish/subscribe the MQTT topics.
You must configure the "ie-databus" (IED V1.1) when using the Databus.

Configure the Time Behavior

The following table lists the two mandatory parameters for the configuration of the timing
behavior of the connector.

Parameter Details

RT Task Cycle [us] Defines the cycle time of the real-time task. It reads the process image
INPUT as record.

MQTT Oversampling Factor | Number of recorded cycles are put together to one MQTT topic - records.

You can configure the timing in the application configuration. The following figure shows the
timing behavior:

MQTT Publishing Interval ~ Oversampling Factor = 2
[ |

,—EII [ E} MQTT Oversampling, e.g. 2
2 records are published together

RT Task Cycle
RT Task RT Task Cylce, e.g. 2 ms
(not synchronized with PN!)

PROFINET Cycle, e.g. 1ms
Operated by the PNDriver internally
Configured in TIA Portal

MQTT Task

B

B FROFINET / IE

The MQTT publishing interval can be calculated as follows:
[MOTT publishing interval] = [RT task cycle] x [Oversampling]
In fact, the application internally uses more parameters.

Timing Configuration Rules and Hints
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The timing configuration rules and hints are as follows:

e Adjust the RT cycle time as small as needed. Small values lead to high CPU and

communication load.

¢ Adjust the MQTT Oversampling Factor to a resulting MQTT publishing interval of
approximately 250 milliseconds (or greater). Short publishing intervals lead to high load of
the Databus.

e The MQTT publishing interval has influence on the delay when using the PN Data Record
Read function. The publishing of Data Record Read responses is connected to the publishing

interval.

Example for 10 milliseconds recording cycle

Parameter Value Comment

RtTaskCy- 10000 Read PROFINET Input Data in 10 milliseconds cycle. For example, the cycle
cleUs time of the real-time thread is 10 milliseconds.

MqttOver- 25 Compose one MQTT message from 25 sets of PROFINET input data.
samplingFac-

tor
Note

The resulting MQTT publishing interval is 10 [ms] x 25 = 250 [ms].

Example for 1 millisecond recording cycle

Parameter Value Comment

RtTaskCy- 1000 Read PROFINET input data in 1 millisecond cycle. For example, the cycle
cleUs time of the real-time thread is 10 milliseconds.

MqttOver- 250 Compose one MQTT message from 250 sets of PROFINET input data.
samplingFac-

tor

Note

The resulting MQTT publishing intervalis 1 [ms] x 250 = 250 [ms].
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How to achieve high-speed recording with MQTT?

To manage the MQTT load, several PROFINET cycles (cycles of the real-time thread) are
composed to one MQTT message = MQTT oversampling. So, one MQTT message contains
several records as follows:

* You can configure independently:
— In what cycle time the PN 10 data should be recorded.

— What MQTT oversampling should be used (how many PN 10 records in one MQTT
message).

* Atypical configuration could be:
— Record PROFINET input data every 5 milliseconds.
— Publish the data every 250 milliseconds (includes 50 records of PN input data).

The PROFINET configuration is performed with TIA Portal. The edge app PROFINET IO
Connector is the PROFINET controller (named "PN Driver") which controls the remote PN
IO stations. You can configure PN iDevices as well for data exchange with other PLCs.

The PROFINET IO Connector supports tag definitions.

You can use the PROFINET 10 Connector without the defined tags (just providing the raw
PROFINET 10 data). To do so, you can use the following two options:

1. Do not provide any tag definition file.
2. Provide a tag definition file without any defined tag

When the PROFINET 10 Connector can read minimum one valid tag definition, it uses the
tags. When the PROFINET 10 Connector cannot read minimum one valid tag definition, it
provides PNIO raw data. This may happen due to different reasons such as faulty JSON format
or unavailability of the tag file.

Note

* In the current version of PROFINET IO Connector, the tag definition file name is fixed
topn hs adpt tagdefs.json. You cannot change its name in the app configuration.
* Onlyin "legacy mode" user can provide a separate tag definition file . With the Common
Configurator it is part of the configuration Ul and also part of the one JSON config file.

Tag Definition File

The 'Tag Definition' file should be compatible with the JSON of the Ul of SIMATIC S7
Connector.

The following example shows the corresponding ‘Tag Definition' file:

{

"message": "TAG_DEFINITION",

"data": [{

"tags":[
{"id":101,"name":"Toggle0", "address":"%l0.0","dataType":"SimpleTagTypeBool"},
{"id":102,"name":"Toggle1", "address":"%l0.1","dataType":"SimpleTagTypeBool"},
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{"id":103,"name":"Toggle2",
{"id":104,"name":"Toggle3",
{"id":105,"name":"Toggle4",
{"id":106,"name":"Toggle5",
{"id":107,"name":"Toggle6",
{"id":108,"name":"Toggle7",

"address":"%I0.2","dataType":"SimpleTagTypeBool"},
"address":"%I0.3","dataType":"SimpleTagTypeBool"},
"address":"%l0.4","dataType":"SimpleTagTypeBool"},
"address":"%I0.5","dataType":"SimpleTagTypeBool"},
"address":"%I0.6","dataType":"SimpleTagTypeBool"},
"address":"%I0.7","dataType":"SimpleTagTypeBool"},

{"id":109,"name":"usintCount","address":"%IB1", "dataType":"SimpleTagTypeUSInt"},
{"id":110,"name
{"id":111,"name

"intSin", "address":"%IW2", "dataType":"SimpleTagTypelnt"},

"realSin", "address":"%ID4", "dataType":"SimpleTagTypeReal"}

|
H
}
The following table describes the properties of the tag definition:
Property Comment
id This is the connection for a specific tag between tag definition and metadata. The
metadata refers to this id.
name Symbolic name of the tag.
address Input address according to the TIA Portal.
dataType Type of the tag.

The following image depicts the TIA Portal example for the above 'Tag Definition' file:

Marme

EVIN - R R ST S

o

9
10
11

cecebbadade

12

# ¥ B [Ta

Default tag table

4 ~ pnioQut

toggled
togglel
toggle2
togqgled
toggled
toggles
toggled
toggle?
usintCount
intSin
realSin

Data type
"gypeloQutStruct”
Bool

Bool
Bool
Boaol
Bool
Bool
Bool
Bool
UsSint

Int

[ Real

Address

Q0.0
%Q0.0
%001
%002
%Q0.3
%004
%Q0.S
Q0.6
%Q0.7
%QB1

BAW2

1#qpa

Retain  Acces. Wnta.  Visibl..  Monitor value
M M & 3
M & M EmE
[ V] [¥] [EFase
[w] [v] [v] [@TRUE
[w] =] [+ [@FaLsE
v [ ETeuE
[+ 3] [¥ @ FaLse
M M M ETwuE
[w] v [v] [EFALSE
] ¥ 2
v [w] -774
[+ =] [#] -0.7740889

When you connect a PN iDevice to PROFINET IO Connector, the input/output transfer is
processed as follows:

PROFINET 10 Connector ET200SP
%l10.0 Input Module
%Q0.0 Output Module

PROFINET 10 Connector

PN iDevice

%l10.0

Output Transfer Area

%Q0.0

Input Transfer Area
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# |PnDrv_04 b Devices & networks

| Topology view | Metwork view | BY Device view

|58 metwork LT comnections (WM connection [+ 1 %8 W 1] &=

| erOBINET Div..
PROFINET Diiver
| | PROFINET Driver
L J
{Prane T}

= 1|

[Software PLC_1 [CPU 15055F]

General | 10 tags | System constants | Texts |
b General =] -
~ PROFINET anboned 1] [l e coenatha (=]

General | Transfer areas

Inverdace assignenent |

Ethermet sddresses | .. Transler area Type  Address in K0 conar,. # Addressin bdevice  Length

Tirne-ol-day synchaoniration | 1 Tranaler area_1 ch 02027 -+ 107 B Byte

¥ Operating made |m 2 Transfer ares_2 = 120..27 = Qo7 8 Byte
b hdevice communication | 3 chddd rieves

b Realtime 2ettings

¥ Advenced options | B

Web server access | i

» Starmup d

bt U

Communication load

Sysem and dock memary
b System diagnostics

FLC larms
b Web server

NS cordiguration

; |l
1 i— 0L

<]

Supported Data Types for Tag Definitions
The supported data types for tag definitions are as follows:
¢ SimpleTagTypeBool

e SimpleTagTypeByte

e SimpleTagTypeWord

e SimpleTagTypeDWord

e SimpleTagTypelLWord

e SimpleTagTypeSint

¢ SimpleTagTypelnt

¢ SimpleTagTypeDInt

e SimpleTagTypellint

¢ SimpleTagTypeUSInt

e SimpleTagTypeUInt

¢ SimpleTagTypeUDInt

¢ SimpleTagTypeULInt

¢ SimpleTagTypeReal

e SimpleTagTypeLReal
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Resulting Metadata

Depending on the tag definition, the PROFINET IO Connector generates the corresponding
metadata.

The metadata can be used to parse the Binary Payload of the high frequency Read PN IO
Data. To get a tag data out of the Binary Payload, the information "ioDataPointAddr" is
required along with its submodule location. For example, 10 Data Point index, Byte Offset,
and Bit Offset.

We cannot use the original S7 address syntax because we do not provide an 10 address. We
provide the address within the |0 Data Point. For example, PN submodule.

The following table shows the examples for I0-Data-Point Addresses:

Address Definition
SOA5.1 Submodule Index 0, Offset inside Submodule Byte 5, Bit 1
S2A0 Submodule Index 2, Offset inside Submodule Byte O

The metadata property sequence is used to provide the hash value for specific metadata and
binary payload. In this way, the consumer has the chance to check the match of both.

For the tag definition example above the PROFINET 10 Connector would create metadata as
shown below:

{
"seq": 3141217411, # hash as connection to thy cyclic payload

"connections":|
{

"name":"profinetxadriver4933",
"type":"pn"’
"dataPoints":|

{
"name":"default",
“topic":"ie\/d\/b\/simatic\/v1\/[pnhs1\/dp\/r",

"publishType":"timeseries",  # can be 'bulk’ or 'timeseries'
"dataPointDefinitions":[

{
"name":"ToggleQ", # name from tag definition file
"id":"101", # reference to tag definition file
"dataType":"Bool", # data type

"ioDataPointAddr":"SOA0.0", # address information to parse the raw data format
(binary payload)
"acquisitionCyclelnMs":"500",

"acquisitionMode":"CyclicOnContinous'
|8
{
"name":"Toggle1",
"id":"102",
"dataType":"Bool",
"ioDataPointAddr":"SOA0.1",
"acquisitionCyclelnMs":"500",

"acquisitionMode":"CyclicOnContinous'

I3
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7.2 Configuration of Databus and IIH Essentials apps

7.2.1 Configuration of Databus

The PROFINET 10 Connector publishes data to the Databus. You must create a user who is
allowed to publish topics.

Prerequisite
* You must be logged into "Industrial Edge Management".

e The PROFINET IO Connector and Databus apps must be installed.

Procedure

To configure Databus, follow these steps:

1. Launch "IEM" and navigate to "My Installed Apps" > Databus > Update Configuration" section.
"Update Configuration" window appears.

Update Configuration X

‘ Installed on Dev1

actionConfig
Full Path: /hemeledgelsim-edge-masqlactionCar
actionConfic

databusConfiguration
Full Path: .Thomeledgeisim-edge-mosg/databus-config-data

appStateConfig
Full Path: ./nomeledge
StateConfig

Mone g

2. Select "databusConfiguration".

3. Click "Update Now".
The configuration is now updated.

Configuration Tasks
The configuration tasks consist of the following two sections:
* Create a user

e Create the MQTT topic(s)
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Create a user
You will need to create a username and password.

Depending on the version of the PROFINET 10 Connector application you are using, add these
credentials to one of the following:

* For PN IO Connector version >= 2.0.0
Add them in the 'profinet-conn-config.json' file within the Common Configurator.

e For PN IO Connector version < 2.0.0:
Insert them into the 'pn_hs_adpt_credentials.xml' file.
Create MQTT topics

The MQTT topics are defined in the app configuration file. The topics to be used are defined
based on the version of the PN 10 Connector application you are using:

* For PN IO Connector version >= 2.0.0:
Topics for the application are defined in the configuration file named "profinet-conn-
config.json."

* For PN IO Connector version < 2.0.0:
Topics for the application are defined in the user app configuration file named
"pn_hs_adpt_appconfig.xml."

Since the topics may vary between different versions, it is essential to provide the databus
user access to a variety of topics to ensure compatibility. For instance, you can use a wildcard
topic structure like "ie/+/j/simatic/v1/pnhs1/#" to grant access to a range of relevant topics.

For specific topic configurations, refer to the default MQTT topics for:
e For Controller Configuration, refer step no. 6 of Add data sources (Page 76).
» For Device Configuration, refer step no. 6 of Add data sources (Page 82).

For practical examples of JSON configuration for both Controller and Device, you can find
detailed guidance in the following resources:

¢ For Controller Configuration example, refer Example of JSON Configuration for Controller
(Page 67).

e For Device Configuration example, refer Example of JSON Configuration for Device
(Page 71).

Ensure that you configure the topics accurately based on your specific requirements and the
version of PN 10 Connector you are using. Proper topic configuration is essential for the
seamless operation of your PROFINET application.

Figure below shows an example of a user along with corresponding topics and access rights:
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Configuration for axburtévm

User View Topic View

Add User Add Topic

Delete User
User [0 Topic Access Rights
Search Username Y Search Topic Y | Search Permission Y
[0 ie/mijlsimatic-v1.0/pnhs1/dplr Publish and Subscribe
[0 ield/bisimatic-v1.0/pnhs1/dplr Publish and Subscribe
Note

You should verify if the topics are actually stored in the configurator. Launch the configurator
again and check if all topics are still there.

7.2.2 Configuration of IIH Essentials

The PROFINET 10 Connector provides data to be stored in IIH Essentials. For this use case, some
configuration of sthe IIH Essentials is required.

IIH Essentials subscribes the metadata of the PROFINET 10 Connector to know the possible
tags provided by the connector. When the metadata is read, IIH Essentials configurator offers
to select specific tags to be stored. These stored tags can be processed by other applications.

IIH Essentials Connection

You must configure the metadata topic of the PROFINETN IO Connector. The metadata topic you
need to configure can be found in the following locations:

» For Controller Configuration, refer step no. 6 of Add data sources (Page 76).
» For Device Configuration, refer step no. 6 of Add data sources (Page 82).

A successful connection will appear as shown in the image below (lIH Essentials also known
as Data Service):
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SIEMENS DATA SERVICE Q%O
@)  connectors | Profinet 10 Connector g8
"C; Connectors @ .
= Profinet 10 Connector

IP Connector & Settings for the connector

g 174
Status

& EE
Connection

& Use Databus settings
Yes

) Metadata topic

ie/mljisimatic/v1ipnhs1/dp

IIH Essentials Tags

When IIH Essentials has received the metadata from PROFINET 10 Connector successfully, the
connection is marked green and you can select tags for storing as follows:

SIEMENS DATA SERVICE 0 & @
@ Assets & Connectivity | Add g[8
‘fi Hierarchy

. Add variable

[i) When a connector and a corresponding tag are selected, the fields for a variable are prepopulated and overwritten

Selecta connector

‘ Profinet 10 Connector v (O Create variable without a connector

Choose a tag

[ o conmungge .

Advanced Retention policy Aggregation

Tag *

‘ pnio_conn::toggle::9:6 ‘

Name *

[ woue \

Data type *

= )

Unit

ag that

Acquisition category *

| processvalue v
Factor * Base *

E == .
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7.3 PROFINET Configuration in TIA Portal

7.3.1 Overview
The PROFINET 10 Connector can be configured in TIA Portal in two ways:

1. Configure it as a PROFINET controller. For more information, refer Configuring PROFINET
Driver as Controller (Page 55).

2. Configure it as a PROFINET device. For more information, refer Configuring PROFINET Driver
as Device (Page 62).

Note

You can configure only one mode at any given time.

7.3.2 Configuring PROFINET Driver as Controller
Follow below steps to configure PROFINET Driver as a Controller:
1. Launch Siemens TIA Portal software and open your TIA Portal project.

2. Click on "Devices & Network" section within the TIA Portal.
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3. Navigate to "PC Systems > Communications modules > PROFINET/Ethernet > PROFINET
Driver" under Catalog section.
The page is displayed as follows:

Project  Edit  View Insert Onlun .Opliom Tools  Window  Help . . Totally Integrated A atlon
I swveprojes | X 11 T X W2 5 W B S cooniine o Gooine p AW ¥ ] " PORTAL
I I HManualDemoPnHsAdapt » Devices & networks - X I-"-'d“l' catalog
Devices | Mant objects | |2 Topolagy view |h Netwark view [} Device view Options [BE]
) (]2 [ wevon]| 1 comecsions [icoveon 1) & % W [0 4 =R
|a| . {2 | | v Catalag g
e Il == LA
|
- e i PROFINET Diiv... B Fiter  Profile: [eAlls [~ e =
' | [ PROFINET Driver_1(PROFL_ | |PROFINET Oriver = » (@i Conrallers ~ |8
|'§| v i Ungrouped devices r:aum [
S| v 55 seceriyy senings = [ PC systems ]
] B Cross-devies lunctions * g PCgeneral El
1 » g common deta » [0 industrisl PCs =
» [E) Documentation settings » [ SIMATIC 57 Open Contraller ;
» [ Languages & resources + [l 5IMATIC 57 Embedded Conaller 2
b (& version contral intersce | » [ SMATIC Thin client "
» [y Omline access . i ¥ [ SINUMERIK operator components 4
b [ Card ReadesUSE memory ; ¥ (il SIMATIE Controller Application 5‘3
» [ SIMATIC HM) spplication o
» (1§ User applications m||&
'J_—i Communications modules 4
- [y PROFINETIERhe met I
» g OP 1604 =
» g OF 1612 (A2) i
b g cP 1613 (A2) ]
» [ OP 1616 onboard
» g CF 1616 =
» g P 1623 B
£ { L] ] |) » g CP 1625 ;
| Reference projects At ]
(& Wb} ey » g cP1628 ||
o srramm B e
4 Properties Itﬁlnfb '] I %l Diagnostics LR 4 18 e genersl
| General ul Cross-references E Compile | » [pgd PROFIBUS
[D][1.]/@)] [show alimesseges = » [ swaamic Bension Units -

4. Double-click on PROFINET Driver MLFB number to add new driver.
The project now contains a PC station with prepared PROFINET Driver.

5. Switch to the "Device view" from "Network View".
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6. Add 'Linux Native' communication interface to the PROFINET Driver.

Froject  Edit  View Inset Online Optiens  Tools Window  Help

N soveproies | @ X 1) G X (9t i B ME W R I coonine X cooine | fp IR %] 1]

B PaDrv_01 » PROFINET Driver_1 [PROFINET Driver]

r
<Search in projects -h

- @ & % S catalog

Project tree

ETﬂpulnw view |dh Network view Iif Device view || Options

|| Devices | Plant objects |
E (2] | dr | (rommeronvert rmormerls] & 12 () (] @2
E > ] Pnon 01
;. - :Md rew device
4 - L
E' . N Device configuration

R Online & disgnostics

= b [ Softwars FLC_1 [CPU 15055F)
= » [ Local modules

» [ PROFIMET Drbver_1 [PROFINET Diiver]
b i Ungrouped devices

» 5§ Security semings

» 38 Cross-device functions

13 @ Common date

» (£ Documentation settings

L3 m Languages & resources

| 3 E'ﬁrsim control interface

| » [ Online sccess

| » [ cord ResdedUSE memory
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7. Configure PROFINET Network.
To configure the required PN devices and assign them to the PN Driver as a controller, follow

these steps:

— Launch "Devices & Networks" if not already open.
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— Navigate to "Network view > Properties > General > Overview of addresses (PROFINET 10-

addresses)."

JDevil:es [ Plantu_lgj_gc!ﬁ |

PnDrv_01 » Devices & networks

PROFINET IO Connector V2.1.0

|,-.5' Topology view ﬂg, MNetwork view [[h‘ Device view ]_
E" E,ﬂ rf Metwork u Connections HI.'u :-' E % i ;1__; @.! _i ]
Pl
* | ] PnDrv_01 -
B Add new device ]
» EQ PC-System_1 [CPU 15155P... FROFINET Drrver CFU 15155F FC
» [[§ PROFINET Driver_1 [FROF...
b ks Ungrouped devices I PROFIMET Driver
b B Security settings =
b 38 cross-device functions TPMIE_T 9
» [g§ common data F
» [E) Documentation semings -
3 E@ Languages & resources
v [ & version control intedace
» [y Onli
Jm ©n ;" ":":J 10 device_1 10 device_2
s e L BT 1M 155-6 FM HF IM 1556 PN 5T
PROFINET Drrver FROFIMET Driver
-
<] m ] [3] [100% | —5— &
e ——
1 : IE Properties I"_x.'\ Info _i_lI %l Diagnostics ]
J General ! 10 tags I System constants Texts J
b PROFINET Subnet Ml e
P = W5 | = FroFmEr Driver_1 prof.. erview of addresses
VJ Reference projects General Overview of addresses
3 = Hardware identifier
. Overview of addrasses Filter: [&] Inputs [+ outputs [ Address gaps
Type Addefr.. Addrto  Size Module R.. | S.. Device name
Q ] 127 128 Bytes Transfer area_1 0 1. Solware FLC_1 [CFU 1
! 0 127 126 Bytes Transfer area_2 0 1. Software PLC_1 [CFU
[ 128 129 2Bytes DI 16x24VDC ST_1 0 1 I0device 1 [IM1556
E I 150 131 2 Bytes D 1 6x24VDE 5T_2 L] 2 1D device_1 [IM 1556
I o 128 129 2Bytes  DQ16x24VDOOSAST1 0 3 10 device 1 [IM 1556
B o 130 131 2Bvtes  DQ16X24VDCIOSAST_2 0 4 10 device_1 [IM 1556

This information is important for the later processing of the cyclic PROFINET IO data,

provided by the PROFINET 10 Connector.

When using 'PROFINET Data Record Read' and 'PROFINET Data Record Write' functions,
you will also need the logical address (LADDR) of the submodules. You can find these
values in the system constants in the TIA Portal as shown in the below image:
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PnDrv_01 » Devices & networks

b—f Metwark Connections |HMI connection |v| ﬂ

PR OFIMET Driv ..
FROFIMET Diriveer

PC-System_ T wwww CPU
CPU 15155F PC 15055P

o

FROFIMNET Driver

10 device_1
I 155-6 FM HF

FROFIMET Driver

10 device_2
I 155-6 FM ST

FROFIMET Drriver

(<] m (3] [100% [+] -

| General || 10 tags || System constants ” Texts

| Show hardware system constanti v|

Marrie Type Hardware identifier Used by
ﬁ 10 device_1-~10Device Hwe_Dewvice 263
810 device_1-Proxy Hw_Subrrodule 265
& 10 device_1~Head Hwe_Submodule 26A
B 10 device_1-~BA_2xPI45~Fort_1 Hwe_Interface 268
B 10 device_1-BA_2xPJ45-Paort_2 Hwe_Interface 269
B 10 device_1~-FROFINET_interface Hwe_Interface 267
B 10 device_1-DI1_16x24%DC_5T_1 Hw_Subrmodule 270
B 10 device_1-DI_16x24%DC_5T_2 Hwe_Submodule 271
B 10 device_1-00_16x24%DC0.54_5T_1 Hw_Subrmaodule 272
B 10 device_1-DQ_16x24%DC0.54_5T_2 Hwe_Submodule 273
B 10 device_1-Server_tmodule_1 Hw_Submmodule 236
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8. PROFINET Configuration File

When you create a TIA Portal project with the PN Driver as a controller, an XML configuration

file is generated during the compilation of the project.

This XML configuration file must be provided to the PROFINET IO Connector application for

proper communication.

Project  EBdit View inset  Online  Options Tools Window Hzlp
S i soveprojec @ X 1 Gy X W2 B MEE QR S coonkne JF Gooffine

Palrv_01 » Devices & networks

R x DU

|Deﬂicns iP‘Iallt objects :

L 1| 2> [5d merwork. 1] comnections FERdlas
= | Pnon_01
B Add new deviee
&b Devices & networks PROPINET Driv... | P Systam_1
» [} Pe-System_1 [CPU 15158P PC] ST BB Drsre | CPU15155P PC
» [ PROFINET Driver_1 [FROFSNET Diriver] 1
b+ 1 Ungeouped devdces ] FROFINET Dirrver ]
b g Secunty settings 1 ¥
¥ g Cross-device hunctions melPROFINET Drivar_1PROFI... jemch

+ g Common dats
b [£] Documentation semings
* LD Languages & resources <]

|

¢+ [& wersion control interace
¥ g Online aceess

b [ Cord ReaderUSE rermory General _I,|]_ Crossqeferences ] Compile

a 10 Show all messages -
Cornpiling finkshed (esrors: 0 warnings: 0)
¥ Path Description

& T PROFINET Duiver_)

0 Hardware configuration
i
]

Corrpiling finished (errors: 00 wamangs: O)

9. Activate Value Status

Goto ¥ Errars  Wamings

” o 0

The XML file for the conbiguration was genersted under D:Pro

Time

9:32:20 AN
:32:28 AM
9:52:28 AN
F:32:29 AW

You have the option to activate the value status for 10 modules. This provides additional

diagnosis information for the application.

Note

Activating the 'Value status' increases the IO memory size.

To activate the 'Value status,’ follow these steps:

Launch "Device view" in the TIA Portal.

— Navigate to "Properties > General > Module parameters > Value status (Quality

Information)".

PROFINET 10 Connector V2.1.0
Operating Manual, 10/2023, A5E51011242-AC

61



Configuring PROFINET 10 Connector

7.3 PROFINET Configuration in TIA Portal

— Enable the value status check box as shown in the below image:

|& Topology view | gh Network view ]l]' Device view
g [er200zpio_drehermim159=] 3 B G| | 1| S 2 4 | | Device ovendew B
- Y Module . Reck  (Slet  eddres O eddress Type
A - * et200zp_io_drehermi o o IM 1556 PN HF
. ‘\ \t' b PROFINET imterface o ox FROFINET interface
‘f 1::" o .ﬁ@ T DO S:24VDTOSAHE_] o 1 DQ 8X24VDCI0.54
J§R é" & FI' ‘p_ r Dl Ba24WDC HF_1 [+] 2 ] Dl Ba24VDC HF
- ¢ " AQ 2N HF_1 [+] 3 A Zullil HF
Al 4xTC HS_1 0 4 53,81 Al £2TC HS
Al 23001 2-4-wire HS_1 o 5 1.4 Al 2x 2+ 4-wire H
- Server modulbe_1 0 Senver module
“mq-I II ] 0

£|m

4 Properties I;j..lnio ]_..l-]-i.-_-.i_)l.igr;ﬂ'&_li'.s ]

General I 10 tags ] System constants 1 Texts |
- General
Project information e parameners
Catalog information Garetl
Identification & Maintenance
Potential group Startup
bl Vodule parameters
General Comparizon prezet to actusl " -
Al canfiguration module: | From CFU -
- Input0-3
Genersl A configuration
= Configuration owendew L ﬂpmal‘irg mads
Diagnostics n
heasurement

Scalable measuring range
- Inputs
Channe| &
Channel 1
Channel 2
Channel 3
WO addresses

7.3.3

62

r ("] REAL representation
»

Value status (Quality Information)

ol Vislue status

Copy of module for § e (MS1)

Copy of module: | hone

Configuring PROFINET Driver as Device

Follow below steps to configure PROFINET driver as a device:

Step 1: Download the GSD Form
1. Navigate to the PROFINET IO Connector V2.1

2. Download the GSDML-V2.42-Siemens-PROFINET-10-Connector-I0D-20230630.xml file from
V2.1.0 of the link: SIOS (https://support.industry.siemens.com/cs/us/en/view/109813215).

Step 2: Copy GSD File to Project
1. Open your TIA Portal project.

2. Locate the "AdditionalFiles" folder within your project directory (e.g., ..

AdditionalFiles/GSD/).

.IProject1/

3. Copy the downloaded GSDML-V2.42-Siemens-PROFINET-IO-Connector-I0OD-20230630.xml

file into the "GSD" subfolder.
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Step 3: Load GSD in TIA Portal

1. Launch TIA Portal.

2. Go to the "Options" menu.

3. Select "Manage general station description files (GSD)".
4. Locate the GSDML file you copied in Step 2.

5. Select the GSDML file and click "Install".

Step 4: Configure PROFINET 10 Connector

1. Go to TIA Portal and select the "Devices & Network" view.

2. In the Catalogue, navigate to "Other field devices" > "PROFINET 10" > "I/O" > "SIEMENS AG" >
"DEVKIT" > "PROFINET Driver".

Project Edit View Insert  COnline  Options Tools Window  Help Totally Integrated Automation

Cf 3R sveprojer & X = X 2l 5 MEE R S coontine (F coofiine fp IR ¥ || [sSearchinprojee | i

Project tree W«

Devices Plant objects ‘5'? Topology view ”EE?: Network view Device view ‘ Options
] £ Newwork, 8 i gt A =R @
~

V‘Catalng

[<search- |[iat]
PN-10-Conn-De ’ || |&Fiter  Profile:
PND

= 7 Froject!
B Add new device

ERTENEY

Bojeses siempien (&

FROFINET-0-Co » [ controllers

Hot assigned ¥ [ Hml

¥ [ FC systems

» [ Drives & starters

» [k Ungrouped devices

» 5§ Fecurity setings

» 38 Cross-device functions
» [3 Unassigned devices

» 4§ common dats

» [5] Documentation settings
» [ Languages & resources
» [ 4 version contral intertace ]

» [ Network companents

» [ Detecting & Monitering

4 ¥ [ Distributed Vo

» [ Powwer supply and distribution
» [ Field devices

"] - @ otherfield devices

» I Online access
» [i Card ReaderUSE memary

» [ Additional Ethemet devices
« [l PROFINET IO
» [ Drives
» [l Encoders
» [ Gateway
~ [ vo
» [ Euchner GrmbH + Ca. K6
» [ Murrelektronik
~ [ SIEMENS AG
» [ compact Field Unit

surppy || sewe C]| sisel g siooy amug =)

e
- [ DEViCIT
100% -] —§—
<u] 9 ~ [l PROFINET Driver
| Properties |74 Info @ [2] Diagnostics | T 10D-Lirnx Native
Hame ‘ General H Cross-references ‘l Compile ‘ . [ FROFINET:C-Connector Device
» [ Ident systems
AN Errrr— B2
» (g PROFIEUS DF
1 [Fath Description » (il FROFIBUS FA
<l ] ] [>1> | mformation

3. Double-click on "PROFINET-IO-Connector-Device" to add it to your project.
Step 5: Configure IP Address and Subnet

Set the IP address and subnet for the PROFINET 10 Connector. Ensure it matches your
controller's network configuration.

Step 6: Assign the Device to a Controller

Assign the PROFINET 10 Connector to the appropriate controller in your project.
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CS_PNIOC_2-PNDIOD-GSD » Devices & networks

|5'? Topology view

% Metwork 3§ Connections |HMI connection

PLC_2 PH-12-Conn-De...
CFU 1515F-2 PN FROFIMNET-O-Ca...

FLC 2

.

BRE A | |
FRAE_T

||5§h Network view

[ & BWEHE R

Y Device viewJ_

Information on IP Address configuration can be found here (Page 124).

Note
Configure module sizes

After the device is assigned to a controller, the addresses of the modules can be configured. In
device mode, the PROFINET IO Connector offers two slots: one for an input module and one for
an output module. These slots are optional, so there is no requirement to define both an input
and an output module. It depends on the your needs whether you configure only one input, one

output, or both modules.

For each module, the user can choose a size ranging from 1 to 1436 bytes or select O to indicate
no module. This module-size is important for later app-configuration.

CS_PNIOC_2-PNDIOD-GSD * Ungrouped devices » PN-IO-Conn-Device [PROFINET-IO-Connector-Device]

‘E Topology view HLE"“ Network view

‘m]‘ Device view | Options

PHHO-Conn-Device [PROFINET, R 3 |[E E) i i
[ 22y Device overview

=

W . [ Module
~ FN-IO-Conn-Device

b Interface

~ [Catalog

E—T

Reck  |Slor  |laddress addr

o
%a&
®
m__ 3] i

64 bytes I_1

bojejea aiempiey (£

e Wit

» [ Head module

64 bytes ©_1
—
]

..

- [ Module

1 byte |
1 byte 0
2 byte |
2hbyte O
4 byte |
4 byre 0

Il 126 bytes|
Il 128 bytes O
Il 16 byt
I REEE
Il 256 bytes|
Il 256 bytes o
Il 32 bwel
Il :2twe
Tl 512 bytes |
Il 512bytes o
Il 1024 bytes |

=
T
&
B
surppy [ sameiqn £ sisel Fﬂ s1001 aupuQ = |

w  ——§-— <] 1

| > Il 1024 tyres ©

|8 Properties

64

|4 info 5 |2 Diagnostics

> | Information
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Step 7: Set the PROFINET Name
1. The PROFINET name is important for device communication with the controller.

2. To change the name, click on the device in the Device View, navigate to "Properties”
>"General" > "PROFINET Interface [X1]" > "Ethernet addresses."

|5';J Topology view ||Eg'h Network view |m'|‘ Device view |_

## [Fr0-ConnDevice [FROFINETI =] B é B (O = Device overview
¥ .. Module
E ¥ PN-IO-Conn-Device
b Interface
64 bytes 1
64 bytes 0_1
=] .
o E
s
FND
(e L] 100% W v & (<]
|§ Properties || Info ”ﬂ Diagnostics |
J General || 10 tags ” System constants ” Texts |
- General W O IF address is set directly atthe device
Catalog information
~ PROFINET interface [1] PROFINET
General
Ethetnet addresses Generate PROFIMET device name automatically
e tilizaticfebantEnats PROFINET device narme: |pnf\o—conn—dewce |
» Advanced options [l -
e = 4 Converted name: | [iElamse i me iy |
Identification & Maintenance L
Hardware interrupts N Device number: | 2 |'|

3. Update the PROFINET name as needed.
Step 8: Note the PROFINET Device Name

Make a note of the PROFINET device name you've configured. You'll need this exact name
later when configuring the application.
Failure to use the correct name may prevent a successful connection.

Note

The'Converted name'is the correct one needed, not the 'PROFINET device name' from the image
shown above.
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7.4 Configuring PROFINET IO Connector using JSON file
7.4.1 Configuring PROFINET 10 Connector as PN controller
7.4.1.1 Introduction

Prerequisites

* You must configure the PN Driver as Controller in TIA Portal. For more information,
refer Configuring PROFINET Driver as Controller (Page 55).

Process

You can configure the PROFINET 10 Connector as controller using a single JSON file.
Perform below steps to configure using JSON file:

1. Download the JSON file from PROFINET IO Connector or create a new configuration file based
on the example mentioned in Example of JSON Configuration for Controller (Page 67). For
more information on how to download JSON file, refer Downloading the JSON file (Page 67).
This JSON file contains the details of user credentials, application setting, app configuration,
and data points.

2. Update the file as necessary and then upload the JSON file to the PROFINE 10 Connector. The
JSON file format is easy to read, configure and edit the details. For more information on how
to configure using JSON file, refer Configure PROFINET 10 Connector using JSON file
(Page 68).

Note

If you are using a JSON file format for configuration, any modifications made to the other four
files will not impact the functionality of the PROFINET IO Connector.
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7.4.1.2 Downloading the JSON file
To download JSON file, follow the below steps:
1. Open Industrial Edge Device and go to “Management”.

2. Click “PROFINET 10 Connector”. The PROFINET IO Connector page opens, as shown below:

SIEMENS A 3
Holes
PR Songeion e 9 PROFINET 10 Connector
Ll statistics 5 j ey VY V2.0.2020
Ry
| V0.9.6
93 s e [ MR PROFINET
& m
B Catalog S Registry
= ’o - -]
Y Settings
TR Description
atabus
£iL PROFINET 10 Connector
. Running
|E Flow Creator
@ w 200
27.74 M5
IIH Configurator 3TLCM:
%ﬂ: V1.6.0-c.3.alpha. 18442474 56.48 KB
=
T— sms3ve
- PROFINET 10 Connector >
g V2.0.2020 Application Volumes
Name Action
o . B cfg-data @
oppe
D ane
—o— | Connsuite_Demo_Driver D cred
X v0.0.2
@) Ce
[ profinet-conn-config.json
ae cso =
™
- oncrg
(44
D tags

3. In the “Application Volumes” section, click the download icon beside cs/Profinet-conn-
config.json. The JSON file will be downloaded to the selected folder.

7.4.1.3 Example of JSON Configuration for Controller
Example of a JSON file is shown below:

{
"configs": [{
"$schema": "https://siemens.com/connectivity suite/schemas/
profinet/1.0.0/config.json",
"config": {
"connections": [{
"parameters": {
"profinet device config": {
"filename": "Station 1.PN-
Driver 1.PNDriverConfiguration.xml",
"content": "PE..." # Base64-coded PROFINET

Configuration from TIA Portal

}I

"rt task cycle us": 4000,

"mgtt oversampling factor": 100,

"mgtt publish binary": false,

"mgtt topic pn rd metadata": "ie/m/j/simatic/v1/pnhsl/
dp",

"mgtt topic pn rd data bin": "ie/d/b/simatic/v1l/
pnhsl/dp/r/pnioc/default",

"mgtt topic pn rd data json": "ie/d/j/simatic/vl/
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pnhsl/dp/r/pnioc/default",

"mgtt topic pn wr data": "ie/d/j/simatic/v1l/
pnhsl/dp/w/pnioc/default",

"mgtt topic _pn status": "ie/s/j/simatic/v1/pnhsl/
status",

"mgtt topic pn rcd read req": "ie/d/j/simatic/v1l/
pnhsl/rcd/r/pnioc/default/req",

"mgtt topic pn rcd read rsp": "ie/d/j/simatic/v1l/
pnhsl/rcd/r/pnioc/default/rsp",

"mgtt topic pn rcd write req": "ie/d/j/simatic/vl/
pnhsl/rcd/w/pnioc/default/req",

"mgtt topic pn rcd write rsp": "ie/d/j/simatic/v1l/

pnhsl/rcd/w/pnioc/default/rsp"
br
"name": "pnioc",
"datapoints": [{
"address": {
"address_string": "3IBO"
by
"name": "tagO01l",
"data type": "USInt"
br
{...} # further datapoints

]
by
"databus_config": {
"db service name": "ie-databus:1883",
"username": "edge",
"password': Mxxkokokkkkn

7.4.1.4 Configure PROFINET IO Connector using JSON file
To Configure PROFINET IO Connector follow the below steps:
1. Open Industrial Edge Management and go to “My Installed Apps”.

2. Open the PROFINET 10 Connector application. The PROFINET IO Connector details page
opens.
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3. Click “Update Configuration”. A pop up appears as shown below:
Update Configuration

_Q_ PROFINET 10 Connector

PROFINET Installed on knete001

© © 0 0 0

4. Click the plus icon beside 05_CS_JSON_Config and upload the JSON file. You can ignore the
remaining four files.

5. Click “"Update Now".

The updated datasource will be displaying in the datasource table.

Note

User needs to restart the Connector to activate the updated configuration, select “Operation —
Restart” from "Actions" drop down.

Deleting the JSON file

If you want to use four file configuration method for configuring datasources, you can delete
the JSON file.
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Prerequisites

JSON file must be configured in the Industrial Edge Management.

Procedure
To delete a JSON file, follow below steps:
1. Open Industrial Edge Management and go to "My Installed Apps".

2. Open the PROFINET 10 Connector application. The PROFINET IO Connector details page
opens.

3. Click "Delete Configuration”. A pop-up opens displaying the available files, if JOSN file is
uploaded earlier it will be displayed.

4. Select the JSON file.

5. From the "Actions" drop down, select "Operation-Restart”, and click the "Delete Now" button.
The JSON file will be deleted.

7.4.2 Configuring PROFINET 10 Connector as PN Device

7.4.2.1 Introduction

Prerequisite

* You must configure the PN Driver as Device in TIA Portal. For more information,
refer Configuring PROFINET Driver as Device (Page 62).

Process

You can configure the PROFINET 10 Connector as device using a single JSON file.
Perform below steps to configure using JSON file:

1. Download the JSON file from PROFINET IO Connector or create a new configuration file based
on the example as mentioned in Example of JSON Configuration for Device (Page 71). For
more information on how to download JSON file, refer Downloading the JSON file (Page 67).
This JSON file contains the details of user credentials, application setting, app configuration,
and data points.

2. Update the file as necessary and then upload the JSON file to the PROFINE 10 Connector. The
JSON file format is easy to read, configure and edit the details. For more information on how
to configure using JSON file, refer Configure PROFINET 10 Connector using JSON file
(Page 68).

Note

If you are using a JSON file format for configuration, any modifications made to the other four
files will not impact the functionality of the PROFINET IO Connector.
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7.4.2.2 Example of JSON Configuration for Device
Example of a JSON file is shown below:

{
"configs": [{
"Sschema": "https://siemens.com/connectivity suite/schemas/
profinet device/1.0.0/config.json",
"config": {
"connections": [{
"parameters": {
"input length": 8,
"output length": 256,
"rt task cycle us": 500000,
"mgtt oversampling factor": 1,
"mgtt publish binary": false,
"mgtt topic pn rd metadata": "ie/m/j/simatic/v1/pnhsl/
dp",
"mgtt topic pn rd data bin": "ie/d/b/simatic/v1/
pnhsl/dp/r/pn-io-conn-device/default",
"mgtt topic pn rd data json": "ie/d/j/simatic/v1/
pnhsl/dp/r/pn-io-conn-device/default",
"mgtt topic pn wr data": "ie/d/j/simatic/vl/
pnhsl/dp/w/pn-io-conn-device/default",
"mgtt topic pn status": "ie/s/j/simatic/v1/pnhsl/
status"
}’
"name": "pn-io-conn-device",
"datapoints": [{
"address": {
"address string": "SI1AQO"
}’
"name": "tagO01",
"data type": "Int"
}’
{...} # further datapoints

]
y

"databus config": {

"db service name": "ie-databus:1883",
"username": "edge",
"password": "MxFEAkkkxM
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7.5 Configuring PROFINET 10 Connector using Common Configurator

7.5.1 Introduction to Common Configurator

You can streamline the process of configuring the PROFINET IO Connector by using the Common
Configurator, reducing the time and effort required for setup. This simplifies the task by
presenting a well-organized interface that guides you through the necessary steps, ensuring
that the connector is correctly configured to establish reliable and efficient communication
between the PLCs and other apps in your IED.

Common Configurator fetches Profinet connector data through the Get Data tab and
publishes the JSON data using the Databus.

Prerequisite
Following apps must be installed in the IED to configure using Common Configurator:
*  Common Configurator

* |IH Registry Service

PROFINET 10 Connector V2.1.0
72 Operating Manual, 10/2023, A5E51011242-AC



Configuring PROFINET 10 Connector

7.5 Configuring PROFINET 10 Connector using Common Configurator

User interface of Common Configurator

To reach PROFINET IO Connector page follow the below steps:

1. Open Industrial Edge Device > Apps > Common Configurator.

2. Click "Get Data" > "Connector Configuration”.
The Common Configurator page opens displaying all the available connectors.

SIEMENS

Y Home Get Data
(®) GetData

Connector Configuration
5 Define Data

%. QueryData

PROFINET Configured data sources
o

b4 store Data

s
b Settings

Available connectors

PROFINET 10 Connector

Configured tags

1 30

o
&
&

Databus is installed @ (" Load configuration L Backup 7\ Restore

— Load configuration: To retrieve the connector configuration from the last deploymentand
revert any modifications made in the Common Configurator for all connectors.

— Backup: To download all available connector configurations.

— Restore: To import and restore downloaded configuration.

3. Select "PROFINET 10 Connector".
PROFINET 10 Connector page opens displaying the below tabs:

— Overview
- Tags

Overview

When you open PROFINET IO Connector, by default you will be in the "overview" tab as

displayed below:
SIEMENS

@ Home Get Data

( Get Data
= Connectors

Connector Configuration
4, Define Data
4. QueryData
kg store Data

b Settings

PROFINET 10 Connector

Overview Tags

PROFINET 10 Connector ‘

Configured data sources

1

Configured tags

14

Data source list Log messages (‘7,;; )

nio_conn_et
pnio_conn_¢ Connection established to

edgexbhead102c (laddr'273).

Connection established to
edgexbhead102c (laddr'272).

Connection established to
edgexbhead102c (laddr'271).

Connection established to
edgexbhead102c (laddr'267).

— Configured data sources- displays the number of data sources that are configured to
PROFINET 10 Connector.
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— Tags configured- displays the total number of tags configured among all the data sources.

— Data source List- displays the list of datasources that are configured to PROFINET 10
Connector.

— Log Messages- displays the status of the log.

Tags
Open PROFINET IO Connector, click “Tags” tab, the tag tab details are displayed as below:
SIEMENS JON CONFIGURAT o &

Connectors . =
Overview Tags - Backup ™ Restore © Add data source W Delete selected « Deploy

Connector Configuration A e

Name Y

Dstatype ¥ Array dimensions Y Address (e. . STA0.0, 5142, 52

#5 Define Data

. QueryData ool 40,0

as

5
So0! 0.1 o
b4, store Data Sodl s =

%Iw2 o

(< <]
5

G5 settings
2 longNumber Lint %14.0

inlReal LReal %12.0
outBool 8ool %Q0.0

%QW2
Byte %Q814

(<IN <IN <IN <]

[<]

Note

When you perform add, edit, or delete action on a datasource or a tag, you must click “Deploy”
button to save the changes on the Industrial Edge Runtime of the PROFINET 10 Connector.

See also

Prerequisites (Page 25)

7.5.2 Connecting the Common Configurator to Databus

You must insert the credentials for the Databus in the Common Configurator. The Common
Configurator passes them to the PROFINET IO Connector.

The connector needs the credentials to connect to the Databus to be able to send and receive
the data fromit.

For connecting Common Configurator to Databus, follow the below steps:

1. Open Industrial Edge Device and go to "Apps" page.
The "Apps" page opens displaying all the available applications.

2. Click the "Common Configurator" application.
The "Common Configurator" page opens displaying available connectors.
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3. Navigate to "Settings" > "Databus credentials".
The page opens displaying "Databus Credentials" details, and by default you will be navigated
to the "Data Publisher settings" tab.

SIEMENS
Tar Home Settings
(%) GetData
- Databus credentials
4, Define Data
Databus Service name *
2¥. Query Data
ie-databus:1883
["éj Store Data
5= Data Publisher settings 5= Data Subscriber settings
Q} Settings

*
General User name

edge
Databus Credentials
Password *
OPC UA Server

********

Backup & Restore

Language

4. In the "Databus Service Name" text field, enter the databus name. User can define the
Databus service name. For more information about the naming, refer Name of the MQTT
broker (Page 43).

5. In the "Username" text field enter the username.

6. In the "Password" text field, enter the password.
When you create a user in Databus, you define a username and password for the user. You
must specify this username and password combination in the "User name" and "Password"
text fields. Using these credentials, you can connect Common Configurator to Databus.

7. Click "Save".

8. Click "Data Subscriber settings".
"Data Subscriber settings" page opens.

9. Enter the same username and password and click "Save".
Common Configurator is now connected Databus.

Note

You must deploy the configuration in "Get Data" to save the databus credentials changes on the
Industrial Edge Runtime of the PROFINET 10 Connector. The deploy process is explained in the
following chapters.
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7.5.3 Configuring PROFINET 10 Connector as a PN Controller

7.5.3.1 Overview

This chapter provides instructions on configuring the PROFINET IO Connector to function as a
PROFINET Controller, allowing it to establish a connection with 10 Devices.

Prerequisites

* You must configure the PN Driver as Controller in TIA Portal. For more information,
refer Configuring PROFINET Driver as Controller (Page 55).

¢ Connect the Common Configurator to the Databus. For more information, refer Connecting
the Common Configurator to Databus (Page 74).

7.5.3.2 Configuring data sources

Add data sources

A datasource is a field device which provides the data. You can configure, edit, and delete the
datasources.

To configure a data source, follow the below steps:

1. Open Industrial Edge Device and go to "Apps" page.
The "Apps" page displays all the available applications.

2. Click the "Common Configurator" application.
The "Common Configurator" page opens, displaying available connectors.

3. Click "PROFINET 10 Connector" tab.
"Overview" page of PROFINET IO Connector will be displayed.

4. Click "Tags" tab.
The tags details are displayed.
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5. Click "Add Datasource" in the menu bar.
The "Add Datasource" dialog box is displayed as follows:

SIEMENS COMMON CONFIGURATOR
1 Home Get Data PROFINET |0 Connector Add Datasource

~ Available
@ Getlets Connectors

Add Data source

Connector Configuration icati
S PROFINET IO Connector ® Communication protocol *

7 e ‘ PROFINET |0 Controller v
<, Define Data
O Add manually O add from file
¥ Query Data
A Name*
E”g; Store Data
{OC} Settings
PROFINET Device configuration file* Select file
Real time task cycle in microseconds (e. g. 5000 or 1000)
10000
Oversampling factor for MQTT (e. g. 100 or 20)
50
[J MQTT publishing mode (unchecked=json, checked=binary)
MQTT topic: read metadata
ie/mijlsimaticiv1/pnhs1/dp
MQTT topic: cyclic read data (binary)
« Collapse

ieldiblsimaticiv1/pnhs1/dp/rl<ConnectionNam

PROFINET 10 Connector V2.1.0
Operating Manual, 10/2023, A5E51011242-AC 77



Configuring PROFINET |0 Connector

7.5 Configuring PROFINET 10 Connector using Common Configurator

78

value will be updated as shown below:

6. Update the following fields as per requirement, if you have not entered any values, default

Field Name Default Details

PLC Type* None The only selectable option is
"PROFINET 10"

Name* None Name of the datasource.

PROFINET Configuration File* None Select the XML file from TIA Por-
tal. For more details refer PRO-
FINET Configuration in TIA Por-
tal (Page 55).

Realtime task cycle 10000 Defines the cycle time of the re-
al-time task. It reads the process
image INPUT as record.

Oversampling factor for MQTT | 50 Number of recorded records
that are put together to one
MQTT topic.

MQTT publish mode json Publish data as json file format

or binary payload.

MQTT topic: read metadata

ie/m/jlsimatic/v1/pnhs1/dp

MQTT topic for publishing the
“Cyclic PN I0-Data Read” meta-
data.

MQTT topic: Cyclic read data (bi-
nary)

ie/d/blsimatic/v1/pnhs1/dplr/
<Connection_Name>/default

MQTT topic for publishing the
“Cyclic PN 10-Data Read” data as
BINARY payload.

MQTT topic: cyclic read data
(json)

ield/j/simatic/v1/pnhs1/dpir/
<Connection_Name>/default

MQTT topic for publishing the
“Cyclic PN I0-Data Read” data as
JSON payload.

MQTT topic: write data

ieldljlsimatic/v1/pnhs1/dp/w/
<Connection_Name>/default

MQTT topic for subscribing the
“PN 10-Data Write” commands.

MQTT topic: status

ie/sljlsimatic/v1/pnhs1/status

MQTT topic for publishing “PN
Status”.

MQTT topic: record read request

ield/j/simatic/v1/pnhs1/rcdir]
<Connection_Name>/
default/req

MQTT topic for subscribing the
“PN Data Record READ" request.

MQTT topic: record read re-
sponse

ieldljlsimatic/v1/pnhs1/rcdir]
<Connection_Name>/
default/rsp

MQTT topic for publishing the
“PN Data Record READ" re-
sponse.

MQTT topic: record write re-
quest

ieldljlsimatic/v1/pnhs1/rcdiw/
<Connection_Name>/
default/req

MQTT topic for subscribing the
“PN Data Record WRITE" request

MQTT topic: record write re-
sponse

ield/j/simatic/v1/pnhs1/rcdiw/
<Connection_Name>/
default/rsp

MQTT topic for publishing the
“PN Data Record WRITE" re-
sponse.

* Indicates that all the fields are mandatory.

Note

The <Connection_Name> refers to the 'Name' parameter mentioned in the table above.
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Click "Save".
The data source is added and displayed in "Datasource" table.

Click "Deploy"
The changes are deployed to the runtime.

Note

Only one datasource should be deployed at a time. When multiple datasources are deployed
simultaneously, the configuration becomes invalid, and the application will fail to establish
a connection.

To edit a datasource, follow the below steps:

1.

Open PROFINET 10 Connector.
The PROFINET 10 Connector "Overview" page is displayed.

Click the "Tags" tab.
The tag details are displayed.

Click the icon under "Actions" column on the datasource.
A pop-up menu appears.

Click "Edit Datasource".
The "Edit Datasource" dialogue box is displayed.

Modify the required changes.

Click "Save".
The datasource is modified and displayed in the "Datasource” table.

Delete data sources

To delete a datasource, follow the below steps:

1.

Open PROFINET 10 Connector.
The PROFINET 10 Connector "Overview" page is displayed.

Click the "Tags" tab. The tag details are displayed.

Click the icon:= under "Actions" column on the datasource.
A pop-up menu appears.

Click "Delete data source".
A pop up message appears to confirm the action.

Click "Delete".
The data source is deleted form the "Data source" table.

User can also delete the data sources by following the below steps:

1.

Open PROFINET IO Connector and got to "Tags".

2. Select the data sources that you want to delete.
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3. Click "Delete Selected" in the upper right corner.
A pop up message appears to confirm the action.

4. Click "Delete".
The data sources are deleted from the "Data source" table.

7.5.3.3 Configuring tags

Add tags

You can add a data point or tag from a data source in the PROFINET IO Connector. Datapoints are
referred as Tags.

Prerequisite

¢ PROFINET IO Connector must be running

* A data source must be available

To add a tag to a datasource, follow the below steps:

1. Open PROFINET IO Connector.
The PROFINET 10 Connector "Overview" page will be displayed.

2. Click the "Tags" tab. The tags details are displayed.

3. Click the icon under "Actions" column on the data source.
A pop-up menu appears.

4. Click "Add Tag".
The "Add Tag" dialog box is displayed based on the selected data source as follows:

7 Home GetData | PROFINETIO Connector | Add Tag
)
( Get Data
& Connectors
Add tag
Connector Configuration
PROFINET |0 Connector Name*
%, Define Data
3. QueryData Data type*

Select a value v
b4, Store Data

b settings

Array dimensions

Address (e. g. %I1.0, %IB2, %QW4, %QD16)*

Cancel
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5. Update the following fields:

Filed name Details

Name Name of the tag.

Data type Specifies the data point type. For more informa-
tion about data types refer Data types (Page 43).

Array Dimensions Not in use.

Address Defines the address of the data point in the con-

troller or on the server.

*Indicates that all the fields are mandatory.

Note

The datatype and address must match the TIA Portal hardware configuration.

6. Click "Save”.
Tag is added to the data source.

To edit tags, follow the below steps:

1. Open PROFINET IO Connector.
The PROFINET IO Connector "Overview" page will be displayed.

2. Click the "Tags" tab.
The tags details are displayed.

3. Click the icon 4 on the right side of "Actions” tab.
Tag details with text fields will be displayed.

4. Select the required tag, and modify the changes in the required text fields.

5. Click on theicon .
The data point is modified and displayed in the "Data source" table.

To delete a tag, follow the below steps:

1. Open PROFINET IO Connector.
The PROFINET 10 Connector "Overview" page appears.

2. Click the "Tags" tab.
The tags details appears.

3. Click theiconl ] on the right isde of the tag that you want to delete.
A pop up message appears to confirm your action.

4. Click "Delete".
The tag is deleted from the data source.
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You can also delete a tag by following the below steps:

1.

In the "Tags" tab, select a tag or multiple tags that you want to delete.

2. Click "Delete Selected" in the upper right corner.

The selected tag will be deleted.

7.5.4 Configuring PROFINET 10 Connector as a PN Device

7.5.4.1 Overview

This chapter provides instructions on configuring the PROFINET IO Connector to function as a
PROFINET device, allowing it to establish a connection with a controller.

Prerequisites

You must configure the PN Driver as Device in TIA Portal. For more information,
refer Configuring PROFINET Driver as Device (Page 62).

Connect the Common Configurator to the Databus. For more information, refer Connecting
the Common Configurator to Databus (Page 74).

7.5.4.2 Configuring data sources

Add data sources

A datasource is a field device which provides the data. You can configure, edit, and delete the
datasources.

To configure a data source, follow the below steps:

1.

82

Open Industrial Edge Device and go to "Apps" page.
The "Apps" page displays all the available applications.

Click the "Common Configurator" application.
The "Common Configurator" page opens, displaying available connectors.

Click "PROFINET IO Connector" tab.
"Overview" page of PROFINET IO Connector will be displayed.

Click "Tags" tab.
The tags details are displayed.
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5. Click "Add Datasource" in the menu bar.
The "Add Datasource" dialog box is displayed as follows:

SIEMENS COMMON CONFIGURATOR
X Home Get Data PROFINET 10 Connector Add Datasource
@ Get Data Available
Connectors
Add Data source
Connector Configuration PROFINET 10 Connector ® Communication protocol *
—~ ) | PROFINET 10 Device \/
<%, Define Data
© Add manually O Add from file
- Query Data
. Name*
[E”g; Store Data
{C} Settings
Slot 1 INPUT length*
| Select value v ‘
Slot 2 OUTPUT length*
| Select value v ‘
Real time task cycle in microseconds (e. g. 5000 or 1000)
10000
Oversampling factor for MQTT (e. g. 100 or 20)
1
(J MQTT publishing mode (unchecked=json, checked=binary)
« Collapse MQTT topic: read metadata
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6. Update the following fields as per requirement, if you have not entered any values, default

value will be updated as shown below:

Field Name Default Details

PLC Type* None The only selectable option is
"PROFINET 10"

Name* None Name of the datasource.

Input length None Thelength of the INPUT slot con-
figured in TIA Portal.

Output length None The length of the OUTPUT slot

configured in TIA Portal.

Realtime task cycle 10000 Defines the cycle time of the re-
al-time task. It reads the process
image INPUT as record.

Oversampling factor for MQTT | 1 Number of recorded records
that are put together to one
MQTT topic.

MQTT publish mode json Publish data as json file format
or binary payload.

MQTT topic: read metadata ie/m/jlsimatic/v1/pnhs1/dp MQTT topic for publishing the
“Cyclic PN I0-Data Read” meta-
data.

MQTT topic: Cyclic read data (bi- | ie/d/b/simatic/v1/pnhs1/dplr] MQTT topic for publishing the

nary) <Connection_Name>/default “Cyclic PN 10-Data Read” data as

BINARY payload.
MQTT topic: cyclic read data ieldlj/simatic/v1/pnhs1/dplir/ MQTT topic for publishing the

(json) <Connection_Name>/default “Cyclic PN IO-Data Read” data as
JSON payload.
MQTT topic: write data ieldljlsimatic/v1/pnhs1/dp/w/ MQTT topic for subscribing the
<Connection_Name>/default “PN 10-Data Write” commands.
MQTT topic: status ie/sljlsimatic/v1/pnhs1/status MQTT topic for publishing “PN
Status”.

* Indicates that all the fields are mandatory.

Note

The <Connection_Name> refers to the 'Name' parameter mentioned in the table above. This
'‘Name' must precisely match the converted PROFINET device name configured in TIA Portal.

. Click "Save".

The data source is updated and displayed in "Datasource" table.

. Click "Deploy"

The changes are deployed to the runtime.

Note

Only one datasource should be deployed at a time. When multiple datasources are deployed
simultaneously, the configuration becomes invalid, and the application will fail to establish
a connection.
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Note

Refer the following sections for edit data source, delete data sources and managing data points:
» For edit data source, refer Edit data source (Page 79).

* For delete data source, refer Delete data source (Page 79).

e For Configuring tags, refer Configure tags (Page 80).
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The PROFINET 10 Connector offers the following different main functionalities:
¢ High-speed recording of PROFINET 10-Data (cyclic read)

* Write PROFINET I0-Data

* Read PROFINET Data Records

* Write PROFINET Data Records

The above tasks require specific MQTT topics and payloads as described in the following
sections.

¢ Cyclic Read PROFINET IO Data
— PROFINET IO Read - Metadata
— PROFINET IO Read - Binary Payload
— PROFINET IO Read - JSON Payload
* PROFINET IO Write
* PROFINET Data Record Write
* PROFINET Data Record Read

Note
Advanced features of PROFINET 10 Connector

Besides the core functionality of the PROFINET |0 Connector described in this manual, the driver
offers additional advanced features like Profinet status information and Profinet events. These
advanced features are subject to change in the upcoming version of the PROFINET 10 Connector
(change in format definition, functional range, and so on). Therefore, this manual does not
provide detailed information about these features. You must not use these advanced features in
productive applications.
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8.1.1

8.1.2
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Cyclic Read PROFINET IO Data

MQTT Payload for Cyclic Read PROFINET IO Data

The PROFINET 10 Connector allows you to collect the data from the PROFINET network in a high
time-resolution and provide this data to the Databus for processing by other apps. An important
function is to store the data in IIH Essentials. [IH Essentials is a central data source for several
other apps.

The cyclic data is provided in a raw Data Format (binary payload) when highest time-
resolution is needed (to focus on performance).

The PROFINET 10 Connector and Cyclic Read PROFINET 10 Data support JSON as data format.

Note

The overhead due to the data format JSON is approximately factor 10. This means the number
of bytes sent through the network is approximately 10 times greater than binary format.

Therefore, for higher time-resolution with big number 10 data, the binary format is a better
choice. Additionally, the parsing of JSON data needs more CPU power than reading the raw
Data Format.

The information like structure of the data is used to process the raw Data Format (binary
payload). This is described in the metadata. The content of the metadata depends on the tag
definitions. When no tags are defined, the metadata looks different than with defined tags.

PROFINET IO Read - Metadata

The MQTT topic of the Metadata for Cyclic Read PROFINET IO Data is as given in the below links:
* For Controller Configuration, refer step no. 6 of Add data sources (Page 76).
* For Device Configuration, refer step no. 6 of Add data sources (Page 82).

The structure of the payload depends on the PROFINET configuration. When the PROFINET 10
Connector starts, it analyzes the PN config to build the structure of the binary or json payload.

Note

The structure of the metadata depends on if the optional tag definition file is provided or not.

Remarks on properties

The following remarks apply to all configuration options:

pubTopic

The topic contains the MQTT topic. When the data is published as JSON, it contains the
corresponding JSON topic. When the data is published exclusively in binary format (raw
format), it contains the Binary topic. When the data is published in binary and JSON, it
contains the JSON topic.
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The following table describes the content of metadata 'dataPoints\topic’ depending on the
type of published data:

Publish JSON Publish Binary Topic in metadata
- active Binary topic
active - JSON topic

active active JSON topic
publishType

Depending on the format (JSON or Binary) and the number of published PN cycles in one
MQTT message, the publishType has different values as described in the following table:

publishType Description

bulk One message includes only one PN cycle data and the format is JSON.
timeseries One message includes several PN cycles (records), and the format is JSON.
binarytimeseries One message includes one or more PN cycles in Binary format.

Metadata Read PN 10-Data - No Tags Defined

It represents the setup of all PN submodules and their IO memory size when tags are not
defined. The property id is used as PN 10 address as displayed in the TIA Portal project.

The metadata describes the content of one record in the binary payload.
An example for Metadata JSON (no tags defined) is as follows:

{

"seq":0, # sequence of MQTT message

"hashVersion":2106496482, # hash to refer in 'PN IO-Data Read'
messages

"connections": [

{

"name":"profinetxadriver4933", # PN name of the controller
(from TIA Portal project)
"type":"pn",
"dataPoints": [
{
"name" :"default",
"topic":"ie\/d\/b\/simatic\/v1\/pnhs1\/dp\/r\/", #
topic to publish read PN IO-Data (app config file) *1)
"pubTopic":"ie\/d\/J\/simatic\/v1\/pnhsl1\/dp\/w\/", #
subscribed topic for WRITE (app config file)
"publishType":"timeseries", # alternatively: 'bulk' or
'binarytimeseries' *2)
"dataPointDefinitions": [

{

# type is fixed to 'pn'

"name":"statl slotl", # generated name
containing station and slot number
"id":"o", # I0 memory address

(shown in TIA Portal)

"dataType":"Byte", # when no tags defined,

PROFINET 10 Connector V2.1.0
Operating Manual, 10/2023, A5E51011242-AC 89



Working with PROFINET 10 Connector

8.1 Cyclic Read PROFINET IO Data

always 'array of Byte'

"valueRank":1, # one-dimensional array
"arrayDimensions":[8], # 8 bytes from this IP
point
"acquisitionCycleInMs":"2", # acquisition time in [ms]
"acquisitionMode":"CyclicOnContinous" # continously
recording
by
{
"name":"stat3 slot2", # generated name
containing station and slot number
midr."g8", # I0 memory address (shown

in TIA Portal)
"dataType":"Byte",
"valueRank":1,
"arrayDimensions":[1], # this IO-Point provides
only a single byte
"acquisitionCycleInMs":2, # acquisition time in [ms]
"acquisitionMode":"CyclicOnContinous"

by

Metadata Read PN 10-Data - With Tags

90

The metadata offers the connection between the PROFINET view (for example, stations,
modules, and so on) and the variables when tags are defined (tag definition file). The metadata
includes the needed information to be able to analyze the raw data (Binary payload).

The metadata covers both Read and Write functions.

* Read: For analyzing the binary payload (raw data format).
e Write: To analyze what tags can be written.

An example for Metadata JSON with defined tags is as follows:

{
"seq":0, # sequence number of the MQTT message
"hashVersion":688894030, # hash as reference to the 'PN IO-Data
Read' data
"connections": [
{"name" :"profinetxadriver4933", # PN name of controller (see
TIA Portal)
"type":"pn", # fixed to 'pn'
"dataPoints": [
{"name" :"default",
"topic":"ie\/d\/b\/simatic\/v1\/pnhsl\/dp\/r\/connectionl\/
default\/", # topic to publish read PN IO-Data (app config file)
"pubTopic":"ie\/d\/j\/simatic\/v1\/pnhsl\/dp\/w\/", #
subscribed topic for WRITE (app config file)
"publishType":"timeseries", # alternatively: 'bulk' or
'binarytimeseries' *2)
"dataPointDefinitions": [
# -—-- Example for READ tag ---
{"name":"Digitall", # name of the tag

PROFINET IO Connector V2.1.0
Operating Manual, 10/2023, A5E51011242-AC



Working with PROFINET 10 Connector

8.1 Cyclic Read PROFINET IO Data

"id":"101", # ID of the tag
from tag definition file
"dataType":"Byte", # data type of
the tag
# "valueRank":-1, # default value
-1 is not published
# "arrayDimensions":null, # currently no
arrays are supported
"dataPointAddr":"S0AQO", # address inside
binary RAW payload
"acquisitionCycleInMs":"2", # acquisition
cycle in [ms]
"acquisitionMode":"CyclicOnContinous", # continously
recording
# "accessMode":"r" # default "r" not
published
by
# --- Example for WRITE tag ---
{"name":"Bitl",
"id":"201",
"dataType":"Bool",
"accessMode" :"w" # access mode 'w' (Write)

The following

by

table lists the properties of tags metadata:

Property

Description

id

Displays the tag id in the tag definition file.

name

Defines the tag name in the tag definition file.

dataPointAddr

Describes the tag information stored in the raw data.

acquisitionCy-
clelnMs

Defines the update ratio (for example, 2.000 milliseconds).

valueRank

array, 2 =2 dim array, ...

Describes the information for array items (according to OPCUA: -1 =scalar, 1=1dim

arrayDimensio

ns | Describes the information for array items (for example, size of every dimension,

array of 'valueRank' items).

accessMode

o

Describes the access mode 'w', 'r', 'rw'.

'r' is the default value (if not configured).

10-Data Point Address in Raw Data

The metadata includes the defined tags and their data types. To be able to analyze the Binary
payload, it provides the index of the input submodule and the byte offset. These values
correspond to the metadata. This needed information (IO Data Point index, Byte Offset, Bit

Offset) as one

single additional property is the 'dataPointAddr'.

You cannot use the original S7 address syntax as an |O address is not provided. You can get
only the address inside one 10 Data Point (submodule) specific for the raw data format of the
Binary payload.
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The following table provides some examples for [0-Data-Point Addresses:

Address in Raw Description

Data

SOA5.1 Submodule Index 0, Offset inside Submodule Byte 5, Bit 1
S2A0 Submodule Index 2, Offset inside Submodule Byte O

The following image depicts the principle of the tag definition and its dataPointAddress:

Message Header

Tag Definitions

Header

Voltage_Left Word  S0A0 Data Qc

Voltage Right Word S0A2 [Point ™ Data (8 Bytes)
W "

Switch_Door_1 Bool S1A0.0
Switch_Door_2 Bool S1A0.F—0

=

3t
——15 ac

-]

o=

Poir Data (2 Bytes)
#1

Data Qc

Point Data (1 Byte)
#2

Support of Arrays

Note

The current version of PROFINET |0 Connector does not support array types.

The OPC UA has following properties to describe array types:
¢ valueRank: Information for array items: -1 = scalar, 1 =1 -dim array, 2 =2 dim array, ...

» arrayDimensions: Information for array items: size of every dimension, array of 'valueRank'
items.

Examples of Array Items:

e "valueRank"-1, "arrayDimensions": null > scalarvalue
* "valueRank":2, "arrayDimensions": [3,3] >3x3 array
8.1.3 PROFINET 10 Read - Binary Payload

The raw data format (Binary payload) contains one or more records as described in the
metadata. The application parameter MQTT oversampling factor defines the number of records
provided with one payload.
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The MQTT topic of the Raw Data of Cyclic Read PN 10-Data is given in the below links:

The raw data format (Binary payload) is not affected if tags are defined, or the tags are not
defined. The MQTT topic of the raw data for Cyclic Read PN |0-Data is given in the below links:

* For Controller Configuration, refer step no. 6 of Add data sources (Page 76).

* For Device Configuration, refer step no. 6 of Add data sources (Page 82).

Note

The maximum size of a single binary message is limited by the internal buffer of the PROFINET
|0 Connector, with a maximum size of 264 KB.

The following image shows the principle structure of the raw data format (Binary payload):
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Offset  Type Meaning Remark
'! 0 |uimt32t| 4 [MQTT type / version Identify this type of MQTT payload
£ 4 | uint32 t 4 |magic number Detect the paylood header
; 8 uint32 t 4 Metadata sequence number match binary poyload and metadata
12 | uintl6 t 2 |[size of a single record in bytes
14 | uintl6 t 2 [total number of records in this message
16 |uint32_t 4  |Acquisition cycle in [100 ns] = [0,1 us] Acquisition cycle - Time distance
between two records
20 | uint6d_t 8  [timestamp in [100 ns] = [0,1 us] of the last record in the
message
28 | uintl6_t 2 |Message Counter - incremented for each send MQTT Detect missig MQTT telegroms
message
30 | uintl6_t 2 Feature Flags: each bit enables another feature (e.g.
additional fields in the header of the record)
Bit 0=1 => each record has its own timestamp
Bit 1=1 => each record has its own record counter
Bit 2=1 => each 10 point provides the PN sequence cnt.
32 | uintl6 t 2 Number of 10 points in one record
34 Juintl6 t| 2-2p |Array of length-values of all 10 points of one record
_"t _i uint6d t 8 |optional: timestamp in [100 ns] = [0,1 us]
F uintls_t 2 |optional: Record Counter - incremented for each record |Detect missing records, e.g. internal
E ES FiFo overflow
E i uint8_t 1 |Quality 10 Point #1 0xC0 = good, 0x00 = bad
K
g uintls_t 2 |optional: PN Sequence Counter - directly from Profinet |Detect missing PN telegrams
field "PN sequence counter” Attention! The PNDrv API does not
provide the PN sequence counter!!
_i 1-n |datalO Point #1
i uintd_t 1 |Quality 10 Point #2 0xC0 = good, 0x00 = bad
.'E =.. uintl5_t 2 optional: PN Sequence Counter - directly from Profinet |Detect missing PN telegrams
& field "PN sequence counter” Attention! The PNDrv API does not
g provide the PN sequence counter!!
E 1-n |data O Point #2
I} i uintsd t| 8 |optional: timestamp in [100 ns] = [0,1 us]
H uintls_t 2 |optional: Record Counter - incremented for each record |Detect missing records, e.g. internal
.E = FiFo overflow
= _'g' uints t 1 |Quality 10 Point #1 0xC0 = good, Ox00 = bad
E o uintls_t 2 |optional: PN Sequence Counter - directly from Profinet |Detect missing PN telegrams
E = field "PN sequence counter” Attention! The PNDrv AP| does not
! provide the PN sequence counter!!
2 1-n |datalOPointel
& _E uint8 t | 1 [Quality 10 Point #2 0xCO = good, 0x00 = bad
.E E uintls_t 2 |optional: PN Sequence Counter - directly from Profinet |Detect missing PN telegrams
G field "PN sequence counter” Attention! The PNDrv API does not
g provide the PN sequence counter!!
1-n |datalO Point #2

Datal
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8.1.4 PROFINET 10 Read - JSON Payload

The PROFINET 10 Connector supports JSON format. You can send the Cyclic Read PN 10-Data as
JSON additionally or alternatively. The performance is reduced due to the big overhead of JSON
compared to Binary format.

There is a separate MQTT topic where the PROFINET 10 Connector publishes the JSON data.
The default MQTT topic for JSON payload of Cyclic Read PN |0-Data is as follows:

For Controller Configuration, refer step no. 6 of Add data sources (Page 76).
For Device Configuration, refer step no. 6 of Add data sources (Page 82).

The structure of the JSON payloads depends on the oversampling activated or deactivated
and whether the tags are defined or not defined.

This leads to four different formats of the JSON payload as follows:
* no tags defined, no oversampling (Page 96)

* no tags defined, oversampling activated (Page 96)

* with tags, no oversampling (Page 97)

* with tags, oversampling activated (Page 98)

When tags are defined (tag definition file), the JSON payload contains all defined tags as
typed values.

Note

JSON supports only a limited number of data types, for example, number and string.
This leads to the following implementation:

* Bits are displayed as "1-Bit-Values" with value '"1' or '0'.

* Floats are displayed in exponential format.

* All other numbers are displayed as decimal values.

Size of JSON messages

To prevent an overload for the Databus, the maximum size of one sent JSON message is limited
in the PROFINET |0 Connector. The maximum size of a JSON message is limited to 512 KB.

You have to consider the needed size according your configuration. You can estimate the size
of the JSON message with this formula:

<aprox. JSON msg len> = <number of tags> x <oversampling factor> x
<40 byte>

The length of JSON message must be <480 KB.

Depending on the datatype you can estimate the needed characters for one tag approx. 40
bytes, e.g. {"id":"111","val":6.751120e-01,"qc":3}.

Example for JSON size

If you have defined 50 tags in sum and your oversampling factor is 100, you can expect a
JSON size of approx.:
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50 tags x 100 oversampling factor x 40 byte = 200.000 bytes.

You can check the current size of your JSON message in the log file of the PROFINET 10
Connector, e.g.:

PN Read: size 1lst cylic JSON payload is '62683' bytes

8.1.4.1 JSON Payload (no tags defined, no oversampling)

This JSON payload contains only one set of PN data of one PROFINET cycle. As no tags are
defined, the raw data of all PROFINET modules is an array of byte as follows:

{

"segq": 10, # sequence number of
the MQTT message

"mdHashVer": 2106496482, # hash to reference to
metadata

"ts": "2020-12-14T07:21:04.2364352", # timestamp of this
PROFINET cycle

"vals": [ # array of IO-Data

points of this PN cycle
{
"id": "o",
(see TIA Portal)
"val": [3,208,252,85,191,112,104,168],

I0-Data Point 1 -—-—---
PROFINET address

IO-Data (array of

byte)
"qc": 3 # quality code
} r
{ # I0-Data Point 2 —-----
"id": "8", # PROFINET address
(see TIA Portal)
"yval": [0], # IO0-Data (only one
byte for this IO Data Point)
"qc": 3 # quality code
}
]
}
8.1.4.2 JSON Payload (no tags defined, oversampling activated)

Some records of 'PN cycles' are provided when oversampling is activated. As no tags are
defined, the raw data of all PROFINET modules is an array of byte as follows:

{

"seq": 4, # sequence number of
the MQTT message
"mdHashVer": 1729890178, # hash to reference
to metadata
"records": [ # array of records
(PN cycles)
{ # Data Record No. 1
"ts": "2020-12-14T07:22:43.0167192", # timestamp of this
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PROFINET cycle

"rseq": 14,
number (recorded PN cycle)
"vals": [

points of this PN cycle
{ "id": "o",
(see TIA Portal)
"val": [235,51,2,134,63,37,106,59]
byte)
"gqc": 3
by
{ "id": "8", "val": [0], "qgc": 3
}
1},

"ts": "2020-12-14T07:22:43.5167162", #
PROFINET cycle

"rseq": 15, #
(recorded PN cycle)
"vals": | #
points of this PN cycle
{ "ig": "o", "wval": [203,51,1,144,62
3}
{ "id": "8", "val": [0], "gc": 3 }
]
}
]
}
8.1.4.3 JSON Payload (with tags, no oversampling)

8.1 Cyclic Read PROFINET IO Data

# record sequence

# array of IO-Data

# PROFINET address
, # IO-Data (array of

# quality code

Data Record No. 2 ----
timestamp of this

record sequence number
array of IO-Data

,204,142,207], "gc":

This JSON payload contains only one set of PN data of one PROFINET cycle. When the tags are
defined, the payload includes typed values of all defined tags as follows:

{
"seq":1,
the MQTT message
"mdHashVer":299652349,
to metadata
"ts":"2020-12-11T07:26:05.329254z",
PROFINET cycle
"vals": [
points of this PN cycle
{"id".:"101","val":1,"gc":3},
quality code
{"id":"111","val":6.751120e-01,"gc":3}
quality code
]
}
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8.1.4.4

JSON Payload (with tags, with oversampling)

Some records of 'PN cycles' are provided when oversampling is activated. And, when tags are
defined, the payload includes typed values of all defined tags as follows:

{
"seq": 7,

MQTT message
"mdHashVer":

metadata

"records":

cycles)

688894030,

"ts": "2020-12-14T07:25:56.2459462",

PROFINET cycle

Hrseqn.

(recorded PN cycle)

Hvalsn.

of this PN cycle

nigv.
file'

"val":
values are shown as number

"gc":
}I

{ mid":
file'

"val":

"gc":
}I

{ mid":
file'

"val":

"gc":
]
}I
{

"ts": "2020-12-14T07:25:
PROFINET cycle

Hrseqn.

(recorded PN cycle)

Hvalsn.

of this PN cycle
{ "id":
{ "id":
{ "id":

98

-8.871680e-01,

"val":
"val":
"val":

0/1

56.7459462",

1, nqcn: 3 },
244, "gc": 3 },
-7.175437e-01,

sequence number of the
hash to reference to
array of records (PN
timestamp of this
record sequence number
array of IO-Data points
id from 'tag definition
ATTENTION! Boolean
quality code

id from 'tag definition

typed value of this tag
quality code

id from 'tag definition
typed value of this tag
quality code

Data Record No. 2
timestamp of this

record sequence number

array of IO-Data points

Hqu: 3 }
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8.2 PROFINET IO Write

In the current version, there is an option to write |O-Data via PROFINET.

In this version, the smallest unit which can be accessed by PROFINET 10-Data Write is a
PROFINET submodule. For example, the size of the provided raw data must fit the size of this
submodule. In case, an ET200SP 8 DO module is used, you must write the complete byte.
You cannot access a single digital output.

There is a separate MQTT topic in which the PROFINET 10 Connector is subscribed. It is
configured in the 'app config file'. The default MQTT topic for PROFINET I0-data Write is as
given in the below links:

» For Controller Configuration, refer step no. 6 of Add data sources (Page 76).

» For Device Configuration, refer step no. 6 of Add data sources (Page 82) .

MQTT Payload for PROFINET 10-Data Write without Defined Tags

If a tag definition file is not provided, the PROFINET IO Connector expects array of byte (raw data
format) while writing at a PROFINET submodule.

An example for JSON payload for PROFINET IO-Data Write is as follows:

{ "seqg":1, # sequence number of the MQTT message (not processed
by the app)
"vals": [
{ "id":"0", # PROFINET IO-address of the submodule to be
written

"val":[175,254,56,40,4,85,0,0] # byte array of raw data to be
written at this submodule
}l
{ mid"."8", # PROFINET IO-address of the submodule to be
written
"val":[0,0] # byte array of raw data to be written at this
submodule

}

MQTT Payload for PROFINET I0-Data Write with Defined Tags

If a tag definition file is provided, the PROFINET IO Connector expects tags together with its
values. You must also comply with the limited data type support of JSON (Boolean, integer, and
double). The PROFINET |0 Connector verifies the data type according to the tag definition file.

Note
JSON supports only a limited number of data types, for example, number and string.

This leads to the following implementation:

 Bits are shown as "1-Bit-Values" with value '1' or '0'.
¢ Floats are shown in exponential format.

* All other numbers are shown as decimal values.
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An example for JSON payload for PROFINET IO-Data Write is as follows:

{ "seqg":1, # sequence number of the MQTT message
(not processed by the app)
"vals": [
{ "id":"201", # tag id according the tag definition file
"val":128 # value of this tag
by
{ "id":"202", # tag id according the tag definition file

"val":-9.975023e-01 # value of this tag

{ "id":"203",
"val":1 # BOOL as 0/1 - Not as true/false!

Note

The PROFINET 10 Connector does not support ‘write' array variables when tags are defined.

Error Feedback

If you observe any irregularity with 'write' commands, then you can check the log file and analyze
the issue. You can download the log file from the Industrial Edge Device.

PROFINET 10 Connector V2.1.0
100 Operating Manual, 10/2023, A5E51011242-AC



Working with PROFINET 10 Connector
8.3 PROFINET Data Record Write

8.3 PROFINET Data Record Write
Note
Applicability

The Record WRITE functionality is only for PROFINET 10 Connector as controller to write records
to connected devices. When using the connector in device mode, this feature is not available.
In this case, record write requests can be send from the controller (e. g. a PLC) to a device.

The PROFINET IO Connector offers the function PN Data Record Write to PROFINET IO devices.
The PROFINET IO Connector forwards the raw data to the device. Therefore, the client must
provide an array of byte as data to be written to the device.

In most cases, only a one-to-one connection happens. For example, only one client is
connected to the PROFINET |0 Connector.

Interface for Client
This client interface is based on MQTT:
¢ Client publishes the Data Record Write request at a specific topic
e The PROFINET 10 Connector (pn-hs) subscribes this topic
¢ pn-hs executes the Data Record Write request to the selected device
* The result of the Write operation is returned in a separate MQTT topic (success and failure)
Additionally, the PROFINET 10 Connector creates a user log entry in case of an error.
Limits of this approach
¢ No per-client communication
e Every client can request Data Record Write commands

e Every client gets all responses of all Write requests

MQTT Topic

One MQTT topic is used for the Write request and one for the response. These topics are defined
in the below link:

For Controller Configuration, refer step no. 6 of Add data sources (Page 76) .

Topic Function

Write request pn-hs subscribes this topic for Data Record Write
requests.

Write response pn-hs publishes response to Data Record Write re-
quests to this topic (success and failure).
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MQTT Payload for Data Record Write Request

The Data Record Write request requires the mandatory information as follows:
* The logical address LADDR of this submodule

* The data record index

¢ The raw data as byte array

The payload for a PN Data Record WRITE Request appear as follows:

{"seg":1,"regs": [
{"laddr":261,"index":45040,"val":[42,127,255,121},
{"laddr":261,"index":45041,"val":[31,66,128,255]}

11}

One message can include more than one requests. Every request contains LADDR, the data
record index, and the byte array with the raw data.

Note

¢ Both parameters LADDR and index are provided as decimal number in the JSON. In PROFINET
manuals, the index is typically provided as the hexadecimal number.
For example, Index I1&M3 Data Record = aff3 (hex) = 45043 (dec).

* The byte array contains a list of byte values. The valid range is O to 255. If any value falls
outside this range, the PROFINET IO Connector will generate an error.

Response Message

102

The PROFINET IO Connector sends a response for every PN Data Record Write request (success
and failure) to the defined topic.

Positive Response

In case of success, the response message contains the timestamp of the acknowledge from
the PN 10-Device for writing the data record and the "status":0. One response message can
contain multiple write-response information. The following image depicts an example for
positive response for PN Data Record Write request:

{
"seq": 14, # sequence number of MQTT message
"rsps": [
{
"ts": "2021-05-10T06:25:44.4123572", # timestamp of ack. from
device
"laddr": 261, # logical address
"index": 45043, # index (decimal!)
"status": 0 # status of operation
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Negative Response

There are a lot of possible reasons for failures, for example, request false PROFINET logical
address (LADDR), false index, device is not connected, and so on. In the PROFINET 10
Connector, there are various modules where the failure may appear. The source of the failure
is coded in the highest nibble of the 32-bit status code. The following table describes the
coding failure reason in status code:

Code Description

0x0100'0000 Error calling PN-Driver AP

0x0200'0000 Error in PN-Driver callback function
0x0300'0000 JSON parsing PN Data Record Read request
0x0400'0000 JSON parsing PN Data Record Write request

The response contains the timestamp, the error code, and an error description. The error
description explains the meaning of the status code and may contain additional information
depending on the type of error. The following image depicts an example for negative
response for PN Data Record Write request:

{
"seq": 18, // message sequence counter
"rsps": [
{
"ts": "2021-05-10T08:43:00.482791z",
"laddr": 123,

"index": 45041, // hex. affl
"status": 67108870, // hex. 0400'0006 - JSON parser error
"errorDescription": "PN Data-Record Write Reqg: Invalid Byte
value!™"
}l
{
"ts": "2021-05-10T08:43:00.482814z",
"laddr": 123,
"index": 45041, // hex. affl
"status": 67108875, // hex. 0400'000B - JSON parser error
"errorDescription": "PN Data-Record Write Req: Incomplete job
request!"
}l
{
"ts": "2021-05-10T08:43:00.4828662",
"laddr": 123,
"index": 45045, // hex. affb
"status": 16777476, // hex. 0100'0104 - PN-Driver API Call
error

"errorDescription": "ERROR PN Data Record Write: code '260'
descr 'parameter address is wrong'"

by

"ts": "2021-05-10T08:43:00.487333z",
"laddr": 277,

"index": 45099, // hex. b02b
"status": 33554446, // hex. 0200'000E - PN-Driver Callback
"errorDescription": "ERROR PN Data Record WRITE Cbf: code
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'0xdf-80-b0-0a' descr 'IODWriteRes PNIORW Access invalid index'"
}

}
In case of any failure, an entry in the user log is created. You can analyze the issues in the
user log file. You can download the log file using Industrial Edge Management.

See also
Add data sources (Page 82)

https://www.profibus.com/ (https://lwww.profibus.com/)
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8.4 PROFINET Data Record Read
Note
Applicability

The Record READ functionality is only for PROFINET 10 Connector as controller to read records
from connected devices. When using the connector in device mode, this feature is not available.
In this case, record read requests can be send from the controller (e. g. a PLC) to a device.

The PROFINET 10 Connector offers the functionality PN Data Record Read from the PROFINET
10 devices. The PROFINET IO Connector provides the raw data, and the analysis of the record
data must be done by the client.

In most cases, only a one-to-one connection happens. For example, only one client is
connected to the PROFINET IO Connector.

Interface for Client
This client interface is based on MQTT:
¢ Client publishes the Data Record Read request at a specific topic
e The PROFINET 10 Connector (pn-hs) subscribes this topic
* pn-hs executes the Data Record Read request to the selected device
* pn-hs publishes the Read data to a specific MQTT topic (response)
¢ In case of failure, the pn-hs creates a user log entry

» The result of the Read operation is returned in a separate MQTT topic (success and failure).
Forsuccess, therecord is returned as array of byte. For failure, the status and error description
are returned.

Additionally, the PROFINET IO Connector creates a user log entry in case of an error.
Limits of this approach

¢ No per-client communication

e Every client can request Data Record Read commands

e Every client can subscribe the MQTT topic and can see the data from other clients as well

MQTT Topics

You need two new MQTT topics: one for the request and the other for the response (read data).
These topics are defined in below link:

For Controller Configuration, refer step no. 6 of Add data sources (Page 76).

Topic Function

Read request pn-hs subscribes this topic for Data Record Read re-
quests.

Read response pn-hs publishes the response at this topic (success and
failure).
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MQTT Payload for PN Data Record Read Request

For a Data Record Read request, you need the following data:

* The PROFINET logical address LADDR of the submodule

e The Data Record index (unsigned 32 bit)

The payload for a PN Data Record Read request may look as follows:

{"seg":1,"regs": [
{"laddr":261,"index":45040},
{"laddr":261,"index":45041}

11

One message can include more than one request. Every request contains the PROFINET
logical address (LADDR) of the device and Data Record index.

Note

All parameters LADDR, index, and the byte array are provided as decimal number in the JSON.
In PROFINET manuals, the index is typically provided as hexadecimal number. For example,
Index I&MO Data Record = aff0 (hex) = 45040 (dec).

MQTT Payload for Data Record Read Response

106

The PROFINET IO Connector sends a response for every PN Data Record Read request (success
and failure) to the defined topic.

Positive Response

In case of success, the request contains the data record as an array of byte. The message
contains the following information:

¢ Timestamp when the record was received by the driver

e The PROFINET logical address LADDR of the submodule

* The Data Record index (unsigned 32 bit)

e The "status":0

¢ The raw data as byte array

Below shows is an example for positive response for PN Data Record Read request:

{

"rsps": [
{
"ts": "2021-05-10T11:49:44.259308z",
"laddr": 280, # logical address
"index": 45042, # index (decimal wvalue!)
"status": O, # status 'ok'
"val":

(0,34,0,18,1,0,32,32,32,32,32,32,32,32,32,32,32,32,32,32,32,32]
}
]
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Negative Response

In the PROFINET 10 Connector, there are various modules where the failure may appear. The
source of the failure is coded in the highest nibble of the 32-bit status code. The following
table describes the coding failure reason in status code:

Code Description

0x0100'0000 Error calling PN-Driver AP

0x0200'0000 Error in PN-Driver callback function
0x0300'0000 JSON parsing PN Data Record Read request
0x0400'0000 JSON parsing PN Data Record Write request

The response contains the timestamp, the error code, and an error description. The error
description explains the meaning of the status code and may contain additional information
depending on the type of error. Below is an example of a negative response for a PN Data
Record Read request:

"ts": "2021-05-10T11:55:29.5162662",

"laddr": 263, // logical address

"status": 50331653, // hex. 0300'0005 - JSON parse error

"errorDescription": "PN Data-Record Read Req: Incomplete job
request!"

}l
{
"ts": "2021-05-10T11:55:29.516409z",
"laddr": 162, // logical address
"index": 201, // index (decimal value!)
"status": 16777476, // hex 0100'0104 - PN-Driver API Call
error
"errorDescription": "ERROR PN Data Record READ: code '260'
descr 'parameter address is wrong'"

"ts": "2021-05-10T11:49:44.1444172",
"laddr": 259, // logical address
"index": 45039, // index (decimal value!)
"status": 33554441, // hex. 0200'0009 - Error signaled by
Callback
"errorDescription": "ERROR PN Data Record READ Cbf:
code '779' descr 'address unknown in configuration, check your
configuration'"
}’
{
"ts": "2021-05-10T11:49:44.147298z2",
"laddr": 260, // logical address
"index": 45039, // index (decimal value!)
"status": 33554442, // hex. 0200'000A - Error signaled by
Callback
"errorDescription": "ERROR PN Data Record READ Cbf: code
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'0xde-80-b2-08"' descr 'IODReadRes PNIORW Access invalid slot or

subslot'"

}

}

In case of any failure, an entry in the user log is created. You can analyze the issues in the
user log file. You can download the log file using Industrial Edge Management.

See also
Add data sources (Page 82)
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There are several options for troubleshooting. The available options are as follows:

Check the web Ul of IEM

Check the web Ul of IED

Analyze log file of application

Analyze the app statistics

Analyze the log messages of the Common Configurator (for V2.1.0 and above)

Utilize version info of the four configuration files

The information about troubleshooting is described in the following chapters:

Application Log Files (Page 110)
Application Statistics (Page 112)

Tips and Tricks - Typical Issues (Page 116)
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9.1 Application log files

Download Log File

When you want to check possible issues of the PROFINET |10 Connector, you can download the
log files.

To download the log files from the PROFINET 10 Connector, launch "Apps" and navigate to
“IED > Apps > PROFINET 10 Connector > Download Logs".

Typical Successful Start-up

An example for typical start-up procedure log file is as follows (the time stamps are removed to
get better overview):

PROFINET High-Speed Adapter '0.9.1.20 R' started.

Configuration file '../config/pn hs adpt appconfig.xml' read.
Config version: 'V0.9 26.06.2020 09:40'

Configuration file '../config/pn hs adpt credentials.xml' read.
Config version: 'V0.9 19.06.2020 07:43"

Start PN Controller with config '../config/Station 1.PN

Driver 1.PNDriverConfiguration.xml'

Use docker container IF 'ethl' as PROFINET interface

Device Info Dev 'O' IP '192.168.152.1' Name 'profinetxadriver4933'
Process Image Input: '20' bytes from '5' submodules -> net size
'35"' bytes

Connect MQTT client 'pn hs adpt pub' to broker 'mymosquitto'

Try to connect to MQTT broker 'mymosquitto'

Start MQTT publisher with oversampling '2' topic 'ie/d/b/simatic-
v1.0/pnhsl/dp/r"'.

MQTT publisher connected to broker.

Start PN-Controller with cycle time '1000'usec, MQTT reduction
factor '2000' -> acg.cycle '20000000" [O.1lus]

ALARM 'Device return' (GOING ) device 'l' slot '0O' subslot '0'

1st successful read of PNIO data!

Device Info Dev 'l' IP '192.168.152.5' Name 'softwarexaplcxbl857c'

In the log file you can see:

e The version of the running application

» What configuration files are used (incl. version)

* What interface is used for PN communication

e The IP address and name of the PN controller (this app)
¢ The size of the process image

¢ The name of the used MQTT topic

¢ The cycle times

¢ The name and IP of all PN Devices, connected to the controller
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Version of App

In the beginning of the logfile, you can see the detailed version info of the PROFINET IO
Connector application as follows:

PROFINET High-Speed Adapter '0.3.1.21 R' started.

Version of Configuration Files

Both configuration files (app config and user credentials) include a version (Tag VersionInfo). The
only function of this version is to be printed in the log file. It enables you to check the version of
the config files that the running application is using.

Configuration file '../config/pn hs adpt appconfig.xml' read.
Config version: 'V0.9 26.06.2020 09:40"'
Configuration file '../config/pn hs adpt credentials.xml' read.

Config version: 'V0.9 19.06.2020 07:43"

PROFINET 10 Connector V2.1.0
Operating Manual, 10/2023, A5E51011242-AC 111



Troubleshooting

9.2 Application statistics

9.2

Application statistics

Note

This feature is only applicable to versions prior to V2.0.0. For more information on different
features depending on the version, refer Diagnostic features by version (Page 125).

The PROFINET 10 Connector collects internal statistics. You can activate in the configuration
file to print out this information in the user log file in a cyclic way (for example, every 10
seconds.

<StatisticMonCycleSec>10</StatisticMonCycleSec> <!-- OPTIONAL
parameter: cycle time of 'statistic monitor' in [sec] -->
Note

* To count all the events internally, the Unsigned 32-bit Integer values are used. Therefore,
they overrun regularly.

* To reduce the size of the statistics output, most values are only printed on change. For
example, if the counter values are not changed, these are not printed out.

In Tips and Tricks - Typical Issues (Page 116), you can find hints how to take advantage of the
statistics during commissioning.

Content of Statistics

112

The following table describes the comments for each section:

Section Comment

PROFINET General overview about the status of the configured PROFINET modules
PN Alarms Counter for all received PROFINET alarms

PNIO cbf Counter for general PROFINET callback calls (for example, device activated)
PNcbfRcdR Counter PROFINET callback calls for PN-Data-Record Read

PNcbfRcdW Counter PROFINET callback calls for PN-Data-Record Write

PNIO READ Counter PROFINET 10-Data Read access

PNIO WRIT Counter PROFINET 10-Data Write access

RT-Thread Statistics for the real-time thread (PN Controller)

PNRD FIFO Counter of internal FIFO for the recorded PN 10-Data Read

PnRcdRspF Counter of FIFO for PN-Data-Record Read Responses

MQTT cInt Counter of MQTT client functionality

MQTT Thrd Statistics for the MQTT thread

PnloWr FI Counter for the internal FIFO for PN 10-Data Write

MQTT Additional counter for MQTT

JPPNIOW Counter JSON Parser for 'PN |0-Data Write'

JP PnRcdR Counter JSON Parser for 'PN Data-Record Read'
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Section Comment
JP PnRcdW Counter JSON Parser for 'PN Data-Record Write'
PnRcdWrk Counter 'PN Data-Record Worker' handling all the PN Data-Record jobs

Statistics of PROFINET Controller

The running PROFINET Controller produces a lot of statistics information as follows:

How many PNIO modules are configured in TIA Portal project in total?
How many of the configured modules are currently online?

Number of alarms Device Return

Number of alarms Device Failure

Number of alarms Plug

Number of alarms Pull

Number of alarms Submodule Return

Number of alarms Pull Module

Note

The number of modules total and modules online may be a little bit confusing.

When a module has got input and output bytes, it will get two LADDR values. But for the number
of modules, it counts only one. Therefore, the number of modules total is smaller than the
number of LADDR values in the TIA Portal project.

This is typical for PN iDevices. They have got transfer area memory including input and output
bytes.

Statistics of MQTT Publisher

The MQTT publisher produces a lot of statistics information, for instance:

Number of successful connect to broker

Number of disconnect from broker

Number of published MQTT messages

Number of application messages

Number of application warnings

Number of application errors

Number of publish calls when not connected
Number of errors returned by publish call

Number of publish retain calls when not connected

Number of errors returned by publish retain call

PROFINET 10 Connector V2.1.0
Operating Manual, 10/2023, A5E51011242-AC 113



Troubleshooting

9.2 Application statistics

Statistics of Internal FIFOs

Several FIFOs (queues) are used to transfer data between real-time and non-real-time tasks. The
statistics help to find possible issues. It includes for instance counters for:

* Write index in the internal FIFO

* Read index in the internal FIFO

¢ How many data records are currently stored in the FIFO?
¢ Total number of records processed by the FIFO

¢ How many records are lost, due to buffer overflow?

Example Output
If activated, the log entries may look like as follows:

PPROFINET: modules total'9' online'9'

PN Alarms: DevRet'2' DevFail'O' Plug'O' Pull'O' SubRet'O' PullMod'O'
PNIO cbf : MdCh'l' DevAct'O' Diag'2' Subm'l' DevDiag'O'
PNcbfRcdR: cbf'45' ok'22' Len0'7' RespErr'6' Err'l0' AddE'Q’
PNcbfRcdW: cbf'4' ok'l' RespErr'l' Err'2' AddE'Q’

PNIO READ: ok'135'" ERR'O' int'O' Rem OK'123' BAD'12'

PNIO WRIT: ok'O' err'0O' Rem OK'O' BAD'OQ'

PNIO WRIT: ERROR False addr'O' False len'O' Not writable'Q'
RT-Thread: cycles'45' exec (us)'4' min'3' max'46' avg'3'
RT-Thread: Jitter (us)'l' min'-5' max'6' avg'Q'

PNRD FIFO: wr-idx'41l' rd-idx'40' RECORDS stored'l' free'2183"
processed'41l' lost'0'

PnRcdRspF: PUT ok'22' overfl'O' GET ok'22' empty'6'

PnRcdRspF: PUT err'O' GET err'Q'

PnRcdRspF: wr-idx'4016' rd-idx'4016' Bytes: stored'O' free'65536'
proc'4016' lost'0'

MQTT clnt: cycles'49' PUB IO-RD bin'20' IO-RD json'20' RCD-RD-
Rsp'3' PN-Alrm'2' PN stat'2'

MQTT clnt: Err task overflow 'O' Err JSON compose '0'

MQTT Thrd: wait (us)'500000"'" min'499695' max'500000' avg'499971"
MQTT Thrd: exec (us)'0O' min'O' max'305' avg'22'

PnIoWr FI: PUT ok'O' overfl'O' GET ok'0O' empty'90'

PnIoWr FI: PUT err'O' GET err'Q'

PnIoWr FI: wr-idx'O' rd-idx'QO' Bytes: stored'0O' free'65536' proc'Q'

lost'0'

MQTT : pub'47' pub retain'l'

MQTT : conn'l' discon'O' pub'48' rcvd'2' warn'O' err'0Q’
MQTT : pub nc'0' pub err'0' pub.r nc'0' pub.r err'0'

JP PNIO W: calls'0O' valid'Q’

JP PNIO W: arrlen'O' Unexparr'QO' UnexpdTyp'O' UnexpJItem'O'
byteRange'0' incompl'O' typenotsup'0’

JP PNIO W: skipped prop'O' array'O’

JP PnRcdR: calls'l' valid'b54'

JP PnRcdR: Unexparr'O' incompl'O' typenotsup'O’

JP PnRcdR: skipped prop'l'

JP PnRcdW: calls'l' valid'5'
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JP PnRcdW: arrlen'O' Unexparr'O' UnexpdTyp'O' UnexpJdItem'O'
byteRange'0' incompl'0O' typenotsup'O'

JP PnRcdW: skipped prop'l' array'O'

PnRcdWrk : cycles'244' RCD-RD(app) '21' RCD-RD(mgtt) '24' RCD-WR'4'
limit'8"'

PnRcdWrk : Err rcd-rd(app)'0' rcd-rd(mgtt)'30' rcd-wr'l'
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General Performance

In the IEM, you only get a very general overview about the CPU load of an app. The PROFINET IO
Connector is a relatively complex connector. Its performance depends on the several factors. It
is important to get a detailed picture about possible bottlenecks.

How to fix?
The output of the statistics monitor gives a lot of useful information.

* When the PN alarm 'Device Failure' (DevFail) is increasing, the reason could be the PN
wiring or a massive overload of the PROFINET IO Connector.

¢ When the execution time of the real-time thread comes close to the required recording time
resolution (RT-Thread: exec (us) avg'3'), the performance is not good enough.

* When the internal FIFOs signal lost data (FIFO: lost'0', PnRcdRspF: lost'0',
PnIoWr FI: lost'0'), the amount of data traffic is too high.

* When the JSON parser signals errors (JP PNIO W, JP PnRcdR, JP PnRcdW), aclientis
sending erroneous messages.

IEM: Unable to Start Application
You see the following information:
* |EM: Installation Failed
¢ |ED: Unable to start application
How to fix?

The prerequisites are not fulfilled. The network environment at the IED is not installed.

LOG: MQTT Connect Failed
You see the following info in the log file:
Try to connect to MQTT broker 'mosquitto broker'...
ERROR MQTT - mosquitto connect failed
ERROR MQTT - unable to initialize mosquitty
How to fix?

The Databus application is not installed or is not running.

LOG: MQTT Publisher Disconnected from Broker
You see the following info in the log file:
MQTT publisher connected to broker.
MQTT publisher disconnected from broker - code'5'.

How to fix?
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You have not configured the user and topic in the Databus application.

When you try to install the PROFINET IO Connector, the IED requires the Layer-2-Access to be

activated for apps. If the Layer-2-Access is not activated, the following error messages are
displayed in your Industrial Management System (IEM):

PROFINET |0 Connector Application Access

You are installing an unsigned app. You want o deploy this app?
Layer 2 network access is required by this application.

® :
_9_ PROFINET 10 Connector m

erormer | INstall

on edgedevice004
e D Feb 22, 2021 09:02 AM

App installation failed - L2 network is not configured

How to fix for the versions below 1.3?

You must onboard your IED again. During onboarding procedure, you must activate the
Layer-2-Access for apps.

How to fix for the V1.3 onwards?

For the V1.3 and onwards, no need to onboard IED again. Only change the network setting
under |ED > "Settings" > "Connectivity" > "LAN Network".

PROFINET Device does not Connect

In the log file, you find the entry as follow:

PPROFINET: 'O' of '1l2' configured modules are online.

How to fix?

You can check the following points in this case:

* Is the PROFINET device name correct? (may be not unique?)
* Are the IP addresses in one subnet?

* Are all IP addresses unique?

¢ Is the Ethernet connection fine?
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Note

You can use the TIA Portal or PRONETA to search for devices. With these tools the device name
and IP address can be checked.

PROFINET Device Connects and Disconnects

In the log file, you find the entry as follow:
ALARM 'Device return' (GOING ) device 'l' slot '0O' subslot 'O’

ALARM 'Device failure' (COMING) device 'l' slot '0O' subslot '0'

How to fix?
You can check the following points in this case:

* What is the overall CPU load of the IED? (very high CPU load can influence the PROFINET
functionality)

¢ Are all PROFINET device names unique in the network?

No PROFINET IO Data Read from Connected PROFINET iDevice

118

When the network is fine and app log displays 'Alarm Device Return' but the PROFINET 10 Data
is not transferred.

When you use tag definitions, you can find an error entry in the log file as 'tag definition
wrong'.
How to fix?

When you configure transfer area for a PROFINET iDevice in the TIA Portal, the default setting
is Input (1) for the iDevice. You must change it to Output (Q) as follows:
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Only few Values are send via MQTT

If you experience the following behavior with the PROFINET 10 Connector:

* No values are published to the MQTT broker although a device is connected and the
PROFINET 10 Connector is running, and after some minutes the first ten values are published
at once and no further messages are published.

Itis likely that the network does not meet the PROFINET requirements. For more information,
refer Prerequisites (Page 25). The Connector may not always detect the problem, and the log
file may not show any errors.
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To troubleshoot this issue, reduce the network traffic. Make sure the interface for the
PROFINET communication (Layer-2-access) is not used for connection to the IEM. Connect
the device directly to the IED where the PROFINET 10 Connector is installed. Now the
connection should work as expected. The rest of the network should be attached step by
step to see which component causes the error.
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9.4 Configuring Layer-2-Access

9.4.1 Introduction

The PROFINET 10 Connector needs a specific network configuration for the specific functionality
of a PROFINET 10 Controller. This network configuration is called as Layer-2-Access. It is
mandatory for the operation of the PROFINET IO Connector. The following image depicts the
network settings for Layer-2-Access:

Industrial Edge Managemen! - Onboarding

et Poptcrt. T ace

Edge Box
e App No 1 with PROFINET 10 =¢—
Layer-2-Access Connector B
Define IP address
for Host Linux'
interfece ono3 | Docker P SUE Dockeris e
92.168.152 192168152146 - e -
PN Controller 1P ":’"’“’” =
192.168.152.128 ddress
Host IP
MACVLAN Gateway
192.168.152. 144

B PROFINET | IE

192.166.152.129 | | 192.168.152.130

i—.'i‘z'msp I
(PN Device)  S7-1500CPU
{PM iDevice)

One physical Ethernet network interface (gray box in the above image) is used for several
virtual (logical) network interfaces. This port is shared by real and virtual interfaces, each
having its own IP and MAC address.

The 'eno3' interface is part of the host operating system. It is controlled by the Industrial
Edge operating system.

The 'eth1" interface of the Docker containers is externally visible as own network interface in
the network with its IP address and also its own MAC address. The IP address which Docker
assigns to the PROFINET IO Connector interface 'eth1' is later overwritten by the configured
PN Controller IP address which has been set in the TIA Portal.

9.4.2 How to configure Layer-2-Access?
During the IED onboarding, you must configure the following:

* Assign an IP address for the Ethernet Interface of the Linux Host (eno3).
(It could be static, DHCP, or empty if you do not need it for host access to that network.)

* Provide an IP address range which is used by Docker for the layer 2 network.
(The macvlan bridge and the Docker containers attached to the layer 2 Docker network.)
(The 1st address 192.168.152.144 is reserved to avoid routing to a gateway.)
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Note

With IED V1.2 and later version, you can change the layer-2-configuration after onboarding as
well.

During the layer-2-configuration, it is advisable to follow these recommendations:

The blue and the green IP addresses, as depicted in the above image, must belong to the
same IP subnet.

The yellow IP address, as depicted in the above image, is recommended to configure the
same IP subnet as well. Technically, it may belong to a different IP subnet.

All IP addresses must be unique (no double usage of same IP is allowed).

You cannot use DHCP for the layer 2 interface because Docker and PROFINET do not fully
support DHCP.

You can use DHCP for the host interface 'eno3', but you must ensure that the IP addresses and
IP ranges which are used for the statically configured network interfaces are excluded from
the IP address range which the DHCP server uses.

You must ensure that in the whole network all PROFINET device names are unique. Even
same names in different IP subnet may cause issues. The handling of the PROFINET device
names does not depend on IP addresses. LLDP is used for this purpose.

The IP addresses of the external PROFINET devices are not covered by this configuration. You
must ensure that these have their own unique IP addresses outside the range of the layer-2-
configuration.

IP Address Range

The layer-2-configuration requires an IP address range. The possible range is defined by the
start IP address and the 0-values of the binary address. The following table describes the
examples for start address and resulting ranges:

Start IP Address Binary Format (last number) Resulting Address Range
192.168.152.0 bin 0000 0000 256

192.168.152.4 bin 0000 0100 4

192.168.152.8 bin 0000 1000 8

192.168.152.6 bin 0000 0110 2

122

The following image depicts the concept for a 64-bit subnet:

64 64
32 32 32
16 16 16 16 16
8 8 8 8 8 8 8 8 8
4 4 [ alaJala]Jalalalalalalalala]a]a
2 2[2] 22 2] 2 2] 2 2] 2 2] 2 2] 2] 22 22| 2J 2] 2T 2] 2] 2] 2] 2[ 2] 2 2] 2] 2] 2
1st address of range 0 2 4 6 81012 14 16 18 20 22 24 26 28 30 32 34 36 38 40 42 44 46 48 50 52 54 56 58 60 62

Layer 2: Possible ranges (length of range and position) for a subnet with 64 addresses (CIDR/26)
Range Length

Layer-2-Configuration Advanced Settings

When a large address range is not available for the Layer-2-Configuration, you can use the
Layer-2-Network advanced settings. You can define the IP address for the docker internal
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gateway and can exclude specific IP addresses from the configured IP address range as

follows:

Gateway | 190 9

80

52

— [ IP Addresses for Layer 2

& 190.99.80.52 (Gateway)
& 190.99.80.53
& 190.99.80.54

& 190.99.80.55

* The Layer-2-Configuration IP address range is from 192.168.152.0 to 192.168.152.7.

e The IP address 192.168.152.6 is used by an external and not changeable network

component.

¢ The Netmask is 255.255.255.0.
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9.4.3 PROFINET Addresses
In TIA Portal, you must configure the following PROFINET configuration:

¢ |P Address of the PROFINET 10 Controller (the PROFINET 10 Connector)
(This PN controller IP replaces the Docker IP during app startup.)

¢ |P Addresses of all the PROFINET Devices and iDevices

Note

The IP addresses of all PROFINET components must be located outside the configured Layer-2-
Configuration IP address range.
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9.5 Diagnostic features by version

The PROFINET IO Connector offers different features for diagnosis depending on the version as
given in below table:

Version Feature

V1.X.X and below PN status and PN alarms

V2.0.0 Configurable in .json with Common Configurator. For more information,
refer Configuring PROFINET IO Connector Using Common Configurator
(Page 72).

V2.1.X and above Status and information

PN status and PN alarms

PN status provides information for all configured PN devices. PN alarm provides event messages.

Configuration

The application publishes the information via MQTT to specific topics. The topics can be
configured in the pn_hs adpt appconfig.xml

Example

Example configurations for the topics are as given below:

<MgttTopicPnStatus>ie/d/j/simatic/v1/pnhsl/status/r</
MgttTopicPnStatus>

<MgttTopicPnAlarm>ie/d/j/simatic/v1/pnhsl/ev/r</MgttTopicPnAlarm>

Status and information

The information related to the PROFINET IO Connector is split between two topics: the status
topic and the info topic. The status topic provides an interface as defined in Siemens Cloud's
Industrial Edge System Apps Documentation for Developers (V1.2.2). This interface offers
details about the application and its connections.

The additional live information of the PRFINET IO Connector is published to the info-topic.

The status messages are more clearly described and standardized, providing the status of the
connector and the connections so that other applications can interpret and display relevant
information.

Configuration

The status topic can be configured in the config json file as well as with the Common
Configurator. For more information, refer Configuring PROFINET IO Connector Using
Common Configurator (Page 72).

The info-topic is not configurable: "ie/s/jlsimatic/v1/pnhs1/info"
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Example

For specific topic configurations, refer to the default MQTT topics for:

* For Controller Configuration, refer step no. 6 of Add data sources (Page 76).
* For Device Configuration, refer step no. 6 of Add data sources (Page 82).

For practical examples of JSON configuration for both Controller and Device, you can find
detailed guidance in the following resources:

* For Controller Configuration example, refer Example of JSON Configuration for Controller
(Page 67).

» ForDevice Configuration example, refer Example of JSON Configuration for Device (Page 71).

Status values

Since the status message is defined, there are following possible values for the connector and

connection:

Connector Description

Good Connector is running properly
Bad Run without config - no functionality
Available Connector just started up
Unavailable Connector has stopped
Connection Description

Good Connection is established
Stopped Connection is not established
Bad Connection has error
Example

Defined status message of the PROFINET IO Connector is as follows:

{
"seq":3,
"ts":"2023-01-11T707:02:15.1232539z2",
"connector": {
"status":"good",
"reason":"ok"
}I
"connections": [

{
"name":"plcxbldOed (station'l' slot'l' laddr'261'")",

"status":"good",
"reason":"ok"
Fod
"name" :"unknown (station'2' slot'O' laddr'267')", # unknown

because not connected
"status":"stopped",
"reason":"ok"

y
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}

The following info message gives additional details in controller mode:

{
"pn-controller": {
"name":"profinetxadriver4933",
"order-no":"6ES7195-3AA00-0YAOQ",
"sw-version" :"PROFINET-IO-Connector V2.1.0.0-R",
"ip-addr":"192.168.4.102", # ip address of the IED layer-2-
access interface
"ip-addr-num":[192,168,4,102]
by
"stations": [
{
# the following station is connected therefore information
like name, ip-address is known
"name" :"plcxbldOed",
"station-no":1,
"ip-addr":"192.168.4.10", # ip address of a connected PLC
"ip-addr-num":[192,168,4,10],
"submodules": [
{
"slot-no":1,
"laddr":261,
"order-no":"6ES7 510-1DJ01-0ABO ",
"sn":"S C-K3L994142018",
"pn-addr-out":[0,3],
"status":"online",
"status-num":3

by

]
Fod
# the second station is not connected -> no information about
name, etc.
"name":"",
"station-no":2,
"ip-addr":"",
"ip-addr-num":[0,0,0,0],
"submodules": [
{
"slot-no":1,
"laddr":271,

"order-no":"",
"sn":"",
"pn-addr-in":[32,32],
"status":"offline",

"status-num":2

by
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}

The following info message gives additional details in device mode:

{
"pn-device": {
"name":"pn-io-conn-device",
"sw-version":"PROFINET-IO-Connector V2.1.0.0-R"
by
"controllers": [
{
"ip-addr":"192.168.4.10" # ip address of the connected
IO controller

}
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10.1 Breaking changes

During the development there where several breaking changes with incompatible
modifications. They are listed in the table below:

Version Date Change

V0.4 23.11.2020 Several PN Diagnosis info via
MQTT topics (optional)

V0.4 26.10.2020 Cyclic Read PN |0-Data ready for
DataService

V0.4 07.10.2020 Change of Metadata for PN 10-
Data READ

V0.4 07.10.2020 Change of Format of Binary Pay-
load (PN 10-Data READ)

V0.4 01.09.2020 Massive extension/change of app
configuration file

V1.1 29.06.2021 Complete changed processing of
tag definition file (fixed name,
etc.)

V2.0 14.09.2022 One json config instead of four
different config files (some pa-
rameters can not be configured
anymore)

V2.1 08.09.2023 Tag ids has been removed (now
internally calculated)

Changelog

Here are Release Notes of different versions listed:

Version

Change

V2.0

Introduce new single configuration file

The app is now configurable with Common Config-
urator

V2.1

Add 10 device mode
Add status topic
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