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Warning notice system
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referring only to property damage have no safety alert symbol. These notices shown below are graded according to
the degree of danger.

A\ DANGER
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avoiding potential hazards when working with these products/systems.

Proper use of Siemens products
Note the following:

A\ WARNING

Siemens products may only be used for the applications described in the catalog and in the relevant technical
documentation. If products and components from other manufacturers are used, these must be recommended or
approved by Siemens. Proper transport, storage, installation, assembly, commissioning, operation and maintenance
are required to ensure that the products operate safely and without any problems. The permissible ambient
conditions must be complied with. The information in the relevant documentation must be observed.

Trademarks
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be trademarks whose use by third parties for their own purposes could violate the rights of the owner.

Disclaimer of Liability
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Since variance cannot be precluded entirely, we cannot guarantee full consistency. However, the information in this
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WinCC Audit (Panels, Comfort Panels, RT Advanced) 1

1.1 Basics (Panels, Comfort Panels, RT Advanced)

1.1.1 GMP compliance (Panels, Comfort Panels, RT Advanced)

GMP compliant projects with WinCC

Traceability and therefore the documentation of production data is becoming increasingly
important in many sectors such as the pharmaceuticals industry, the food and beverage
industry, and the related mechanical engineering industry.

Storage of production data in electronic form offers many advantages compared to paper
documents, such as simple acquisition and logging of data.

However, itis also important to ensure that data cannot be falsified and that it can be read at any
time.

Industry-specific and general standards for electronic documentation of production data have
been developed for this purpose.

The most important set of regulations is the FDA guideline 21 CFR Part 11 for electronic data
records and electronic signatures issued by the FDA, the US Food and Drug Administration. The
various EU regulations, such as EU 178/2002, also apply for particular industries.

Requirements for production systems in these industries have been developed on the basis of 21
CFR Part 11 and the corresponding layout to comply with GMP (Good Manufacturing Practice).
They are also required for other industries.

The following primary requirements are derived from these directives and rules:

e Creation of an Audit Trail or operating trace in runtime
This document can be used to trace a complete log of which user has run what control
function on the machine at what time.

* Important process stages must also be traceable to a specific responsibility, for example with
an electronic signature.

1.1.2 GMP-compliant configuration (Panels, Comfort Panels, RT Advanced)

Introduction

"GMP compliant configuration" means creating projects in accordance with "Good
Manufacturing Practice". The requirements are set out in FDA rules "21 CFR Part 11". The FDA is
the U.S. Food and Drug Administration.
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WinCC Audit (Panels, Comfort Panels, RT Advanced)

1.1 Basics (Panels, Comfort Panels, RT Advanced)

GMP-compliant configuration means HMI devices have electronic production data
documentation functionalities.

GMP relevant and the audit trail

WinCC offers the "Audit" option for implementing GMP compliance. Using the audit option, the
"GMP compliant configuration" function can be enabled.

Enable the "GMP compliant configuration" function directly in the runtime settings of the HMI
device. GMP relevant functionalities are then added to WinCC. These functionalities are:

e Audit Trail

* Electronic signature

e Option to label tags as "GMP relevant".

e Option to label tags as "GMP relevant” for recipes.

* NotifyUserAction system function

* Logging of tags using checksum

* Logging of alarms using checksum

¢ Audit trail record for printing logged changes

A license is required to convert the GMP-relevant functions configured in WinCC in runtime.
Depending on the edition of WinCC, use one of the following licenses:
*  WinCC Audit for RT Advanced

*  WinCC Audit for SIMATIC Panel

If the labeled objects are executed or changed, then it is saved in a special log, the "Audit Trail".

1.1.3 Audit option (Panels, Comfort Panels, RT Advanced)

Advanced functions
The Audit option adds functions to WinCC to ensure that your project is GMP compliant.
You need the SIMATIC WinCC Audit license suitable for your HMI device.
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WinCC Audit (Panels, Comfort Panels, RT Advanced)

1.1 Basics (Panels, Comfort Panels, RT Advanced)

The following functions are added:

e Audit Trail
For every HMI device, you can create an Audit Trail .
Operator actions and system processes that are relevant for the FDA-compliance of the
process are recorded in an Audit Trail during runtime.

— User actions such as changes in the values of GMP relevant tags or recipes or the
acknowledgment of alarms.

— Actions by the system, such as starting up runtime or rejection of logon attempts.

e Electronic signature
You can set mandatory acknowledgment of important user actions in runtime, such as
changing recipe data records or tag values.
All Audit-relevant user actions must be protected by authorization in the user administration.
The user will then only be able to run these actions if an electronic signature and, if
configured appropriately, a comment have been input. The electronic signature and the
comment are logged in the audit trail.

Extension of the WinCC engineering system

For all HMI devices that support "GMP-compliant configuration”, the WinCC engineering system
is extended to include the following configuration options when GMP is enabled:

¢ The entry "AuditTrail" is added to the "Logs" editor.

¢ A"Good Manufacturing Practice Settings" entry is added to "HMI tags" editor in the inspector
window of a "Properties > Properties" tag.

¢ A"Good Manufacturing Practice" entry is added to "Recipes” editor in the inspector window
of a "Properties > Properties" recipe.

* "NotifyUserAction" system function

1.1.4 Scope of logging (Panels, Comfort Panels, RT Advanced)

Introduction

It is important to ensure that audit-related processes are always logged in runtime in the audit
trail in a project with the option "Audit".
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WinCC Audit (Panels, Comfort Panels, RT Advanced)

1.1 Basics (Panels, Comfort Panels, RT Advanced)

Scope of logging

The following operations are Audit-relevant and are automatically saved in the Audit Trail:

14

Runtime sequence

Runtime start and runtime stop

Projectinformation: Version and project name, of the configuration environment, device,
and current runtime configuration

Failure of the voltage supply of an active Uninterruptible Power Supply (UPS).

User administration

Logon and logoff of users
Invalid logon attempts
Import of user administration

Changes of user administration

Alarm system

All alarms that are acknowledged by the user.

All acknowledgment attempts of the user

Note
Logging alarm text

To log alarm texts, select the "Log alarm text in Audit Trail" option in the Audit Trail editor:

"Audit trail > Properties > Settings" in the "Settings" area

Log operations

Starting, stopping and copying a log
Opening and closing all logs
Deleting a log

Starting a sequence log

Long-term logging of a log

Running specific system functions depending on their functionality and the triggering event
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WinCC Audit (Panels, Comfort Panels, RT Advanced)
1.2 Using the Audit trail (Panels, Comfort Panels, RT Advanced)

The following audit processes are logged depending on the configuration of the recipes and the
tags of the project:

¢ Change values of GMP-relevant tags by the user
¢ for GMP-relevant recipes:
— Storing after changing and creating recipe data records
— Transfer of recipe data records to the PLC and from the PLC

— For recipe tags: Changing the setting for the synchronization of the tag values with the
PLC ("offline"/"online")

¢ "NotifyUserAction" system function
You use the system function "NotifyUserAction" to record user actions that are not
automatically recorded by the audit trail.
You can configure this system function for screen calls, for example You can also configure
function lists containing system functions that do not require signature or
acknowledgement.

1.2 Using the Audit trail (Panels, Comfort Panels, RT Advanced)

1.2.1 Audit Trail (Panels, Comfort Panels, RT Advanced)

Introduction

Configure a log in the settings for Audit Trail editor. This log is used to store changes in tag or
recipe values made by the user and other user actions in runtime.
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WinCC Audit (Panels, Comfort Panels, RT Advanced)

1.2 Using the Audit trail (Panels, Comfort Panels, RT Advanced)

"Settings for audit trail" editor

1. In the project view, double-click "AuditTrail" in the "Log" group.

2. Click on the "Settings for audit trail" tab.

3. Change the properties of Audit Trail in the inspector window.
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|13t0rage Card 501

o &

You define the settings for the Audit Trail in the "Properties > Properties" inspector window.

You set the name of the log and the storage location and decide whether logging will begin on
startup. Also determine if "Forcing" is permitted.

"Forcing" is a function for administrators. It allows the administrator to continue the process

even if the maximum log storage space has been exceeded.

Thus, the Audit Trail switches off and must be rebooted using the "StartLogging" system function.

1.2.2

Requirements

Creating an audit trail (Panels, Comfort Panels, RT Advanced)

"GMP compliant configuration" has been selected on the HMI device.

16
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Procedure
1. Double-click on the HMI device in the project tree.

2. Double-click "Logs".
The "Logs" editor will open.
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3. Change to the "Audit Trail" tab.
An audit trail has been created.

|iﬂ Data logs ||i_| Alarm logs ||i| Audit
Audit Trail
Marne Path Storage location | Low lirit Enable at startup Forcing permitted  Bypass electronic ... | Log ala
# AuditTrail 15t [=] csviile (a5 [=] 1.0 =] [v] [] [+ []
|§.Pra|1erti95 ||"_iilnfo y"ﬂ Diagnostics
J Properties || Events
General
General
S Mame
Settings
| AuditTrail |

Storage location

Storage locatian: |C5"u"fi|E (ASCI)

]

Fath: \\Starage Card CFL

]

Free storage space limit in ME:

4. Define the following in the inspector window:

18

Name
Storage location
Logging with runtime start-up

Forcing

Note

No audit-related user actions are permitted in GMP relevant projects if there is
insufficient storage space available for the audit trail.

If the check box "Forcing permitted” is activated and, because of the hardware, there is
insufficient storage space in runtime, the administrator can interrupt audit trail logging.
The administrator can prevent the process from stopping in this way.

If the administrator enables the "Forcing" function, the interruption of the audit trail by
the administrator will be entered in the audit trail as the last entry.

At the end of "Forcing" restart the audit trail using the "StartLogging" system function.
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Configuring a function list

If necessary, configure a function list for the events "Low free storage space" and "Free space
critically low".

The "Low free storage space" event is triggered if the amount of free storage space available for
the audit trail in runtime is less than the amount configured in "Minimum storage space in MB".

The "Free space critically low" event is triggered if there is no longer sufficient free storage space
for the audit trail in runtime. The value depends on the HMI device.

You can find more detailed information on this in the section: Low free storage space (Page 23)

Result
Audit relevant user actions are entered in the configured audit trail in runtime.
See also
Low free storage space (Page 23)
1.2.3 Parameters for the audit trail (Panels, Comfort Panels, RT Advanced)
Introduction

Configure Audit Trail in the "Logs" editor if you have enabled "GMP compliant configuration” in
the runtime settings.

There are two ways of assigning parameters for the audit trail:
* "Settings for audit trail" editor

e "Audit Trail" inspector window

Editor "Audit Trail"
The "Audit Trail" editor is an overview of the Audit Trail created.
Only one Audit Trail can be created per HMI device.

Parameters that are assigned for the Audit Trail can be seen in the line. You can select or deselect
the parameters displayed.

The parameters of an Audit Trail are also displayed and described in more detail in the inspector
window.
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General inspector window

You can set the following parameters under "Audit trail > Properties > General":

|iﬂ Data logs ||i: Alarm logs ||‘| Audit
Audit Trail
Marne Fath Storage location | Low limit Enable at startup Farcing permitted | Bypass electronic ... Log alar
# AuditTrail 15t [=] csviile (a5 [=] 1.0 =] [v] [] [ []
|§. Properties ||"_iilnfo y"ﬂ Diagnostics
J Properties || Events
General
General
I Mame
Settings
| AuditTrail |
Storage location
Storage location: |CS"u"fi|E (ASCID |v |
Fath: |".€tu:||'ac_|e Card CFL |v |
Free storage space lirmit in ME:
Name

e Under "Name", assign a name for the Audit Trail .
Special characters are not permitted when assigning the name.

WinCC Engineering V17 — Options
20 System Manual, 05/2021, Online documentation



WinCC Audit (Panels, Comfort Panels, RT Advanced)
1.2 Using the Audit trail (Panels, Comfort Panels, RT Advanced)

Storage location

¢ Storage location
You can choose between:

— RDBfile
— a CSV file (ASCII)
— a TXT file (Unicode)

Note

Use "TXT (Unicode)" as storage location for logging Asian languages.

* Path
Depending on the HMI device, enter the storage location of the Audit Trail under "Path".

¢ Minimum space in MB
Specify the size of remaining storage space that triggers the "Little available memory" event.

Inspector window settings

You can set the following parameters under "Audit trail > Properties > Properties > Settings":

|Hj Data logs ||J_ Alarm logs ||‘| Aug

Audit Trail

Marrne Path Storage lo...  Low limit | Enable at startup Farcing perrmit...  Bypass electronic signa... Log alar
g cuditTrall st =] Covfile fw] 10 = ™ ™

QPmpEltiEﬁ 'i'.lnfo i) ﬂ[}laglmﬁtlcﬁ
J Properties || Events
Settings

General Enables | .

. nables joqqin
Settings g9mng

@;Enable lagaging at runtime start

Force
[ Signature bypass possible

[ ] Farcing allowed if storage space is exhausted.

Settings

[] Lag alarm text in Audit Trail
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Logging activation

* Enable logging at runtime start

Forcing

* Bypass electronic signature
Specifies whether the administrator is permitted to run operator actions without entering an
electronic signature or comments.

* Forcing allowed if storage space is exhausted
This function allows the administrator to interrupt audit trail logging in the following
scenarios:

— Thereis no free storage space available.
— The storage medium is missing.
— Access to required storage medium is not possible.

You can thus prevent the process from stopping.

After Forcing was carried out, the audit trail log switches off.

After the end of "Forcing", the audit trail must be restarted with the system function
"StartLogging".

Settings

* Logging alarm texts in the audit trail.

Note

Use "TXT (Unicode)" as storage location for logging Asian languages.

For further details on setting the logging language, refer to the following section:
Setting the audit trail language (Page 22)

See also
Setting the audit trail language (Page 22)

1.2.4 Setting the audit trail language (Panels, Comfort Panels, RT Advanced)

Introduction

The logging language for an Audit Trail is set in the runtime settings.

Procedure
1. Double-click on the HMI device in the project tree.

2. Double-click "Runtime settings".

WinCC Engineering V17 — Options
22 System Manual, 05/2021, Online documentation



WinCC Audit (Panels, Comfort Panels, RT Advanced)
1.2 Using the Audit trail (Panels, Comfort Panels, RT Advanced)

3. Click "General".

4. Select the logging language in the "Logs" area.

Note

If an Asian language was selected, use the "TXT (Unicode)" storage location in the "Audit trail"
editor.

Projectl » HHI_1 [TP1500 Comfort] » Runtime settings

Devices
I = Genersl General
Serdices
~ | Project] [m| Screens Screen
B Add new device Keybdnard y . . Start sereen: | HMI_T
. = G ] ctl Fracti
gy Devices & networks 3 NDD sninEring Trasiee Default terplate: |
~ [} HMI_T [TP1500 Comfart] ams o faule ste of the project: [
Y pevice configuration User administration Default style of the project:
W online & diagnostics Language &fant Style of the Hhl device: |WinCC Dark
'f Runtirne settings GFc setFlngs Adaptfont size to style: E
- = Tag settings
[/ Scbreens 9 g Screen resolution: | 1 250.500
B Add new screen N
] Bild_1 ! Colar depth: |32 hit |v|
] HMI_‘I N Lack task switching: [
] r\__mj Screen management L I Load hames: [:]
v Details view
Identification
Project D:
Matne
Historical data
Logging language: St {EN N R )
(<] i =] [<] I
1.2.5 Low free storage space (Panels, Comfort Panels, RT Advanced)
1.2.5.1 Low free storage space (Panels, Comfort Panels, RT Advanced)
Description

This event is triggered if the storage space available on the medium to which the Audit Trail is
less than the configured minimum.
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1.2.5.2 Free space critically low (Panels, Comfort Panels, RT Advanced)

Description

This event is triggered if the storage medium to which an Audit Trail is saved provides
insufficient storage space due to hardware restrictions.

1.2.5.3 Configuring the "Low free storage space" event (Panels, Comfort Panels, RT
Advanced)

Requirements
* A GMP- compliant configuration is enabled

¢ An Audit Trail is created

Procedure
1. Click on the Audit Trail in the "Audit Trail" editor.
2. In the Inspector window, click "Properties > General".

3. Inthe "Free storage space limitin MB" area, select a value that triggers the "Little free space”
event.

4. Click on Events in the Inspector window.
5. Click on the "Low free storage space” event.

6. In the function list, specify a system function to execute when an "Overflow" event is
triggered.

1.2.6 Logging the audit trail (Panels, Comfort Panels, RT Advanced)

1.2.6.1 Reporting an audit trail (Panels, Comfort Panels, RT Advanced)

Introduction

You can print a report of the operations saved in an Audit Trail. All recorded actions are included
in the printout.

Requirements for reporting
The "Audit Trail report" report object is available for the printout of an Audit Trail.

You can configure the reportin the "Report” editor. The report objectis only available if the "GMP-
compliant configuration" option is set in the runtime settings of the HMI device.
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1.2.6.2

Introduction

Procedure

1.2 Using the Audit trail (Panels, Comfort Panels, RT Advanced)

If an Audit must be printed in runtime, initially the logging of Audit Trailmust be stopped using
the "StopLogging" system function.

Whilst an Audit Trail is being printed, no user actions are recorded. Ensure that no GMP-relevant
user actions are executed whilst the logging is stopped.

After printing is complete without any errors, restart the Audit Trail using the "StartLogging"
system function.

The header of the report is printed in the current runtime language. Change the runtime
language to the logging language accordingly.

The logged data from Audit are printed in the configured runtime logging language.

In order to receive acomplete report, the report object can also be used in a reportin conjunction
with the "Print alarm" and "Print recipe" report objects.

Audit Trail reporting (Panels, Comfort Panels, RT Advanced)

You use the "Audit Trail" report object to configure a report for the output of Audit Trail contents
to a printer.

Once the printout is started in runtime, all entries currently contained in the Audit Trail are
printed out.

To create a report, proceed as follows:
1. Double-click on the "Reports" entry in the project tree.

2. Double-click "Add new report".
A new report is created and opened in the "Report" editor.
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3. Drag & drop the "Audit trail report" object under "Tools > Controls" to the report created.

Project1 » HHI_1 [TP1500 Comfort] » Reports » Protokoll_1

Devices

:---1---2---3
¥ |7 Project] !

E Add new device

Eg'h Devices & networks 1

= [ HMI_T [TP1500 Comfort] .
[IT Device configuration

[*| B I USAN:z=sx Axs s s T —3 Bz Rl
Coed B B e F g

B Cetail page 1

% Online & diagnostics

P

1 Runtirne settings

Vs RecordID Time stamp DeltaTolTC  UserlD
Creens .
: rrf?] a:ren SDEIEENE 2| 0 18.11.2007 23:00 -1:00 Systern
L . ObiectID:
équ Conhections 3 Application
B4 HMi slarms : Description:
'“1 Recipes 4 This is an example description. It may not be cut and will be printed out
B Historical data completelv.

-

El."] Scripts
5] scheduled tasks

C] Cycles 5
- E]]] Reports )
!’Add new repart 5

E]]] Protokoll_1 .

3:_;1 Text and graphic lists g

$9 User administration

4. Click on the "Audit trail report" object.

5. Change the object properties of the "Audit trail report" object in the inspector window.

Result

You have created a report for the printout Audit Trail.
1.2.6.3 Parameters for the audit trail report (Panels, Comfort Panels, RT Advanced)
Introduction

The "Audit trail report" parameters can be edited in the inspector window.

Inspector window appearance
Click on the "Audit trail report" object.

Change the appearance of the "Audit trail report" object in the appearance area of the Inspector
window under "Properties > Properties > Layout".
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|§,Properties ||"_L'.I|1fo ||ﬂDiagnostics |

J Properties || Animations || Events || Texts

% Property list Appearance
p . Colors Styles
ayou L
Miscellaneous ; Text: Background: |Salid [~]
N Berder: |5olid [~]

Font: |P.ria|.15|:|x ||

You can configure the foreground color, the background color, the style, and the font settings.

It is recommended to set a font size of 16 px for the output.

Inspector window layout
Click on the "Audit trail report" object.

Change the position and size of the "Audit trail report" object in the appearance area of the
Inspector window under "Properties > Properties > Layout".

|_C9,Properties ||"_i.'.ll1fo ”ﬂDiagnc—stics |

JProperties || Animations ” Events || Texts |

EX Froperty list Layout

Appearance

Position & size Visible entries

¥: D Comment vizible

Height: | 836 B

Mizcellaneous

T ¥ T =i

The "Audit trail report" object always fills the space down to the footer on the report page. If you
change the height of the object, then you only change the distance of the object to the header.
The report printout can involve a large amount of data.

A page break is automatically inserted when the length of the page is exceeded to print out all
data.

In the "Visible entries" area, itis determined whether comments are visible on the printed report.

Inspector window miscellaneous
Click on the "Audit trail report" object.

Change the name and layer position of the "Audit trail report" object in the appearance area in
the Inspector window under "Properties > Properties > Miscellaneous".
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|§,Properties ||"_L'.Info ||ﬂDiagnostics

J Properties || Animations || Events || Texts

=X Property list Mis cellaneous
Appearance Object
Layout L|
! Name: |Prir|t audit trail_1 |
N Layer: |0-Layer 0 [~]
1.2.6.4 Printing out an audit trail report (Panels, Comfort Panels, RT Advanced)
Introduction
Since logging of the Audit must be stopped in order to print out an Audit Trail, a few details
regarding this procedure must be noted.
The following steps must be taken to print out an audit trail in a report file on a printer:
* Stop logging using the "StopLogging" system function.
 Start the printout using the "PrintReport" system function.
e Check if the printing is successfully completed.
* If needed, move or delete the Audit Trail using the "ArchiveLogFile" or "ClearLog" system
functions.
» Start the logging of Audit by selecting the "StartLogging" system function.
Note
Make sure that the Audit Trail has been printed completely before you delete the Audit Trail.
Requirements
* "GMP compliant configuration" has been enabled.
* Areport for the printout of an Audit Trail has been configured.
* The screen for the operator control to be configured is open.
Procedure
1. Add a button to the screen and select "Events > Click" in the Properties window.
2. In the function list, assign the "StopLogging" system function to the "Click" event and select
your Audit Trail log.
3. Insert an additional button and assign the "PrintReport" system function to the "Click" event
of this button.
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4. Configure the "StartLogging" system function in the same function list.
5. Assign unique labels to the buttons.

6. Save the project.

Note

Note the device-specific differences when printing PDFs. You can find additional information at
AUTOHOTSPOT.

Result
You have configured the required buttons and system functions. The operator can perform the
operating tasks described in the introduction during runtime to print out an Audit Trail report.
Note
You can also insert the report objects for the output of alarms and recipes in the report for the
printout of an Audit Trail. However, since GMP-relevant operations and system processes are not
recorded while you are printing, you should preferably print the Audit Trail in a separate
operation.

1.2.7 Evaluating an audit trail (Panels, Comfort Panels, RT Advanced)

1.2.7.1 Evaluating audit trails (Panels, Comfort Panels, RT Advanced)

Introduction
The Audit Trail has been saved to the memory card of the HMI device and is also read only.

The Audit Trail is protected by a checksum. This checksum ensures that the entry has not been
modified at any later time.

There are two possible ways to evaluate the Audit Trail:

* Use the "Audit Viewer":
You can easily evaluate the Audit Viewer for external analysis on an Office PC with the help
of the Audit Trail.

¢ Use the "HmiCheckLoglntegrity" DOS program:
The DOS program makes it possible to carry out an automatic check of the Audit Trail using
the return values.
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1.2.7.2
Introduction
Requirements
Procedure
1.
2.
3.
File

Evaluating Audit Trails in AuditViewer (Panels, Comfort Panels, RT Advanced)

The Audit Viewer allows you to evaluate all Audit Trail data in a table.

Audit Viewer is installed

The Audit Traillog is located on the computer which has Audit Viewer installed.

Start the Audit Viewer on the configuration PC:
"Start > SIMATIC > Audit Viewer > Audit Viewer"
This path may be different on your operating system version.

Click the « button.
Load the Audit Trail:

Tools  View Language indow  Help

AR RS

Toolbo::

Datavaldity lndestor
pateTmorker

From Date

7-22 12:06:3¢

To Date

2010-07-22 12:06:36

D ate: Time Filter OFF

30

ALL Audits | Configuration Runtime | Document Control| WinCCAudit _
Record|D TimeStamp DeltaTollTC UzerD DbjectlD Dezcrption
0 34/2008 356:50 PM -1:00 System Anwendung Ende dez Programm
0 A0 E11:27PM 1:00 System Anwendung Rumtime-Start wan *
50 IMA0E511:28PM 1:00 System Benutzerverwaltung Benutzervenwaltung
51 IM/A0EE1451 PM 100 hiler Benutzerverwaltung Benutzer Miller' mit
52 3M/H0E 51501 PM 100 hdiler Benutzerverwaltung Fenrwart won Benu
53 IM/H0EE154 PM 100 hiler I eldund 1 Quittizrunag des Melc
54 3M/H0ES1643PM 100 hiler I eldung 1 Quittizrunag des Melc
] 3M/H0ES16:43PM  -1:00 hiler Meldung 2 Quittizrunag des Mele
i} M/H0ESIT:09PM  -1:00 System Anwendung Ende des Programe
] 3/4/2008 51936 PM -1:00 Spstem Anwendung Runtime-Start van
56 3M4/008 51937 PM 100 System Berudzervensaliung Benutzervenwaltung
57 /0051954 PM 1:00 hiler Berudzervenwaltung Benutzer Milles’ mit
b8 34/2008 51957 PM -1:00 hiller Berudzerverwaltung Kenrwart von Benu
9 34200852117 PM -1:00 hdiller Rezeptur Orange_1 Standardwerte fiir B
&0 34/20085:21.35PM  -1:00 hiller Berudzerverwaltung Benutzer Miller’ mit
&1 34,2008 52308 P -1:00 hiller Beruizerverwaltung Benutzer Miller’ mit
B2 34/20085: 23 39PM  -1:00 Rodiiguez  Berutzerverwaltung Benutzer Rodiguez
B3 34200852344 PM -1:00 Rodiiguez  Berutzerverwaltung Fenrwart von Benu
B4 3420085 2346 PM -1:00 Rodiiguez  Rezeptur: Orange_1 Datenzatz : Spnchic
&5 34/20085:2349PM  -1:00 Rodriguez  Rezeptur: Orange_1 Datenzatz _DATA_:
=3 34/20085: 2352 PM  -1:00 Rodriguzz  Rezeptur: Orange_1 Datenzatz _DATA_:
&7 3/4/20085:26:33PM  -1:00 Rodriguez  Rezeptur: Orange_1 Signiett: Datensalz
&8 34/20085:29.07 PM -1:00 Rodriguez  Varisble: Operation_Mode  Signiett: Anderung ¢
] /2008 54112 P -1:00 Spstem Anwendung Ende dez Programmn

The "Data Validity Indicator" is lit up in green to indicate that the loaded Audit Trail has not been
manipulated.

Each entry in the Audit Trail is time-stamped to allow precise tracking of operator actions. In
addition to system events, such as the import of a password list, the system also records failed
logon attempts:
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Introduction

1.2 Using the Audit trail (Panels, Comfort Panels, RT Advanced)

Evaluating Audit Trails with DOS program (Panels, Comfort Panels, RT Advanced)

Long-term archiving on a server allows an Audit Trail to be checked automatically using return
values in a script.

In addition the programmer can integrate the check using the DOS program
"HmiCheckLoglntegrity" into the archiving process. "HmiCheckLogIntegrity" then provides the
following return values:

¢ < 0: Different errors, for example, wrong file format or no file exists.
* 1:The checked Audit Trail is valid.
¢ > 0:The first line that was manipulated will be returned.

Audit Trail logging is only continued if the return value is "1". In both error cases, the
administrator or the shift supervisor can be informed.

HmiCheckLoglIntegrity

1.2.8

1.2.8.1

The "HmiCheckLoglIntegrity.exe" DOS program is in the installation directory under:
"SIEMENS > Automation > WinCC Runtime Advanced"

Audit trail logging concept (Panels, Comfort Panels, RT Advanced)

Format (Panels, Comfort Panels, RT Advanced)

Format - Audit Trail

On an HMI device with "GMP compliant configuration”, all events which are relevant to the audit
are recorded at runtime in the Audit Trail. You have several format options.
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Selection is dependent on the display program and the runtime language used:

* RDBfile
Data is saved with quick access in a proprietary database.
If you require maximum read performance in Runtime, use the "RDB file" storage location.

o (CSVfile
To view and evaluate a CSV file use, e.g. Microsoft Excel on your PC.

Note

Double quotation marks or several characters are not permitted as list separators for the
storage site "File - CSV (ASCII)". You can find the settings for list separators under "Start >
Settings > Control Panel > Regional and Language Options".

o TXT file
This file format supports all characters that can be used in WinCC. For editing, you will need
software that can save files in Unicode, such as Notepad.

Note
Use "File - TXT (Unicode)" to log Asian languages.

Audit Trail with checksum
The following files are generated under special circumstances:
e * keep
— Ifalogis started without checksum and will be continued with a checksum.

— If you update WinCC with a service pack or a new version and the Audit Trail or the log is
continued with the checksum.

— The content of the keep file will remain the same when compared with the original log file.

Note

Before you update WinCCwith a Service Pack ora new version, exitand save the Audit Trail
or the logs using checksum. After WinCC is updated, the audit trail or logs will be
continued with new files using checksum.

* bak

If runtime has determined a serious, irregular problem in the file.
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1.2.8.2 Storage location and medium (Panels, Comfort Panels, RT Advanced)

Storage location and medium

Depending on the hardware configuration of the HMI device, the data may be logged locally (on
the hard disk of a PC or on the storage card of a panel) or, if present, on a network drive.

Note
Logging on network drives
We do not recommend that you log audit trails directly on a network drive. Power supply can be

interrupted at any time. This means there is no guarantee for a reliable operation of logs and
audit trails.

We recommend you save the logs on your local hard drive, or on a storage medium of the HMI
device. Use the system function "ArchivelLogFile" to save the logs long-term on a network drive.

A "GMP compliant configuration" cannot be operated at runtime to the full extent unless it is
possible to save all user actions which are relevant to the audit to the Audit Trail. It must be
ensured that sufficient storage space is available for the Audit Trail and that the connection to
the storage location for the Audit Trail is not disturbed.

Error-handling with insufficient free storage space

If thereisinsufficient storage space, your project can be configured so that the administrator has
an option of continuing the process without logging in the audit trail (forcing).

Error-handling if there is no storage medium or the connection to the server is interrupted

All audit-relevant user actions are blocked if insufficient storage space is available for the Audit
Trai, e.g. due to missing storage medium.

Blocking is canceled as soon as the storage location for the Audit Trail is available again. The
block can be skipped by "forcing".

Error-handling with long-term logging

If the audit trail must be moved to a server for long-term logging and the connection to the
server is interrupted at this time, the following error-handling is required:

The system closes the audit trail and renames it. The system attempts to send the renamed audit
trail to the server again in the background.

If disruption in the connection to the server persists, you receive a system alarm telling you that
the connection is down. Then the system attempts to send the renamed audit trail every 300
seconds.

The attempt to transmit the data is repeated until successfully completed. The data is also
transmitted after a restart of the HMI device.
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1.2 Using the Audit trail (Panels, Comfort Panels, RT Advanced)

"Forcing"

1.2.8.3

If the storage space for the audit trail is insufficient, for example if there is no storage medium
oritis full, all audit-relevant user actions are automatically blocked.

In this case the audit trail logging can be configured to give an administrator the option of
continuing to operate the system without logging the audit trail (forcing).

The administrator can also be given the option of running the system quickly out of a critical
state in case of emergency. In this case the administrator can operate the system without the
requirement to input the required electronic signatures or comments.

If the administrator uses the "forcing” function, this is logged as the last entry in the audit trail.

After the end of forcing, the audit trail must be restarted with the system function
"StartLogging".

Protection mechanisms (Panels, Comfort Panels, RT Advanced)

Protective mechanisms to prevent changes to audit trail data

1.2.8.4

The audit trail data are protected against deliberate or accidental changes:
e The directory in which the audit trail is saved can only be accessed with special rights.
e The audit trail files are write-protected.

e Each data record contains a checksum that can be used to detect a change of its contents.
This checksum also ensures that the number of lines has not changed in the audit trail file.

Use the "HmiCheckLoglntegrity" tool, included in the audit option, to check whether an audit
trail has been changed:

Evaluating Audit Trails with DOS program (Page 31)

Upgrading WinCC (Panels, Comfort Panels, RT Advanced)

Upgrading WinCC

34

Before you update WinCC with a Service Pack or a new version, you will have to exit and save the
Audit Trail or the logs with checksum. After WinCC is updated, the audit trail or logs with
checksum will be continued with new files.

Make sure that the logs are started at a defined state with the new version.
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1.3 Configuring audit functions (Panels, Comfort Panels, RT Advanced)

1.2.8.5 Audit trail behavior in runtime (Panels, Comfort Panels, RT Advanced)

Effects in runtime

The configuration in Audit Trail has the following effects in runtime, depending on the
configuration:

« Auditrelevant useractions (such as tag changes and recipe changes) are recorded in an audit
trail.

* "Enable logging at runtime start" check box enabled:
The audit trail is started with runtime.

e "Forcing" group, "Allowed if storage space has been exhausted" check box enabled:
A user with administrator rights can use "forcing” to run operations on the plant even though
the audit trail can no longer be logged because of storage space limitations. Interrupting the
audit trail prevents the process from being stopped.
If the check box "Signing may be bypassed" is enabled, the administrator is not required to
input electronic signatures, acknowledgments or comments for operator actions that would
normally require signing, acknowledgment or comment.

¢ If the storage space available for the Audit Trail is less than the configured "Minimum storage
space in MB", the function list configured for the "Low free storage space" event will be
processed.

« Ifthereisinsufficientstorage space for the audit trail because of hardware limits, the function
list configured for the "Free space critically low" event will be processed.

1.3 Configuring audit functions (Panels, Comfort Panels, RT Advanced)
1.3.1 Logging tag value changes (Panels, Comfort Panels, RT Advanced)
1.3.1.1 Tag value change (Panels, Comfort Panels, RT Advanced)

Changes to tag values

User actions in runtime are recorded in a Audit Trail once "GMP compliant configuration” has
been enabled.

When you configure a GMP compliant project, you specify which tags must meet the
requirements of Good Manufacturing Practice (GMP).
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1.3 Configuring audit functions (Panels, Comfort Panels, RT Advanced)

1.3.1.2

Requirement

36

If the user changes the value of a GMP-relevant tag in runtime, the value change action is logged
in the Audit Trail .

Note

The action of changing the value of GMP-relevant tags made by the PLC, or a system function,
is not logged in the Audit Trail.

The system functions used to change the values of GMP-relevant tags which are assigned to
events that identify a direct user action are logged.

In addition, configure the "NotifyUserAction" system function to make a manual entry in the
Audit Trail or to prompt the user for an electronic signature, an acknowledgment, ora comment.

With the "NotifyUserAction" system function only the value changes that are directly triggered
by the event to which the system function is configured are entered in the Audit Trail. For
example, if additional tags are changed by changing the value of one tag, the additional value
changes are not logged in the Audit Trail.

Logging tag value changes (Panels, Comfort Panels, RT Advanced)

¢ "GMP compliant configuration" has been enabled.
* The tags for which you want to configure the GMP settings are created.

* The property view is open.
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1.3 Configuring audit functions (Panels, Comfort Panels, RT Advanced)

Procedure
1. Open the HMI tags editor and select the tag for which you want to make GMP settings.
|£§‘, Properties ||"_i.LInf-) i) " kA Diagnostics
J Properties || Events
GMF {Good Manufacturing Fractice)

General Setti

Settings eHngs

Range W GMF relevant

Linzar scaling N Carnment required

Valuss L Confirmation type: |N-:|ne |v |

Cornment y

Multiplexing i

Good Manufacturing Pract..

<] ] |

2. Click "GMP relevant" under "Properties > Properties > GMP" in the Inspector window.

3. Specify how the user must confirm a value change in the "Confirmation type" selection field:

"Electronic signature”
If the user's electronic signature is required.

_ IINoneII
If the value change is to be logged in the Audit Trail without user confirmation.

"Acknowledgment"
If user acknowledgement of the value change is required.

4. Enable the "Comment required" check box if the user is required to input a comment as well
as an electronic signature or acknowledgment.
This check box is only enabled if "Electronic signature” or "Acknowledgment" is specified
under "Type of confirmation".

Result

If the user changes the value of a GMP-relevant tag in runtime, the value change is entered in
the Audit Trail.
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1.3 Configuring audit functions (Panels, Comfort Panels, RT Advanced)

1.3.1.3 Effects of tag change (Panels, Comfort Panels, RT Advanced)

Effects in runtime

The configuration has the following effects in runtime depending on the properties of the GMP-
relevant tags:

If the user changes the value of a GMP-relevant tag in runtime, the value change is entered
in the Audit Trail.

Electronic signature

If "Electronic signature" is specified as the "Type of confirmation”, the user mustlog every user-
related value change of the tags using an electronic signature. Otherwise the value change
will be rejected.

The user name used to sign the change is logged in the audit trail.

Acknowledgement

If "Acknowledgment" is specified as the "Type of confirmation”, the user must acknowledge
every user-related value change of the tags. Otherwise the value change will be rejected.
The acknowledgement is logged in the Audit Trail.

Comments

If the "Comment required” check box is enabled, the user must also comment every user-
related value change of the tags, in addition to acknowledgment or input of the electronic
signature. Otherwise the value change will be rejected.

The entered comment is logged in the Audit Trail.

1.3.2 Logging recipe data record changes (Panels, Comfort Panels, RT Advanced)

1.3.2.1 Recipe data changes (Panels, Comfort Panels, RT Advanced)

Changes to recipe data

User actions in runtime that are relevant to the quality of the process, such as changes of tag
values or recipe values, are recorded in an Audit Trail once "GMP compliant configuration" has
been enabled.

You specify during configuration which recipes must meet the requirements of "Good
Manufacturing Practice" (GMP).

38
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1.3 Configuring audit functions (Panels, Comfort Panels, RT Advanced)

For GMP-relevant recipes, the following operations during runtime are recorded in the Audit
Trail:

* Storing after changing and creating recipe data records
¢ Transfer of recipe data records to the PLC and from the PLC

¢ Forrecipe tags: Changing the setting for the synchronization of the tag values with the PLC
("offline""online") if the recipe tags are configured as "GMP-relevant".

Note
Differences in the Audit Trail with recipe display and recipe screen

If you use a recipe screen to save recipe data, enable the "GMP-relevant" property for the
recipe tags. If the user changes the value of a GMP-relevant recipe tag in runtime, the
changed value is recorded in the Audit Trail. You can also configure for the tag to require the
user to confirm the value change with an electronic signature and enter a comment.

If you use a recipe display to edit data records of a GMP-relevant recipe, the Audit Trail
includes a record of which recipe data records were saved or sent to the PLC. The value
changes to the recipe tags are not logged in the Audit Trail. Use the "ExportDataRecords"
system function to save the value change to data records in a csv file.

If you want to make changes to recipe data records in conformance to the FDA, disable
"Enable edit mode" in the recipe view. Use the recipe screen and "GMP relevant" recipe tags.

If you export recipe data records in a regulated project, you can assign the recipe data with a
checksum. When you later import the recipe data back, you can use the checksum to determine
if the recipe data has changed. The following system functions are available for exporting and
importing recipe data with a checksum:

* "ExportDataRecordsWithChecksum"
* "ImportDataRecordsWithChecksum"

1.3.2.2 Logging recipe data changes (Panels, Comfort Panels, RT Advanced)

Requirement
* "GMP compliant configuration” has been enabled.
* The recipes for which you want to configure the GMP settings are created.

* The property view is open.
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1.3 Configuring audit functions (Panels, Comfort Panels, RT Advanced)

Procedure

1. Open the recipe editor and select the recipe for which you want to make GMP settings.

|Q Properties ||"_i.LI|1f-) y"ﬂ Diagnostics

General

GIMP {(Good Manufacturing Practics)
General Setti
ettings
Data storage L
Cormmunication Record aperator contral actions in Audit Trail: (]

Synchronization
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Sign leading of recipe data: E

Sign recipe data saving: E

[ BN |

Good Manufacturing Practice

(2] i |

2. Click "GMP relevant" under "Properties > Properties > GMP" in the Inspector window.

3. Under "Settings", select the following:

"Record operations in audit trail:"
If all user actions in runtime that affect this recipe are to be recorded in the Audit Trail.

"Sign loading of recipe data":
If the useris required to confirm the transfer of recipe data records to or from the PLC using
an electronic signature.

"Signature for saving recipe data: "
If the user is required to confirm recipe data record saving with an electronic signature.

Result
If the user works with the GMP-relevant recipe in runtime, the change is entered in the Audit
Trail.

1.3.2.3 Effects of recipe data change (Panels, Comfort Panels, RT Advanced)

Effects in runtime

The configuration has the following effects in runtime depending on the properties of the GMP-
relevant recipes:
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1.3 Configuring audit functions (Panels, Comfort Panels, RT Advanced)

Entries in the Audit Trail
Entries are made in the following cases:
* You create and save new recipe data records of a GMP-relevant recipe at runtime.
* You edit recipe data records of a GMP-relevant recipe and save your changes at runtime.
* Recipe data records are transferred to the PLC or recipe data are read from the PLC.

* The"SetRecipeTags" system function is used to change the setting for synchronization of the
tag values with the PLC.
This concerns the following changes:

"offline" to "online"

— "online" to "offline"

Electronic signature

The user must enter an electronic signature in the following cases depending on the
configuration:

¢ The "Sign loading of recipe data" check box is set:
Signature for the transfer of recipe data records to the PLC. Signing is always required if the
transfer is triggered with the recipe display functions and even if it is triggered with
"SetDataRecordToPLC" system functions.

* The "Sign saving of recipe data" check box is set:
Sign saving of recipe data records. The signature is always required if the save is triggered
with the system functions of the recipe display, and even if it is triggered with the
"SetDataRecordToPLC" or "SaveDataRecord" system function.

¢ The user name used to sign the change is logged in the audit trail.

Note

The triggering of the "ImportDataRecords" system function is entered in the Audit Trail but
does not require a signature or a comment. In addition, call the "NotifyUserAction" system
function to request an electronic signature with or without user comment.

1.3.3 Logging user actions (Panels, Comfort Panels, RT Advanced)

1.3.3.1 User actions with GMP-compliant configuration (Panels, Comfort Panels, RT
Advanced)

Introduction

In GMP compliant configuration, user actions and system operations in runtime that are relevant
for the quality of the process are recorded in an Audit Trail .

For example, a user logon to the system or the change of a tag value are saved in the log.
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1.3 Configuring audit functions (Panels, Comfort Panels, RT Advanced)

In runtime, user actions are saved in an Audit Trail under the following conditions:
¢ "GMP compliant configuration" has been enabled

e Auserislogged on to the system

1.3.3.2 Logging modes (Panels, Comfort Panels, RT Advanced)

Automatic logging of user actions

The following user actions are recorded in runtime without the need for additional
configuration steps if "GMP compliant configuration” is enabled:

* User Administration

— Logon and logoff of users

— Import of user administration
e Alarm system

— All alarms that are acknowledged by the user.
If an alarm from an alarm group is acknowledged, an entry is made in the Audit Trail
indicating that all other alarms of this group have been acknowledged.

— All acknowledgment attempts of the user

Note
Logging alarm text

To log alarm texts, select the "Log alarm texts in Audit Trail" option in the Audit Trail editor.

* Log operations
— Starting and stopping a log
— Opening and closing all logs
— Deleting a log
— Starting a sequence log
— Copying a log

— Long-term logging of a log
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1.3 Configuring audit functions (Panels, Comfort Panels, RT Advanced)

Configuration-dependent logging

The following processes are logged depending on the configuration of the recipes and the tags
of the project:

¢ Change values of GMP-relevant tags by the user

e for GMP-relevant recipes
— You create and save new recipe data records of a GMP-relevant recipe at runtime.
— You edit recipe data records of a GMP-relevant recipe and save your changes at runtime.
— Transfer of recipe data records to the PLC and from the PLC

— For recipe tags: Changing the setting for the synchronization of the tag values with the
PLC ("offline"/"online")

In addition to logging user actions you can configure tags and recipes to require the user to
confirm or acknowledge specific actions with an electronic signature or add a comment to the
change.

Manual logging by means of "NotifyUserAction" system function

This system function is used to record actions in the Audit Trail that are not automatically entered
in the Audit Trail. This system function is also used to request the user to enter an electronic
signature for the action.

1.3.3.3 Configuring the "NotifyUserAction" system function (Panels, Comfort Panels, RT
Advanced)

Introduction

This system function is used to log user actions that are not entered automatically entered in the
Audit Trail. This system function can also used to request an acknowledgment, or an electronic
signature for the user's action.

In this example, the system function is assigned to a button. All operations with this button are
logged to the Audit Trail.

Requirements
* "GMP-compliant configuration" has been enabled.

* You created the object that is to be assigned the system function.
A button is used in this example.

* The properties window is open.
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1.3 Configuring audit functions (Panels, Comfort Panels, RT Advanced)

Procedure
1. Click the button.
2. Click on "Events" in the Inspector window.
3. Assign the "NotifyUserAction" system function to the "Click" event.
1.3.3.4 GMP-compliant user administration (Panels, Comfort Panels, RT Advanced)

SIMATIC Logon

To run a central user and user group administration for several applications or HMI devices,
activate SIMATIC Logon.

For more information on user administration and SIMATIC Logon, refer to the following chapter:
AUTOHOTSPOT

1.3.4 Logging system functions (Panels, Comfort Panels, RT Advanced)

Introduction

If system functions are triggered in runtime, this is recorded in the Audit Trail for some system
functions. If specific system functions are used on a GMP-relevant object, the user must confirm
the triggering.

Some system functions are not supported when using Audit. If you use these system functions
in your project, you are solely responsible for them.

The following table shows which system functions are Audit-relevant and whether the user's
signature is required:

System functions and Audit

Function (call in script) Effect of /Audit
StartLogging (StartLogging) entered in Audit Trail
StopLogging (StopLogging) entered in Audit Trail
ClearLog (ClearLog) entered in Audit Trail
StartNextLog (StartNextLog) entered in Audit Trail
CloseAllLogs (CloseAllLogs) entered in Audit Trail
OpenAllLogs (OpenAllLogs) entered in Audit Trail
LogTag (--)

CopyLog (CopyLog) entered in Audit Trail
ActivateScreen (ActivateScreen)
ActivateScreenByNumber (ActivateScreenByNumber)
ActivatePreviousScreen (ActivatePreviousScreen)
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1.3 Configuring audit functions (Panels, Comfort Panels, RT Advanced)

Function (call in script)

Effect of /Audit

SetBitInTag (SetBitInTag)

entered in Audit Trail when tag is GMP-
relevant

Signature is mandatory, depending on
the tag configuration

ResetBitInTag (ResetBitInTag)

entered in Audit Trail when tag is GMP-
relevant

Signature is mandatory, depending on
the tag configuration

InvertBitinTag (InvertBitInTag)

entered in Audit Trail when tag is GMP-
relevant

Signature is mandatory, depending on
the tag configuration

SetBit (SetBit)

entered in Audit Trail when tag is GMP-
relevant

Signature is mandatory, depending on
the tag configuration

ResetBit (ResetBit)

entered in Audit Trail when tag is GMP-
relevant

Signature is mandatory, depending on
the tag configuration

InvertBit (InvertBit)

entered in Audit Trail when tag is GMP-
relevant

System function must not be applied to
tags that require signing or comment.

SetBitWhileKeyPressed (---)

entered in Audit Trail when tag is GMP-
relevant

Signature is mandatory, depending on
the tag configuration

SetDataRecordToPLC (SetDataRecordToPLC)

entered in Audit Trail if the recipe is GMP-
relevant

Signing required depending on recipe
configuration

GetDataRecordTagsFromPLC (GetDataRecordFromPLC)

entered in Audit Trail if the recipe is GMP-
relevant

ImportDataRecords (ImportDataRecords)

entered in Audit Trail if the recipe is GMP-
relevant

ImportDataRecordsWithChecksum (ImportDataRecordsWith-
Checksum)

entered in Audit Trail if the recipe is GMP-
relevant

ExportDataRecords (ExportDataRecords)

ExportDataRecordsWithChecksum (ExportDataRecordsWith-
Checksum)

LoadDataRecord (LoadDataRecord)

entered in Audit Trail if the recipe is GMP-
relevant

Signing required depending on recipe
configuration
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1.3 Configuring audit functions (Panels, Comfort Panels, RT Advanced)
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Function (call in script)

Effect of /Audit

SaveDataRecord (SaveDataRecord)

entered in Audit Trail if the recipe is GMP-
relevant

Signing required depending on recipe
configuration

SetDataRecordTagsToPLC (SetDataRecordTagsToPLC)

entered in Audit Trail if the recipe is GMP-
relevant

Signing required depending on recipe
configuration

GetDataRecordTagsFromPLC (GetDataRecordTagsFromPLC)

entered in Audit Trail if the recipe is GMP-
relevant

SetRecipeTags (SetRecipeTags)

entered in Audit Trail if the recipe is GMP-
relevant

GetDataRecordName (GetDataRecordName)

ClearDataRecordMemory (ClearDataRecordMemory)

Not supported

ClearDataRecord (ClearDataRecord)

entered in Audit Trail if the recipe is GMP-
relevant

PrintScreen (PrintScreen)

PrintReport (PrintReport)

RecipeViewSaveDataRecord (---)

entered in Audit Trail if the recipe is GMP-
relevant

Signing required depending on recipe
configuration

RecipeViewSaveAsDataRecord (---)

entered in Audit Trail if the recipe is GMP-
relevant

Signing required depending on recipe
configuration

RecipeViewNewDataRecord (---)

RecipeViewClearDataRecord (---)

entered in Audit Trail if the recipe is GMP-
relevant

RecipeViewGetDataRecordFromPLC (---)

entered in Audit Trail if the recipe is GMP-
relevant

RecipeViewSetDataRecordToPLC (--)

entered in Audit Trail if the recipe is GMP-
relevant

Signing required depending on recipe
configuration

RecipeViewSynchronizeDataRecordWithTags (---)

entered in Audit Trail if the recipe is GMP-
relevant

Signing required depending on recipe
configuration

RecipeViewRenameDataRecord (--)

entered in Audit Trail if the recipe is GMP-
relevant

RecipeViewBack (---)

RecipeViewOpen (---)

RecipeViewMenu (--)

TrendViewScrollForward (---)

TrendViewScrollBack (---)

TrendViewExtend (---)
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1.3 Configuring audit functions (Panels, Comfort Panels, RT Advanced)

Function (call in script)

Effect of /Audit

TrendViewCompress (---)

TrendViewBackToBeginning (--)

TrendViewStartStop (---)

TrendViewSetRulerMode (---)

TrendViewBackToBeginning (---)

StatusForceGetValues (--)

Not supported

StatusForceSetValues (---)

Not supported

AlarmViewAcknowledgeAlarm (---)

entered in Audit Trail

AlarmViewEditAlarm (---)

AlarmViewShowOperatorNotes (---)

HTMLBrowserBack (---) Not supported
HTMLBrowserForward (---) Not supported
HTMLBrowserRefresh (---) Not supported
HTMLBrowserStop (---) Not supported
ScreenObjectCursorUp (---)
ScreenObjectCursorDown (---)
ScreenObjectPageUp (--)
ScreenObjectPageDown (---)
PressButton (---)
ReleaseButton (---)
SmartClientViewConnect (--) Not supported
SmartClientViewDisconnect (---) Not supported
SmartClientViewReadOnlyOn (---) Not supported
SmartClientViewReadOnlyOff (---) Not supported
SmartClientViewRefresh (--) Not supported
SmartClientViewLeave (---) Not supported

ShowAlarmWindow (ShowAlarmWindow)

ClearAlarmBuffer (ClearAlarmBuffer)

ShowSystemAlarm (ShowSystemAlarm)

SetAlarmReportMode (SetAlarmReportMode)

Logoff (Logoff)

GetPassword (GetPassword)

GetGroupNumber (GetGroupNumber)

ExportimportUserAdministration (ExportimportUserAdmi-
nistration)

Import of user administration is entered
in Audit Trail

Export is not entered in Audit Trail

Logon (Logon)

entered in Audit Trail

GetUserName (GetUserName)

TraceUserChange (---)

ShowLogOnDialog (---)
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Function (call in script)

Effect of /Audit

LinearScaling (LinearScaling)

entered in Audit Trail when tag is GMP-
relevant

Signature is mandatory, depending on
the tag configuration

InverselLinearScaling (InverseLinearScaling)

entered in Audit Trail when tag is GMP-
relevant

Signature is mandatory, depending on
the tag configuration

IncreaseFocusedValue (---)

DecreaseFocusedValue (---)

OpenCommandPrompt (OpenCommandPrompt) Not supported
OpenControlPanel (OpenControlPanel) Not supported
ActivateCleanScreen (---)
AdjustContrast (--)
CalibrateTouchScreen (CalibrateTouchScreen)
OpenScreenKeyboard (OpenScreenKeyboard)
OpenTaskManager (OpenTaskManager) Not supported
BackupRAMFileSystem (BackupRAMFileSystem) Not supported

SetAcousticSignal (SetAcousticSignal)

ShowOperatorNotes (ShowOperatorNotes)

AcknowledgeAlarm (AcknowledgeAlarm)

GoToHome (GoToHome)

GoToEnd (GoToEnd)

EditAlarm (EditAlarm)

DirectKeyScreenNumber (---)

Not supported

DirectKey (---)

Not supported

SetDeviceMode (SetDeviceMode)

entered in Audit Trail

SetDisplayMode (SetDisplayMode)

SetConnectionMode (SetConnectionMode)

entered in Audit Trail

SetScreenKeyboardMode (SetScreenKeyboardMode)

ChangeConnection (ChangeConnection) Not supported
SetLanguage (SetLanguage)
SetWebAccess (---) Not supported
StartProgram (StartProgram) Not supported
ShowsSoftwareVersion (ShowSoftwareVersion)
SimulateTag (--) Not supported

StopRuntime (StopRuntime)

entered in Audit Trail

ControlWebServer (ControlWebServer) Not supported
ControlSmartServer (ControlSmartServer) Not supported
OpenlnternetExplorer (OpeninternetExplorer)
SendEMail (SendEMail)
UpdateTag (--)
ClearAlarmBufferProTool (ClearAlarmBufferProtoolLegacy) Not supported
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1.4 Performance features of GMP-compliant configuration (Panels, Comfort Panels, RT Advanced)

Function (call in script) Effect of /Audit
Encoding(Encode) entered in Audit Trail when tag is GMP-
relevant

Signature is mandatory, depending on
the tag configuration

EncodeEx(Encode) entered in Audit Trail when tag is GMP-
relevant

Signature is mandatory, depending on
the tag configuration

1.4 Performance features of GMP-compliant configuration (Panels,
Comfort Panels, RT Advanced)

1.4.1 Supported HMI devices (Panels, Comfort Panels, RT Advanced)

Supported HMI devices

The qualification "GMP relevant configuration" can be configured for the following HMI devices:

Comfort Panel

Mobile Panel 2nd Generation
Panel PC with WinCC RT Advanced
WinCC RT Advanced

Note
The qualification "GMP" is not supported by WinCC RT Professional.

1.4.2 Restrictions (Panels, Comfort Panels, RT Advanced)

Restrictions

The following functions and configurations cannot be used simultaneously with the
qualification "GMP relevant configuration™:
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1.5 Enabling GMP compliant configuration (Panels, Comfort Panels, RT Advanced)

1.5

Introduction

Requirements

Procedure

50

The functional scope of the HMI devices is only available to a restricted degree in some
circumstances because of the limited storage space

Events of screen objects

You can set mandatory acknowledgment of important user actions in runtime, such as
changing tag values. If you assign an event which has to be acknowledged to a screen object,
you may not assign any other events to this graphic object.

When the event of a screen object is assigned actions which open a user dialog (such as
change of a tag value with mandatory acknowledgement), you may not be able to execute
these actions at other events.

Controlling GMP-relevant tags using a slider

The slider is not suitable for controlling GMP-relevant tags. Any operation of the slider will
continuously change the tag value. If this is a GMP-relevant tag, a flood of entries will be
generated in the AuditTrail.

Enabling GMP compliant configuration (Panels, Comfort Panels, RT
Advanced)

The Audit Trail and "Electronic Signature” functions are qualified as "GMP compliant
configuration”.

A project is created.

A GMP compatible HMI device has been created.

. Double-click on the HMI device in the project tree.

Double-click "Runtime settings".
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1.5 Enabling GMP compliant configuration (Panels, Comfort Panels, RT Advanced)

3. Click on "GMP".

4. Select "GMP compliant configuration".

Projectl » HMI_1 [MP 377 15" Touch] * Runtime settings

General Good Manufacturing Practice

Services

Screens GMP (Good Manufacturing Practice)
Feylaard

@ Configuration confarms to GMP

Good Manufacturing ...
Alarms
Lzer administration

Language & Font

= T =

(2] T | | i |

Result
The Audit option is now enabled for the HMI device.
The following functions can now be configured:
¢ Audit Trail log
¢ "NotifyUserAction" system function
* GMP relevant tags

¢ GMP relevant recipes
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1.5 Enabling GMP compliant configuration (Panels, Comfort Panels, RT Advanced)
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2.1 The basics (RT Professional)

2.1.1 DataMonitor (RT Professional)

Introduction

WinCC DataMonitor consists of a server component and a client component. The DataMonitor
Server makes functions for analyzing and displaying data available to the DataMonitor client.
Access rights govern access to the functions.

Your benefit:

WinCCViewerRT
Program for monitoring WinCC projects. The DataMonitor clientis therefore a so-called "View
Only Client".

Excel Workbooks
Display of logged process values in an Excel table for analysis and storage in the Web oras a
print template for reports

Published Reports

Creation of reports from WinCC print jobs, or from published Excel worksheets. This allows
you, for example, to generate statistics and analyses of specific process or history data. The
reports are saved in PDF format and can be forwarded by e-mail.

WebCenter

Central information portal for access to WinCC data via user-specific views, clearly structured
WebCenter pages through user groups with individual user rights for reading, writing and
creating WebCenter pages.

Trends & Alarms
Serves to display logged process values and alarms. The data is displayed in tables and
diagrams on predefined WebCenter pages.

Display and analysis of current process statuses on office PCs with, for example, MS Internet
Explorer or MS Excel

No additional configuration effort, as screens from the WinCC project are used directly.

Evaluation via centrally administered templates for detailed analyses of corporate processes,
e.g. reports, statistics

Creation of event-driven or time-driven reports
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2.1.2

Overview

See also

2.1.3

Overview

54

* Information from the process is individually compiled online in runtime (information portal)
and distributed to various people by e-mail.

e User administration with user groups and individual access authorizations, e.g. read, write,
and creation of WebCenter pages

WinCCViewerRT (RT Professional)

The Web Viewer is solely a display program for WinCC projects that is installed using the
DataMonitor Client. DataMonitor Client is therefore a so-called "View Only Client".

Don't use Internet Explorer to run the "WinCCViewerRT.exe" application. Run it on the
DataMonitor client instead.

The Web Viewer uses its own communication resources to access the DataMonitor server. This
prevents Internet users from accessing the system and protects the system against viruses and
Trojan horses.

Only the screens which are configured for Web access and published on the DataMonitor server
are displayed.

The WinCC user needs the authorization no. 1002 "Web access - view only". The cursor is a "View
only cursor" and indicates that process-related operations are not possible. Certain operations
are still possible, such as opening the properties dialog of an online trend control.

If the WinCC user is not assigned authorization no. 1002, the DataMonitor Client runs in demo
mode after logon.

You can also use the WebViewer as terminal services application. For more information, refer to
"Setting up terminal services for WebNavigator servers".

Configuring runtime settings (DataMonitor) (Page 76)

WebCenter (RT Professional)

The WebCenter is the central information portal for access to WinCC data via Intranet/Internet.

With the help of WebCenter pages and Web parts, the user can arrange and save his view of the
WinCC data. WebCenter pages are stored in directories.

WebCenter pages are like a construction kit. The form of the construction kit is specified by layout
master copies. Users can use either the supplied or self-created layout master copies.

Web parts are the individual building blocks that prepare and display data. Within the WebCenter
pages, the parameter definitions are stored for the respective Web parts and can be called up
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2.1 The basics (RT Professional)

again at any time. A multiple use of the same web part is also possible with different parameter
definitions. The WebCenter pages that have been created in this way can be opened by different
users with the same parameter definitions depending on the assignment of rights.

To transfer the configuration data to a different computer, copy the corresponding project
directory:

Web parts

..\WebCenter\App_Data\Webcenter
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Up to 15 of the following Web objects can be combined into one screen view:

Process value table
The available process values for the specified period are displayed.

Process values in table (time step)

The full archive name and the tag name are displayed as a tooltip in the header of the column.
The process values are summarized beginning with the starting time in the specified time
interval.

The interval result is displayed for the interval depending on the specified aggregate type.
For example, a process value was logged every 30 seconds. You have chosen an interval of
60 seconds and "Mean value" as the aggregate type. Now the mean of the two log values is
formed and displayed in the table with the first time stamp of the period of calculation.

If you select a aggregate type without interpolation and no value is available in the interval,
no interval result is displayed. If you select a aggregate type with linear interpolation, an
interval result is displayed for each interval.

Statistics functions for process values
All available process values are used for the specified time period, for example, to calculate
and display the mean value.

Trend process values
The process values are displayed in trends.
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Basic procedure

See also
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Trend (time step)
Concise presentation of precompressed values in trends with aggregate functions, for
example, as sums or averages.

Bar chart (aggregates)
Pie chart (aggregates)

Alarm table
Presentation of the accumulated alarms.

Alarm hit list
Presentation of statistical information about the alarms.

Link to Web Center pages

Links (external)
Links to internal Web Center pages and external Internet sites, for example, stock market
news.

Display information
For example, news reports

Static process screens

WinCC screens are integrated into the Web Center with no installation download. A
screenshot of the process screen is created as a JPG on the DataMonitor server at regular
intervals.

Display graphic
JPG images, e.g. company logos.

The most recent reports
Display the most recently generated reports. For example, the last ten print jobs generated
with "Reports" in PDF format.

Set up a directory for a WebCenter page (Page 93)

Assign access rights (Page 94)

Establish a connection to the WinCC data (Page 96)
Publish screens for the WebCenter (Page 104)

Create a layout template for WebCenter pages (Page 107)
Create a WebCenter page (Page 110)

Insert Web parts into the WebCenter page (Page 113)
Configure Web parts within WebCenter pages (Page 116)

Trends and Alarms (Page 57)
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2.1.4

Overview

2.1.5

Overview

2.1 The basics (RT Professional)

Trends and Alarms (RT Professional)

"Trends & Alarms" are used to display and analyze logged process values and messages in trends
and tables and for evaluation with statistics functions.

Predefined Web pages contain the following:

» Display of a process value in a table (Page 120).

* Display of a maximum of three process values in a diagram. (Page 122).
 Statistics functions for process values (Page 130).

e Alarm hit list (Page 128).

» Display of messages in a table (Page 124).

The functions of "Trends & Alarms" are configured with web parts. The same Web parts are used
here as are used in the WebCenter pages (Page 54).

Excel workbooks (RT Professional)

With "Excel Workbooks", itis possible to display process data such as alarms and values of process
or logging tags in an Excel table on the DataMonitor client. Data of logging tags of swapped out
logs is not displayed.

The data is analyzed using Excel functions or graphically formatted trend view, e.g. mean value
calculation, diagram presentation.

You configure the Excel Workbook for displaying the process data using the Excel Add-In "Excel
Workbook Wizard". The online display of the process data is performed via the Excel Add-In "Excel
Workbook".

The created Excel workbooks can also be configured as templates for the function "Reports".

Note

You need the DataMonitor client to use the "Excel Workbooks" function. The installation file can
be found on the DataMonitor start page under "Reports > Download area", on the installation
medium, or at the download installations.

Note

The following 32-bit versions of Microsoft Office are released for the use of "Excel Workbook™:
* Office 2007 SP2

» Office 2010 SP1

» Office 2013

Use of the 64-bit version of Microsoft Office is not released.
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Configuring with XML file or online

Simultaneous online access to process data of different WinCC servers is possible using the Excel
worksheet. This requires that you either take the data from an XML file or from a local WinCC
project during the configuration in the Excel Workbook Wizard.

Separation between process and analysis by configuring with XML file

By using the XML file for the project-relevant data, a separation between the process and the
analysis is possible.

You create the XML file on a DataMonitor server. Afterwards, transfer the XML file to a PC with
Microsoft Excel, located in operation management for instance. You can configure the process
data display in the sheet on the PC.

Afterwards, transfer the workbook to a DataMonitor client where the process data is to be
displayed online.

Configuration steps
The configuration of this function is carried out with the following steps:

1. In order to configure using the online data, configure directly on the WinCC server or on a
WinCC client with an online connection to the respective WinCC server.

2. You have to create the XML file in order to configure with the data of an XML file. Use the
"WinCC DataMonitor Configurator Export" application to create an XML file with the relevant
data of the opened WinCC project on the DataMonitor server.

3. Use the Excel add-in "Excel Workbook Wizard" to import the project-relevant data to an Excel
workbook.

4. Configure the display of process data such as alarms and tag values.

5. To display process data in the Excel workbook in online mode, use the Excel add-in "Excel
Workbook" on a DataMonitor Client. The values can also be further processed in Excel.

Note

If you rename a table in an Excel workbook, the configuration data of the table will be lost.

2.1.6 Reports (RT Professional)

Introduction

Using Reports, you can use WinCC print jobs and published Excel Workbooks to output analysis
results and process data. The data is output in PDF or XLS file format
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When the reports are created is defined on the DataMonitor Server. The following options are
available:

¢ Manually, for example, by a plant operators.
¢ Event-driven, for example, when a tag value has changed-
¢ Time-driven, for example, daily.

You can also transmit a report as e-mail attachment The various directories can only be accessed
with the appropriate authorization; including access over an Intranet or the Internet.

Requirement
Output as PDF file (WinCC print jobs)
* PDF Reader The PDF reader can be obtained from www.adobe.com, for example.
Output as XLS file (Excel workbook)

* MS Excel as of Office XP is installed.
To use the DataMonitor Server for the automatic creation of Excel reports, you must install
MS Excel on the server PC.

¢ The Excel workbook is created at and published as template at the DataMonitor Server.
For more information, refer to "Configuring an Excel workbook (Page 131)".

Note
Displaying data on the DataMonitor Client

In the Excel worksheet, the creation time and periods are always displayed in the local time
zone of the DataMonitor Server.

See also

Configuring an Excel workbook (Page 131)

2.1.7 Access rights (RT Professional)

Introduction

When using DataMonitor, different authentications are required. You have to define specific
users and user rights for this.

* For the functions "Trends and Alarms", "Reports" and "Webcenter", a Windows user.
e For the functions "WinCCViewerRT" and "Excel Workbooks", a WinCC user.

SIMATIC logon allows the central administration of users. To use SIMATIC logon in conjunction
with DataMonitor, the DataMonitor user is added to the user group "SIMATIC HMI VIEWER". The
user group "SIMATIC HMI VIEWER" is created during the installation of WinCC Runtime
Professional.
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2.1.8

Introduction

Procedure

60

Checking certificates (RT Professional)

Open the Internet Explorer.

Open the "Internet Options" dialog under:
"Tools > Internet Options"

Select the "Advanced" tab.

Internet Options

General | Security | Privacy | Content | Connections | Programs | Advanced

Seftings:
5 Security
[] &llow active content fram CD's b run on by Computer
[] &llow active content ta run in files an My Computer
[T Al softwears b run of install even if the sianature s invalid
|| Check for publisher's certificate revacation
D LIELE 1L =B el LEILNL IS TEYULauun jieguine: IUSldrt]
Check. faor zsignatures on downloaded programs
[] Do not save encrypted pages to disk
[] Empty Temporary Internet Files folder when browser is closed
Enable Integrated Windows Authentication [requires restart]
Enable Profile Assistant
Use S5L 20
Jse S5L 30
[T Usze TLS 1.0
wharn about invvalid zite certificates
wharn if changing bebween secure and naot secure mode
>

Restore Defaults

(]S H Cancel ]

You must adjust settings in Internet Explorer before you work with the DataMonitor.

Deactivate the following option in the "Security" area:
"Check for publisher's certificate revocation”.

hd
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2.2 Installing DataMonitor (RT Professional)

2.2.1 Licensing (RT Professional)

DataMonitor client

DataMonitor client does not need a license.

DataMonitor server

Licenses must be installed on the DataMonitor server for the DataMonitor clients. The license

check is different for the following function groups.

* "DataMonitor" with the functions:
"WinCCViewerRT" and "Excel Workbooks"
A "WinCC DataMonitor" license is required on the server computer for each DataMonitor

client.

e "Webcenter" with functions:

"Webcenter

Trends and Alarms", "Reports”

It is not the number of clients but the number of connections that is relevant for the license
count with the "Webcenter" function group.

Note

Licensing when upgrading to V14 or higher

If you upgrade from an older version to version V14 or higher, you need a new license for

DataMonitor Server.

The following table shows the number of possible clients based on the function group and

license.

License "DataMonitor" function group "WebCenter" function group
1 Client 1 3

3 Clients 3 6

10 Clients 10 20

25 Clients 25 50

50 Clients 50 100

Example

With a "3 Clients" license, the following users can log on simultaneously:

¢ 3 users of the "DataMonitor" function group

¢ 6 users of the "WebCenter" function group
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Operation without valid license

If nolicense is available, DataMonitor displays a page requiring acknowledgementindicating the
missing license at start-up.

Click the "OK" button to acknowledge the notice.

The start page of the DataMonitor is displayed.

Help:

Check the existing licenses. If necessary, install the required licenses.

Note

If the user does not log out with the "Logout" button and the browser is closed, the
connection is maintained and the license remains occupied. The license will only be released
again after approximately 20 minutes.

2.2.2 Installation of the DataMonitor server (RT Professional)

2.2.2.1 Installing DataMonitor server (RT Professional)

Requirements

Procedure

Administrator rights
Internet Information Service is installed.

Installation disk with WinCC RT Professional

Proceed as follows to install the DataMonitor server:

1.

Place the installation disk in the drive.
The disk starts automatically if auto-run is enabled in the operating system. If auto-run is not
activated, start the Setup.exe program on the disk.

Select "User defined" for "Installation mode".

3. Select the "DataMonitor Server" program package.

62

Start the installation.
You can track the status of the installation in the displayed dialog. Select "Cancel" to cancel
the installation.

WinCC Engineering V17 — Options
System Manual, 05/2021, Online documentation



WinCC DataMonitor (RT Professional)

2.2 Installing DataMonitor (RT Professional)

5. Afterinstalling the DataMonitor server, you can transfer the license key for the product. Click

on

"Transfer License Key" to do this. If you have already transferred the license key or you

want to install it subsequently, select "Next".

Note

License keys are not transferred automatically. Transfer the missing license keys during or
after installation using Automation License Manager.

6. Reboot the PC when prompted by Setup.

Result

The DataMonitor server is installed.
2.2.2.2 Installing the Internet Information Service (RT Professional)
Settings

Before installing the DataMonitor server, you must install the Internet Information Service (IIS).
During installation, you specify the settings for the DataMonitor server.

Activate the following settings:

¢ Web management tools:

IIS management service

IIS management console

IIS management scripts and tools

Compatibility with IS Metabasis and 1IS 6 configuration
Compatibility with WMI for IIS 6

e WWW services > General HTTP features:

Standard document

Static content
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Requirements

Procedure

* WWW services > Application development features:
— .NET extension capability 3.5 and 4.5
- ASP
— ASP.NET 3.5 and 4.5
— ISAPI extensions
— ISAPI filters
* WWW services > Security:
— Requirement filtering
— Standard authentication

— Windows authentication

Note

If the logging functions are active with IIS, the log files must be monitored and deleted,
if necessary. The event views should be configured in such a way that the log files do not
become too large.

e Windows user with administrator rights

* Write access for the registry database

To install the IIS, follow these steps:

1. Insert the Windows installation disk into the drive.

Open the Control Panel. Click the "Programs and Features" entry.
1. Click the "Turn Windows features on or off" entry.

2. Activate the settings mentioned above.

3. Close the dialog with the "OK" button. The required data is transferred and the lIS is
configured accordingly.

Alternative procedure

64

You can also use the command line "Start > Run > cmd" to install the IIS components located on
the installation data carrier:

pkgmagr.exe /iu:llS-WebServerRole;lIS-WebServer;[IS-CommonHttpFeatures;IS-
StaticContent;lIS-DefaultDocument;lIS-HttpErrors;IS-ASPNET;[IS-NetFxExtensibility;11S-ASP; IIS-
ISAPIExtensions;lIS-ISAPIFilter;1IS-BasicAuthentication;lIS-WindowsAuthentication;IS-
ManagementConsole;lIS-ManagementService;lIS-lIS6ManagementCompatibility;IIS-
Metabase;lIS-WMICompatibility;lIS-ManagementScriptingTools
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2.2.3 Installation of the DataMonitor client (RT Professional)

2.2.3.1 Installation of the DataMonitor client (RT Professional)

Installation Conditions DataMonitor Client

You need not install the DataMonitor client if you only want to use "Webcenter" and "Trends and
Alarms".

You can install "Excel Workbook Wizard" on the client PC as an add-on. "Office Excel 2007 (32-
bit)", "Office Excel 2010 (32-bit)" or "Office Excel 2013 (32-bit)" are required for the installation
of "Excel Workbook" on the client PC, because "Excel Workbook" and "Excel Workbook Wizard" are
installed as Excel add-ins.

Note

Installation of the DataMonitor client on the DataMonitor server

To also install DataMonitor client or WebNavigator client on a DataMonitor server, you need to
proceed as follows:

1. Switch the start type of the service to manual in the service manager.

2. Reboot the PC.

3. Install the DataMonitor client.
During the installation, ensure that no WebNavigator clients or DataMonitor clients access
the server.

4. When the installation is successfully completed, switch the start type of the
"CCArchiveConnMon" service back to automatic.

Requirements

* Software and hardware requirements are met.

Security settings in Internet Explorer are configured.

Installation options
The following options are available for installing the DataMonitor client.

* Installation via the installation disk
In this case, certain Windows user rights are necessary, depending on the operating system.

* Installation via the Intranet/Internet
In this case, certain Windows user rights are necessary, depending on the operating system.

* Additional installation options.
The installation can also be performed without user interaction, under the Windows user
rights of the current user or in networks using group policy-based software distribution.
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2.2.3.2 Configuring security settings in Internet Explorer (RT Professional)

Requirement

Internet Explorer is open.

Procedure
To configure the security settings in Internet Explorer, follow these steps:
1. Select the command "Internet Options" from the "Tools" menu in Internet Explorer.

2. Select the "Security" tab. Select the corresponding zone, e.g. "Local Intranet" or "Internet".

Internet Options

General| Security |F'rivac_l,J Content | Connections | Programs | Advanced

Select aWeb content zone to specify itz secuity zettings.

® @ 0 @

Intermnet W NNEREY  Trusted sites Festricted
zites

Local intranet
| Thiz zone contains all 'Web sites that
o are oh your organization's intranet.
Security level for thiz zane

Custom
Custom zettings.
- To change the settings, click Custom Level,
- To uze the recommended settings, click Default Level.

[ Customn Level... l [ Default Level l

I (]S H Cancel ]
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Result

2.2 Installing DataMonitor (RT Professional)

3. Click on the "Custom level" button. The "Security settings" dialog opens.

Settings:

@ Activer contrals and plug-ins ~
@ Automnatic prompting Far Activer contraols
() Disable
(%) Enable
@ Binary and script behaviors
() Administrator approved
(%) Disable
() Enable
@ Download signed Activel contrals
(%) Disable
() Enable
) Prompt

@ Download unsigned Ackive contrals
I Piealla

< >

Reset custom sethings

Reset to: | Medium-low i

I Ok ]’ Cancel l

4. Select the "Enable" option for "Script ActiveX controls marked safe for scripting” and
"Download signed ActiveX controls".

5. Select the "Enable" option under "Scripting > Active Scripting".

6. Click the "OK" button. Carry out the modifications in the subsequent dialog.

7. Select the "Trusted Sites" icon. Click the "Sites" button. The "Trusted sites" dialog opens.

8. Enter the address of the web server in the field "Add this web site to the zone". Possible

formats and placeholders include "*://157.54.100 - 200", "ftp://157.54.23.41", or "http://
* microsoft.com”. Deactivate the "Require server verification (https:) for all sites in this zone"
check box. Click "Add". Confirm your entries with "OK".

9. Select the "Trusted Sites" icon. Click the "Standard level" button and then the "Custom Level"
button. The "Security settings" dialog opens.

10.Select the "Enable" option for "Initialize and script ActiveX controls not marked as safe for
scripting”. Confirm your entries with "OK".

11.Click on the "General" tab. Click on the "Settings" button in the "Temporary internet files"
area . Select the "Automatic” option for "Check for newer versions of stored pages". Confirm
the entry using the "OK" button.

12.Click "OK" to close the "Internet Options" dialog.

The security settings in Internet Explorer are configured.
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2.2.3.3 Installing with the installation disk (RT Professional)

Requirements
e Security settings in Internet Explorer are configured.

e User possesses the necessary rights for installation.

Procedure
To install the DataMonitor client using the installation disk, follow these steps:

1. Place the installation disk in the drive.
The disk starts automatically if auto-run is enabled in the operating system. If auto-run is not
activated, start the Setup.exe program on the installation disk.

2. Select "User defined" in the "Installation mode" dialog.
3. Select the "DataMonitor Client" program package.

4. Start the installation.
You can track the status of the installation in the displayed dialog. Select "Cancel" to cancel
the installation.

5. Reboot the PC when prompted by Setup.

Result

DataMonitor client is installed. The "WinCCViewerRT" function is activated.

2.2.3.4 Installing via the Intranet/Internet (RT Professional)

Requirements
» Security settings in Internet Explorer are configured.
» User possesses the necessary rights for installation.
» DataMonitor server is installed and configured.
* User is created in user administration.
* The WinCC project is in Runtime on the DataMonitor server.

e The server PC and client PC are interconnected via a TCP/IP-capable network.
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Procedure
To install the DataMonitor client via the Intranet/Internet, follow these steps:
1. Enter the address of the DataMonitor server in the address bar.
— Standard website: "http://lwww.server_name.de"
— Web site in the virtual directory: "http://www.server_name.de/DataMonitor"
2. Loginwith your user name and password on the DataMonitor server. If you are accessing the
DataMonitor server for the first time, you will be prompted to install the DataMonitor client.
3. Click the "Click here to install" link.
4. Click the "Save" button in the "File Download" dialog to store the client setup on the client PC.
Itis recommended that you save the setup file. Then if the client PC needs to be restarted, it
is not necessary to download the setup again.
5. Leave the Internet Explorer open and open Windows Explorer. Navigate to the directory in
which you saved the setup file. Double-click the setup file.
6. Follow the instructions on the screen and enter the information and settings necessary. The
client-end controls of the DataMonitor are installed. Close the Setup dialog.
Result

After the successful completion of the installation, the DataMonitor client switches to the WinCC
project currently in Runtime.

Note

If you have already installed the DataMonitor client and wish to install a current version of the
client via the Intranet/Internet, open the Client Setup straight away without saving the
installation file on the target PC. If you want to save the new installation file, uninstall the old
installation file first or save the new file version to a different directory than the older version of
the file. (necessary)

Note

When downloading the DataMonitor server client software, select the "Save" option to save the
client setup on the client PC. It is recommended to save the Setup file because, in the event of
a restart of the client computer being necessary, the Setup need not be downloaded again.

If the DataMonitor client was installed previously from the DVD and you want to install an
updated version of the client via the Intranet/Internet, the client setup must also be saved on the
target PC.
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2.2.3.5 User rights, user groups and optional installation possibilities (RT Professional)

User rights, user groups and optional installation possibilities

The following conditions apply for the installation of the DataMonitor client:

¢ Windows user rights required for installation and first registration of the DataMonitor client
¢ Installation of the DataMonitor client with restricted windows user rights

¢ Installation for a configured group of users or PCs

e Group policy based software distribution

¢ Installation without user interaction

Windows user rights required for installation and first registration of the DataMonitor client

To install the DataMonitor client via Intranet/Internet or from the installation disk, you require
certain minimum user rights.

Operating system

Required minimum user rights

Windows Server 2008 R2 SP1/ Windows Server 2012 R2/ "Power user"
Windows Server 2016
Windows 7/Windows 10 "Power user"

Use the following for the first logon of the DataMonitor client to the DataMonitor server:
* The user identification of the installation

* Auser with equal or higher Windows user rights
If the first logon was successful, subsequent logons can be performed for a user without
"Power user" or "Administrator” rights.

Installation of the DataMonitor client without "Power user" or "Administrator” rights

70

By using Microsoft Windows Installer technology (MSI), DataMonitor clients can also be installed
with limited Windows user rights i.e. without possessing the "Power user" or "Administrator"
rights. The add-ons and plug-ins for the DataMonitor client can also be installed this way.

This procedure can be used for the following installations:
* Installation via group policy-based software distribution in networks

* Installation for a configured group of users or PCs.
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Installation for a configured group of users or PCs

Using the Microsoft Systems Management server or group policy on a domain controller, it is
possible to install a group of users or PCs configured by the administrator.

¢ The MSI file "WinCCDataMonitorClient.msi" is published on the domain controller and
enabled for a user group. The installation is then performed according to the configuration
of the group policy based software distribution either during logon of the defined users or
when the computer is started.

¢ When using a Microsoft Systems Management Server, the installation is configured and
triggered by the administrator, and executed when the relevant PC boots. Additional
information on Microsoft Systems Management server is available on the Microsoft home

page.

Group policy based software distribution

The software installation is normally executed with the access rights of the current Windows
user. When using MSI technology, the installation is performed by an operating system service
with higher rights. This enables installations to be performed for which the Windows user has
no permission. Applications which require higher-level permissions for installation are referred
to as "privileged installations" in MSI technology. Installation of these applications is possible
when a Windows user is assigned the "Always install with elevated privileges" permission.

To use group policy-based software distribution, a group policy is created on the domain
controller. The software to be distributed is assigned or published using the active directory .

¢ Assignment: The software distribution can be assigned to a user or a PC. The software to be
distributed is automatically installed when the user logs on or the PC boots.

¢ Publication: The software distribution can be published for single users. When the user logs
onto the client PC, the software to be distributed appears in a dialog and can be selected for
installation.

Installation without user interaction

During installation of the DataMonitor client, the user is normally prompted to enter
information, e.g. the target directories, the agreement to the software license conditions or
components to be installed.

By implementing a configuration file, installation is possible without user interaction. The
required path specification and user information are provided in the "options.ini" configuration
file. The INI file must be located in the same directory as the setup file of the DataMonitor client.
This installation procedure is advantageous when using the group policy-based software
distribution.

Installation from the product DVD occurs with user interaction.
The settings given predefined in the table are used under the following conditions:

¢ The"options.ini" configuration file is missing and there is no corresponding entry available in
the registry of the client PC, e.g. due to another SIMATIC HMI product installed.

* Alternatively, the installation is performed via the group policy-based software distribution
with assignment to the PC.
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Information

Parameter

Target directory for the DataMonitor client

INSTALLDIR=" <syspath1>\Siemens\WinCC"

Target directory for common components

COMMONDIR=" <syspath2>\Siemens "

User information / user name

USER

User information / organization

COMPANYNAME

The "<syspath?>" parameters result from the settings in the registry under the key
"HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion":

- "<syspath1>" corresponds to the key "ProgramFilesDir" e.g. "C:\\Program Files"

-"<syspath2>" corresponds to the key "CommonFilesDir", e.g. "C:\\Program Files\Common Files"

Example of an "options.ini" configuration file
[USERINFO]
USER=Integration
COMPANYNAME=Siemens AG

[INSTALLPATH]

COMMONDIR=" C:\Programs\Common files\Siemens "

INSTALLDIR=" C:\Programs\Siemens\WinCC "

[FEATURES]
FUNCTIONTRENDCONTROL=0
HARDCOPY=0

WINCCUSERARCHIVES=0

DEU=0

FRA=0

ITA=0

ESP=0
2.3 Configuring the DataMonitor system (RT Professional)
Introduction

For the use of the WinCC DataMonitor, the data and process screens are made available on the

DataMonitor Server to be accessed and displayed on the DataMonitor client.
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Requirement

2.3 Configuring the DataMonitor system (RT Professional)

The server PC and client PC are interconnected.
On the server PC

— Internet Information Service is installed.

— The DataMonitor Server is installed.

— Alicense key is installed.

— WinCC Runtime Professional is installed.

On the client PC

— Internet Explorer V11 is installed.

Configuration steps

The following configuration steps are required to set up a DataMonitor system.

1.

Configure the WinCC project.
— Configuring WinCC screens for Web access

— For WinCCViewerRT and the "Excel Workbooks" function, define the users and access
rights in the "User administration” dialog.

— Configure Runtime settings

. Transfer your WinCC project to the server PC. If the configuration PC and the WebNavigator

server are interconnected, transfer the WinCC project using the command "Download to
device > Software (all)".

Configure the DataMonitor Server.
— Setting up the Web folder

— Define users and access rights in Windows for the functions "Trend and Alarms", "Reports"
and "WebCenter".

Start WinCC Runtime on the server PC.

5. Use the DataMonitor functions on the DataMonitor Client.

— Check the Internet Explorer security settings on the client PC

— Start Internet Explorer on the client PC and enter the address of the DataMonitor Server.
— After logging on to the DataMonitor Server you can access the DataMonitor functions.
Monitor the WinCC project at the DataMonitor Client.

— Setting up WinCCViewerRT

— Displaying screens
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2.3.1 Configuring a WinCC project (RT Professional)

2.3.1.1 Configuring WinCC screens for Web access (RT Professional)

Configuring individual WinCC screens for Web access

1. Double-click the desired screen in the project tree. The screen is opened and the screen
properties are shown in the Inspector window.

2. In the Inspector window, click "Properties > Properties > Web access".
3. Activate "Web access".

or

1. select the desired screen in the project tree.

2. Select "Web access" command in the shortcut menu.

Configuring several screens for Web access
1. Select "Screens" in the project tree.

2. Select "Web access all" command in the shortcut menu.

Result
The WinCC screens are configured for Web access. During the transfer of the project, the WinCC
screens are adapted for access via the Intranet/Internet and published on the DataMonitor
Server.
For more information, refer to "Transferring when WinCC projects".

See also
Creating static process screens for the Web Center (Page 104)

2.3.1.2 WinCC screens as a gadget (RT Professional)

Gadget on the Data Monitor Server (RT Professional)

Introduction

Using the "Preview" property, you define which screens to group in a gadget. Gadgets are mini
applications for the Windows sidebar. In order to use gadgets, a DataMonitor client must always
be installed as well on the DataMonitor server.
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The following operating systems support gadgets:

e Windows 7 (Professional, Enterprise, Ultimate, Embedded StdE 7)
* Windows 10

*  Windows Server 2008 Standard Edition SP2

*  Windows Server 2012 R2

*  Windows Server 2016

Procedure

To configure WinCC screens as a gadget, proceed as follows:

1. Double-click the desired screen in the project tree. The screen is opened and the screen

properties are shown in the Inspector window.

2. In the Inspector window, click "Properties > Properties > Web access".

3. Activate "Preview" and "Web access".

4. Save the WinCC project.

5. Select the "Compile > Software" command in the shortcut menu of the HMI device.
Result

The screens are assembled for the gadget on the WebNavigator server. As soon as the project is
in runtime, the WebNavigator server generates a jpg snapshot image "pdlimage.jpg" of each
screen at cyclic intervals and in consecutive order.

Thefileis stored in the directory "\WinCC\Webnavigator\Server\Weblimage\_gadget". The gadget
accesses this file cyclically in the directory again.

Note that user interactions are not possible in the screens displayed. This includes, for example,
calls from login dialogs or notice dialogs via functions.

The following objects are not supported for the display in a gadget:
¢ GSCdiagnostics window

¢ Media Player

Note
The WinCC project shown in the gadget cannot be operated.

Gadget on the Data Monitor Client (RT Professional)

Introduction

In order to use gadgets, a DataMonitor client must always be installed as well on the
DataMonitor server. A preconfigured gadget for displaying WinCC screens is located on the
DataMonitor client in the installation directory under ""\WinCC\WebnavigatornGADGET".
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The following operating systems support gadgets:
e Windows 7 (Professional, Enterprise, Ultimate, Embedded StdE 7)
¢ Windows Server 2008 Standard Edition SP2

Requirement
The screens are published on the Data Monitor server and configured as "Preview".
Procedure
To access the gadget with the Data Monitor Client, follow these steps:
1. Double-click on the " WebNavigator.gadget" gadget in the installation directory under
"\WinCC\Webnavigator\GADGET". The Gadget is installed under Windows 7 in the Sidebar.
2. Define the update cycle in which the gadget loads a screen from the Data Monitor Server,
every 17 seconds for example.
3. Enterthe address of the Data Monitor Server. The gadget establishes a connection to the Data
Monitor Server.
4. If necessary, drag-and-drop the gadget onto the desktop.
2.3.1.3 Configuring runtime settings (DataMonitor) (RT Professional)
Introduction
You can configure the behavior in runtime in the "Runtime settings" editor.
Procedure

1. Open the "Runtime Settings > Web Navigator" editor.
Web Mavigator

Appearance
Use "WinCC Classic” design: [

"iew only" cursor: I:'

Server overload

Maximurm number of concurrent
connections: |0

Ar )

Maxirurm nurmber of tabs per browser: |0

Additional settings
Disable local user groups; [ |

Alarms in event display; [ |

2. To use the "WinCC Classic" design, activate "Use "WinCC-classic" design".
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3. To use your own cursor as a "View only cursor", enter the path and file name of the cursor at
"View only" cursor. Alternatively, navigate to the file of the desired cursor using the "..."
button.

4. Tochange the maximum number of concurrent connections, enter the desired numberin the
"Maximum number of concurrent connections" field.

5. To change the maximum number of open tabs in the browser, enter a suitable value in the
"Maximum number of tabs per browser" field. Internet Explorer V11 supports this setting.

Note
Server load settings
Each tab that calls the server homepage uses a license on the server PC. A connection setting

of "10"and a tab setting of "2" corresponds to 20 clients. A license for at least 20 clients must
be available on the server PC.

6. Define whether the local user group is disabled on the WebNavigator Server.

7. To output an appropriate system message when a WebNavigator logs on and off, activate
“Enable event log messages".

Result

The settings for Runtime are configured.
See also

Display screens (Page 89)
2.3.1.4 Defining users in WinCC (RT Professional)

Managing a user group for DataMonitor (RT Professional)

Introduction

Adifferent start screen and the language can be set for each user group. This allows you to make
various sections of a project immediately accessible or inaccessible for users.

Note

The name of the user group has to be unique within the project. Otherwise the input is not
accepted.
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Requirements

Procedure

The "User groups" work area is open.
The "Start" screen has been created and the web access is activate.

The selected project language is activated.

. Position the mouse cursor on the title of the "Groups" table.

Open the shortcut menu with the right mouse button and select the display of the "Start
screen" and "Language" columns.

3. Double-click "Add..." in the "Groups" table.

Enter "DataMonitor operators" as the name of the user group. Activate at least the
"DataMonitor - View only" authorization in the "Authorizations" table.

Click the [ = button in the "Start screen” column. A dialog box for selecting the start screen
opens.

6. Select a start screen for Runtime.

7. Close the dialog box by using the icon.
8.
9

Click the| =] button in the "Language" column. A dialog box for selecting the language opens.

. Select the language.

As an alternative, select the user group in the work area; the properties of the user group are
then displayed in the Inspector window. In the Inspector window, select "Properties > Properties
> Web options". Select the start screen and the language.

Note

The name of the user group is language-dependent. You can specify the name in several
languages and switch between languages in runtime.

Managing users for DataMonitor (RT Professional)

Introduction

Requirements

78

Create a corresponding user in user administration to enable the use of the "WinCCViewerRT"
and "Excel Workbooks" functions.

DataMonitor is installed.
The "Users" work area is open.

The "DM_Demo" user is created and assigned view-only rights.
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¢ The "DataMonitor operators" user group has been created.
¢ The "Start" screen has been created and the web access is activate.

* The selected project language is activated.

Setting the start screen and language

1. Position the mouse cursor on the title of the "Users" table.

2. Open the shortcut menu with the right mouse button and select the display of the "Start
screen" and "Language" columns.

3. In the "Start screen” column, click on the | =] button in the row of the "DM_Demo" user. A
dialog box for selecting the start screen opens.

4. Select the "Start" screen.

5. Close the dialog box by using the icon.

6. Clickthe| =] buttonin the "Language" column. A dialog box for selecting the language opens.
7. Select "Spanish" as the Runtime language.

8. Activate the "DataMonitor operators" user group in the "Groups" table.

As an alternative, select the user in the work area; the properties of the user are then displayed
in the Inspector window. In the Inspector window, select "Properties > Properties > Web
options". Select the start screen and the language.

Note

The language setting is retained when a user is moved from one group to another. The start
screen will be overwritten.

2.3.2 Transferring a WinCC project (RT Professional)

Requirement

Online transfer

* A WinCC project is configured
¢ DataMonitor Server is installed on the server PC.

* The configuration PC and server PC are interconnected.

Transfer the WinCC project using the command "Load to device > Software (all)". The project is
compiled prior to the download. The screens are adapted for access via Intranet/Internet during
compilation.

During the download to the server PC, the configured WinCC project is transferred and the
screens are published on the DataMonitor Server. For more information, refer to "Compiling and
loading".
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2.3.3 Configuring the DataMonitor Server (RT Professional)
2.3.3.1 Setting up the DataMonitor Web page (RT Professional)

Requirement
¢ Internet Information Service is installed.

e The WinCC DataMonitor is installed.

Procedure
Set up the DataMonitor Web page as follows:

1. Inthe Start menu select the command "Start > All Programs > Siemens Automation > Option
and Tools > HMI Tools" > WinCC Web Configurator". This starts the Web Configurator.

2. The Web Configurator detects whether a configuration already exists.

— Noconfiguration available: Select "Create a new standard website (stand-alone)" and click
"Next".

— A configuration exists: Check the configuration

3. Define the desired settings.
e |

Here, you can change the name, IP address and TCF connection [default:
30] aof vour Web site;

Mame of the \web =ite: "
IWEI::N avigator by

Part: Internet Addreszs [URL):
E Jil not assigned) =]

Drefault Wweb-Page:
IWebEIient. azp j

Reconnect |nterval

|1EI S

[w Start the web-zsite after being configured,

Cancel I ¢ Back [ et > Finizh

4. Enter the name of your Web site in the "Name of the Web site" field.

5. In the "Port" field, enter the port number used for access.

WinCC Engineering V17 — Options
80 System Manual, 05/2021, Online documentation



WinCC DataMonitor (RT Professional)

9.

2.3 Configuring the DataMonitor system (RT Professional)

In the "IP address" field specify whether the PCis to be reached in the Intranet, Internet or in
both networks. Only use addresses from the selection list.

If you want to make your PC accessible via the Intranet and the Internet, select "All not
assigned”.

Select "DataMonitor.asp” as the standard Web site.

Define the timeinterval after which the Web Navigator Clients automatically start to establish
a connection following a connection breakdown. If "0 s" is set, the "Automatic connection
establishment" function is disabled.

Define the way the Web site is started after configuration.

10.1f you have not activated a firewall, click "Finish". If you have installed a firewall, click "Next".

Result
The Web directory has been created and the Web page is activated. If you have activated the
firewall, configure the firewall settings with the Web Configurator. See "Setting up a firewall" for
additional information.

2.3.3.2 Setting up a firewall (RT Professional)

Introduction
This section describes only the activation of the "HTTP" and "HTTPS" services for port 80 in the
respective operating system.
To set up the Windows firewall with advanced security, or for a different port, contact your
network administrator.

Requirement
* You have created a standard Web site using the Web Configurator.
* The firewall is activated.
¢ Alogged on Windows user has administrator rights

Procedure

To set up the firewall for a standard port, proceed as follows:

1.
2.
3.

Click "Windows Firewall" in the "WinCC Web Configurator".
The "Windows Firewall" dialog will open.

In Windows 7 or Windows Server 2008, click "Allow a program or feature through Windows
Firewall".

In Windows 10, Windows Server 2012 or Windows Server 2016, click "Allow an app or feature
through Windows Firewall".

4. Activate "Secure WWW Services (HTTPS)" or "WWW Services (HTTP)".
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5. Exit the open Windows dialogs with "OK".

6. Click "Finish" in the Web Configurator. The configuration of the server will be completed.

2.3.3.3 Defining users in Windows (RT Professional)

User groups (RT Professional)

User groups in Windows

The following user groups are created automatically in Windows when the DataMonitor server
is installed:

"SIMATIC Report Administrators"

The membership in the user group "SIMATIC Report Administrators” is required for extended
rights, especially for configuration purposes. You must create at least one user and assign the
user group "SIMATIC Report Administrators".

e The following is possible in the "Webcenter" function:

— Configuration of connections

— Creation of templates for WebCenter pages

— Creation and configuration of public and private WebCenter pages
e The following is possible in the "Reports" function:

— Configuration of reports on the basis of print jobs or Excel workbooks.
"SIMATIC Report Users"

The membership in the user group "SIMATIC Report Users" or in your own user group is required

for the functions "Webcenter", "Trends and Alarms" and "Reports".
¢ The following is possible in the "Webcenter" function:

— Setting and configuration of WebCenter pages. WebCenter pages are stored in different
directories.

— Opening public pages
e The following is possible in the "Reports" function:

— Opening reports on the basis of print jobs or Excel workbooks.
Defining Users and Access Rights in Windows (RT Professional)
Requirement

¢ WinCC Runtime Professional is installed

¢ DataMonitor Server is installed
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Procedure

2.3 Configuring the DataMonitor system (RT Professional)

Proceed as follows to create a user under Windows:

0.

. Open the Control Panel. Double-click the "Administration" entry.

Double-click "Computer Management" in the "Administration” dialog.
The "Computer Management" dialog opens.

Navigate to the directory "System > Local Users and Groups / Groups". Select the "New User..."
command in the shortcut menu.

Enter the name "DM_Demo" in the "User Name" field in the "New User" dialog. Enter the
description "User for DataMonitor" in the "Complete Name" field. Type the desired password
into the "Password" field and then repeatitin the "Repeat password" field. Create the user with
"Create". Close the "New user" dialog.

In the right part of the table window, click the newly created user. Open the shortcut menu
and select the command "Properties". Go to the "Member of" tab. Click "Add".

Click the "Advanced >" button in the dialog "Select Groups" and then "Find now".

In the dialog below, select the two entries "SIMATIC Report Administrators" and "SIMATIC HMI
VIEWER" from the list. To close the dialog, click "OK" twice.

The groups "SIMATIC Report Administrators" and "SIMATIC HMI VIEWER" are added to the
membership list in the user properties. Click "OK."

Close the dialog "Computer Management" with the menu command "File > Exit".

10.Close the dialog "Management" with the menu command "File > Close".

Result

The user "DM_Demo" with membership of the user groups "SIMATIC Report Administrators" and
"SIMATIC HMI VIEWER" has been set up.

2.3.4 Starting the DataMonitor on the DataMonitor client (RT Professional)

2.3.4.1 Configuring security settings in Internet Explorer (RT Professional)

Introduction

To have the full functionality available on the DataMonitor client, adapt the security settings in
Internet Explorer.

Internet Explorer V11
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Procedure

Result

2.3.4.2

Introduction

Requirements

84

To configure the security settings in Internet Explorer, proceed as follows:

1.

Click "Tools" > "Internet Options" in the Internet Explorer. The "Internet Options" dialog opens.

2. Click the "Security" tab.
3.
4. Enter the address of the DataMonitor Server in the "Add this Website to the zone" field.

Select the "Trusted Sites" icon and click the "Sites..." button. The "Trusted Sites" dialog opens.

Possible formats and wildcards include "*://157.54.100 - 200", "ftp://157.54.23.41", or
"http://*.microsoft.com".

If necessary, clear the "Require server verification for all sites in this zone (https:)". Click "Add".
Confirm the entry by clicking "OK".

Select the "Trusted Sites" icon.

Click "Default Level". Click "Customize Level" in the following dialog.
The "Security settings" dialog box opens.

— Activate the "Activate" option under "Initialize and script ActiveX controls not marked as
safe".

— Confirm the entry by clicking "OK".
Close the "Internet Options" dialog by clicking "OK".

The necessary settings of the DataMonitor client in the Internet Explorer are configured.

Starting the DataMonitor startup page on the DataMonitor client (RT Professional)

The start page of the DataMonitor summarizes the functions of the DataMonitor.

"Working with reports (Page 145)":
Creation and output of the analysis results and process data in print jobs and in
published Working with Excel Workbooks (Page 131).

"Working with the WebCenter (Page 90)"
Configuration of connections and creation of WebCenter pages for the display of logged data.

"Working with Trends and Alarms (Page 120)"
Display of alarms and process values from logs in tables and diagrams.

You start the DataMonitor client on a standalone PC or on a DataMonitor server.

User has been created in the Windows user group "SIMATIC Report Administrators”.
The WinCC project on the DataMonitor Server is in Runtime.

A user is created in WinCC.
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Procedure
To access the Web page of the DataMonitor Server, proceed as follows:
1. Open the MS Internet Explorer on the DataMonitor client.

2. Enter the name of the DataMonitor server in the format "http://<servername>" in the URL.
Confirm the entry with "Enter".

3. Thelogondialog opens. Enter the name of a Windows user in the "User name" field. Enter the
respective password and confirm with "OK".
The start page with the DataMonitor functions will be displayed.

SIEMENS
- / - i
WIinCC / Datamonitor
FLEX-CcWD45 | HOME
cdmadmin
Logoff
Reports
» Reports Time- and event-driven creation of reports as PDF or Excel filz
Excel Workbooks
F Webce
i = Display of messages and values of process or archive tags of a WinCC project in an Excel table
F Trends & Alarms Webcenter
Creation and management of the Intermet pages for displaying plant data
r Administration
Trends & Alarms
Used to display and analyze archived data

Result

The start page with the DataMonitor functions will be displayed on the DataMonitor client. The
use of the functions depends on the user's access right.

See also
Working with WinCCViewerRT (Page 87)
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2.3.4.3 General Operations of the DataMonitor Client (RT Professional)

Introduction

The DataMonitor Web pages have the following structure:

fj WinCC / DataMonitor - Published Reports - Windows Internet Explorer

@ Lo & | http:/fquad0 1/Webcenter/Reports/Pages/PublishedReports. aspx [Vl 3| X yel
Datei Bearbeiten Ansicht Favoriten Extras 7?7
w o & WinCC / DataMonitor - Published Reports I 1 ﬁ - B @ v |k Seite ~ !,j‘ Extras ~

WINCC / DATAMONITOR - PUBLISHED REPORTS

—————  Logoff

Pt epor | Rapor oo | Goiond re | Uploa oo P Excwrkboov | soga 1

Published print jobs and Excel Workbooks

» Reports Filter; None l"] &
L Public {default) File name File date b
[ Personal (dmadmin) tpe
DruckauftragTlg gguzsgu;%—m |
DruckauftragTlg 320380_01%'21 |
DruckauftragTlg ggnﬁeﬁfm T
DruckauftragTlg ggugsgu;—ﬂ |
DruckauftragTlg ggq&gﬁ'ﬂ ',E D ——
DruckauftragTg 32:0485_:03:—21 |
DruckauftragTla ggt{l;—u;;—?l ®
DruckauftragTlg 530585—0;1;21 Z
DruckauftragTlg 33%81_0341’21 b
DruckauftragTlg ggun%ugi'm '
o Eese
Fertig [# + vertrauenswirdige Sites F100% <

Header

Current user

Link to logoff

Navigation control

Icon to hide the header

Interface language selection field

Tabs depending on the currently displayed contents
Contents

@Q@OWE®OWOO
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Switching the user interface language

1.

Choose the desired language from the selection field in the header.
The GUI language is changed.

Hide and show the header

1.

Logoff

To hide the header line, click the symbol &.
This provides more room for displaying the content.

. To show the header line again, click the symbol f&].

. To log off from the DataMonitor server, click the "Log off" link.

Close Internet Explorer.
When you close Internet Explorer, the used license will be released immediately.

2.4 Working with WinCCViewerRT (RT Professional)

2.4.1 Setting up WinCCViewerRT (RT Professional)

Requirement

On the server PC

— The DataMonitor Server is installed.

— Alicense key is installed.

— The WinCC project is in Runtime.

— The WinCC screens are configured for Web access and published.
On the client PC

— DataMonitor Client is installed.
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Procedure
Set up WinCCViewerRT as follows:

1. In the Start menu, select "Start > All Programs > Siemens Automation > Option and Tools >
HMI Tools" > WinCCViewerRT".

2. Enter the logon data in the "General" tab:

WinCCYiewerRT x|

General |Parameters I Graphics Runtirme I Runkime I

—Configuration File
I C\Documents and Settingsika. .. \WinCCYiewerR T, xml |
—Server
Address itk Ad05459900
IJse project setkings. (This requires a
server wersion == 7.0.2]
—Credentials
Lisername I DMAdmin
Passywiord I ko

oK I Zancel |

— Server address: http://<server name>, or http://<IP address>
— User name and password:

3. Inthe"Parameters"tab, specify the Runtime language and whether to disable keystrokes that
the operator uses to change to other programs.

4. Define the WinCC Runtime Professional properties in the "Graphics Runtime" tab:
— Start screen
— Configuration file for screen navigation
— Window attributes
— lllegal user actions
5. Define additional user actions in the "Runtime" tab.
— Automatic logout
— Enable screen keyboard.

— Use <Ctrl+Alt+Del> to switch to the Task Manager and to the operating system. This
setting is only valid for the on-screen keyboard.

— Open the "WinCCRTViewer" dialog by means of keystroke.
You can change the default keystroke <Ctrl+Alt+P>.

6. Close the dialog with "OK".

WinCC Engineering V17 — Options
88 System Manual, 05/2021, Online documentation



WinCC DataMonitor (RT Professional)

Result

2.4.2

Requirements

Procedure

2.4 Working with WinCCViewerRT (RT Professional)

The WinCCViewerRT is configured. When the dialog is closed, the connection to the DataMonitor
server is established. The settings are saved to the configuration file "WinCCViewerRT.xml". The
settings in the configuration file are used at the next start of WinCCViewerRT.

The configuration file is stored in the directory "C:\Users\<User name>\Appdata\LocalLow
\Siemens\SIMATIC.WinCC\WebNavigator\Client". Under <User name>, enter the name of the
user logged-on when the file is created. This allows different configurations to be used,
depending on the logged on user. WinCCViewerRT applies the interface language from WinCC.

Renaming or removing WinCCViewerRT.xml

When you rename or remove the file WinCCViewerRT.xml, the configuration dialog of
WinCCViewerRT is opened during the start. Reconfigure WinCCViewerRT, or select a different
configuration file.

Display screens (RT Professional)

* Alicense key is installed on the DataMonitor Server.
* The WinCC project on the DataMonitor Server is in Runtime.
* The WinCC screens are configured for Web access and published.

* A WinCC user with the authorization no. 1002 "Web access - view only" is created.

Note

The "Channel diagnostics view" object is not supported by the WinCC DataMonitor option.

To view screens, proceed as follows:

1. In the Start menu, select "Start > All Programs > Siemens Automation > Option and Tools >
HMI Tools > WinCCViewerRT".

2. Log on to the WebNavigator server:

— If the user and password are configured in the "WinCCViewerRT" dialog, no logon dialog
displayed.

— If no user and password was configured in the "WinCCViewerRT" dialog, the logon dialog
displayed. Enter the user name and password of the WinCC user. Click "OK".

3. Press the <Ctrl+Alt+P> keystroke to change the user. The "WinCCViewerRT" dialog opens.
Enter the user name and password in the "General" tab.
You can also select the xml file that contains this data.
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Result

See also

2.5

2.5.1

2.5.1.1

Overview

The Web Viewer connects to the activated WinCC project. The screens of the WinCC project are
displayed.

The cursoris a "View only cursor" and indicates that process-related operations are not allowed.

6.6 ﬂ-lrﬂ

IHPUT
F 2\

Certain operations are still possible, such as opening the properties dialog of an online trend
control.

If necessary, you can use your own cursor symbol as a "View only cursor”. You can find more
detailed information on this under "Configuring runtime settings (DataMonitor) (Page 76)".

Configuring runtime settings (DataMonitor) (Page 76)

Working with the WebCenter (RT Professional)

Administration (RT Professional)

User Groups and Directories (RT Professional)

WebCenter pages and reports are stored in directories on the DataMonitor Server.
Its standard complement of directories is as follows:
* "Public”

* "Private"
Every user has a "Private" directory. Only the respective user has access rights to this directory.

You can find additional information on setting up directories in the section "Creating Directories
(Page 93)".

Windows User Groups

90

The user groups "SIMATIC Report Administrators" and "SIMATIC Report Users" are created during
the installation of the DataMonitor Server. You can create more user groups. You can find
additional information on setting up user groups and users in the section"Assigning Access
Rights (Page 94)".
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To access the DataMonitor, you can assign all members of a user group with the same access
rights to the directory of the DataMonitor server.

The following access authorization is possible:

¢ Read
¢ "Change"
¢ "Create"

A user, as a member of a user group, only has access to a directory if the respective user group
has access rights to that directory. This permits user group-specific access. You can find
additional information on assigning access rights in the section "Defining users in Windows
(Page 82).

The following screen shows the basic user administration for the WebCenter.
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Windows user administration

The installation routine DM_ADMIN
of DataMonitor creates j; DM_USER

; Plannin
Windows user groups Sorvion]

\

Individua
user groups

SIMATIC Report User DataMonitor Admin
SIMATIC Report Administrator DataMonitor User
Planning All members of Planning

Service All members of Service

Service_014 Properkties
General Member OF | Profils I

rember of:

Service

g Users

DataMonitor Adminstration

FOLDER ADMINISTRATION

Connection administration | Folder administration

List of existing directories

= | Directory list

| Public {default)
Personal (DM_ad)
MNewFolder

ProcessPlans

ServiceGroup

W ater

Seniice 014

Windows user groups
receive
different access rights to
DataMonitor folders

™~

Read Change Create
v v r
- || -
Individual
access to
Windows user groups
on

WebCenter sites

WINCC f DATAMONITOR - WEBCENTER

Lagoff

|

Screens

92

Centerpage 01

Public {default) | Personal {(S5ervice_014) | ServiceGroup | Water I
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See also
Creating Directories (Page 93)
Assigning Access Rights (Page 94)
Defining users in Windows (Page 82)
2.5.1.2 Creating Directories (RT Professional)
Introduction
You store WebCenter pages in directories. The following directories exist as defaults:
e "Public"
* "Private"
Every Windows user has their own "Private" directory.
Requirement
¢ Thelogged on userisa member of the Windows user group "SIMATIC Report Administrators".
¢ The DataMonitor start page is open.
Procedure

1. Click in the start page "Webcenter > Administration".

2. Click the "Directory administration" tab.

FOLDER ADMINIST RATION

Connection administration  Folder administration
Add directory

MHew folder:

Create

List of existing directories
=~ | Directary list

| Public {default)

_ Personal (DMAadmind

_ Archive

L0 mypart

3. Enter the name "mypart" in the "New directory" field.

4. Click the "Create" button.
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Result

You have created the directory "mypart". The user administration is opened automatically.
Specify the access rights for the folder. You can also exit the page and configure the access rights
at a later time.

2.5.1.3 Assigning Access Rights (RT Professional)

Introduction

In the WebCenter, directories are created in which, for example, the WebCenter pages are stored.
You can assign different access rights for the individual directories to Windows user groups.

The following access authorization is possible:
* Read
* "Change"

e "Create"

Requirement

The logged on user is a member of the Windows user group "SIMATIC Report Administrators".
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Procedure
1. Click in the start page "Webcenter > Administration".
2. Click the "User administration" tab.
USER ADMINISTRATION

| Connection administration | Folder administration | User administration = Archive management | Connect/Disconnect Archive | |

Current folder: | TestFolder v|
Settings Read Change Create
SIMATIC HMI CS [] [ [
SIMATIC HMI VIEWER [ [ ]
SIMATIC Report Administrators
SIMATIC Report Publishers ] ] ]
SIMATIC Report Users [1] L]
SQLServer20055QL BrowserUser§FLEX-CWD45 [ ] [] []
SQLServerMS5ELServerADHelperlser$FLEX-CWD4S( | [] ]
SQLServerMSSQLUser$FLEX-CWD458WINCC [] [ ] []
SQLServerSQLAgentUser§FLEX-CWD458WINCC [ ] [] L]
WinRMRemoteWMIUsers__ [ ] [ ] L]
12
Save
3. Select the desired directory from the "Current Directory".
All existing Windows user groups are listed.
4. Activate the access rights in the line of the desired Windows user group.
5. Click "Save".
Result

The access rights have been configured for the desired directory.
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25.1.4 Establish a connection to the winCC data (RT Professional)

Create connection and set up language (RT Professional)

Introduction
A connection is configured for access to the data in the "Webcenter". A connection is set up for
each data source, e.g. WinCC server. The connection is required for example for the function
“Trends and Alarms" and the WebCenter page.
Requirement
The logged on user is a member of the Windows user group "SIMATIC Report Administrators".
Procedure

1. Click in the start page "Webcenter > Administration".
2. Click the "Connection administration" tab.

WINCC / DATAMONITOR - WEBCENTER

Connection administration | Folder administration User administration ' Archive management

Preview Change * New connection
Cannection name WiinCC1_Runtime
Computer name ADOS4599PC
Database CC_ExternalBrowsing

v Automatic adaptation of RT database

User winccdata
Passmiard """"|

Swapped WinCC archive
R EEIE s WInCC runtime

CAS

* OWINCC runtime+All segments
Language: Wiestern -
Create

3. Choose the language that corresponds with the linguistic region of the server or log to be
linked in "Linguistic region".
If you do not select the language that corresponds with the respective linguistic region,
characters may be displayed incorrectly on the page.
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Result

See also

2.5 Working with the WebCenter (RT Professional)

. Select "New connection".

After the new installation, no selection is possible in the "Connection” field, as no
connections have been configured yet.

. Enter a name in the field "Connection name", e.g. "WinCC1_ Runtime".

Any name can be selected. However, it should contain a reference to the selected connection
type. Do not use spaces and special characters in the connection name.

. Enter the name of the PC whose data you would like to access in the "Computer name" field.

As an alternative, select the name of the PC using the "Find" button.

. Enterthe desired database in the "Database" field. Alternatively, select the database using the

"Find" button.

. Choose the desired option in the "Connection type" area.

"Swapped WinCC Log"
Further steps are required to access data from logs. You can find more detailed
information on this under "Connecting and Disconnecting Swapped Logs (Page 97)"

— "WinCC Runtime"
The Runtime database of the selected WinCC project is entered in the "Database" field.

- CAS
CAS is not available in this version.

— WinCC Runtime + all segments
"CC_ExternalBrowsing" is entered in the "Database" field.

. Activate "Automatic adaption of RT database". When a segment is changed, the name of the

database is adjusted in the connection administration.

10.Click the "Create" button.

The connection to the data source is created and can be selected in "Connections".

Connecting and Disconnecting Swapped Logs (Page 97)

Connecting and Disconnecting Swapped Logs (RT Professional)

Configuring a directory (RT Professional)

Introduction

To access data from swapped WinCC logs (log backup file), these logs must be connected to an
SQL server again.

You can connect all or individual log backup files of a directory to the SQL server.
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Requirement

Procedure

98

* Write protection of the log backup file has been removed
Archive backup files are write protected. Create a backup copy of the file before connecting
and remove the write protection of the copied log backup file.

* The log backup files are available on the local drive.
* The directories in which the log backup files are set for sharing.

— The directory must be set for sharing in the Windows Explorer before you start the
DataMonitor Server.

— If you set the directories for sharing later, restart the DataMonitor Server.
e The user group "SIMATIC HMI VIEWER" must have "full access" to the directories.
* Thelogged on userisa member of the Windows user group "SIMATIC Report Administrators".

¢ Windows Server 2008 R2/ 2012 R2 2016: "Network service" has been added to the "Print
operators" group.

* Windows 7 /8.1 /10: "Network service" has been added to the "Power user" group.

Proceed as follows to create a symbolic directory:
1. Click in the start page "Webcenter > Administration".

2. Click the "Archive administration" tab.

CONNECT/DISCONNECT ARCHIVE

Connection administration Folder administration  User administration Archive management

Symbaolic directaries: Test A
Cirectory: Fleasze select falder A
Automatically cannect all archives in this directory v

Symbaolic name:;

Remowe Add

3. Enter a unique symbolic name name in the "Symbolic Name" field.
The name should only contain the characters permitted in the SQL syntax. You use the
symbolic name for access via the DataMonitor client.

4. In "Directory", select the directory in which the log backups are located.
You can only select directories that have been set for sharing.

5. To connect all existing log backups of the directory, select "Automatically connect all logs in
this directory”.
To connectallindividual log backup files of the directory, clear "Automatically connect all logs
in this directory".

6. Click "Add".
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Result

You have created the symbolic directory "Test". If you have cleared "Automatically connect all
logs in this directory"”, define the log backups to be connected on the page "Connect/disconnect
logs (Page 99)".

To disconnect logs, clear the desired logs on the page "Connect/disconnect logs"

Note
Connected logs on changeable media

Before changing the media in the drive you need to disconnect the logs on this medium. After
changing the medium, check whether the logs are connected on the new medium.

Deleting a symbolic directory

To remove a directory containing logs from the list of symbolic names, disconnect all logs
contained in the list. The status of the logs can be seen on the page "Connect/disconnect logs".

Connecting and Disconnecting Logs (RT Professional)

Requirement

* Write protection of the log backup has been removed
Log backups are write protected. Create a backup copy of the log before connecting and
remove the write protection of the copied archive.

* Thelogged on userisamember of the Windows user group "SIMATIC Report Administrators".

* You have configured the symbolic directory "Test" (Page 97).
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Procedure

To connect or disconnect individual log backups, proceed as follows:

1.

Click in the start page "Webcenter > Administration".

2. Click the "Connect/disconnect logs" tab.

CONNECT/DISCONNECT ARCHIVE

Connection administration  Folder administration ' User administration  Archive management | Connect/Disconnect Archive | Pic

Symbaolic directaries: Test A
Automatically cannect all archives in this directory
List of existing archives
Filter:
Type Serrer name Praoject From w To It
) TagLogging Slow ADOS4509PC WEBDEMOPROJECTYY Af2EZ2010 8:02:00 Ah Br2fZ2010 9:07:00 Ah -
v TagLogging Fast ADOS4599PC WEBDEMOPROJECTYT  &/26/2010 8:02:00 Ahd BI2r2010 9:01:00 Ahd -
) AlarmLogging ADOS4509PC WehDemoProjectys Af2EZ2010 8:02:00 Ah Ar2iZ2010 8:35:00 Ah -
v TagLogging Slow ADOS4599PC WEBDEMOPROJECTYY  B/2/2010 9:01:00 Ahkd Br452010 9:01:00 Ahd -
) TagLonging Fast ADOS4509PC WEBDEMOPROJECTYY Br2r2010 5:01:00 Ahkd Arr2010 9:07:00 Ah -
v AlarmLogging ADOS4599PC WebDemoFrajectyy Br2f2010 9:01:00 Ahkd Br452010 8:09:00 Ahd -
) TagLogging Slow ADOS4509PC WEBDEMOPROJECTYY BrA2010 5:01:00 Ahkd Bref2010 9:01:00 Ah -
v TagLogging Fast ADOS4599PC WEBDEMOPROJECTYY  G/4/2010 5:01:00 Ahkd BYFI2010 9:01:00 Ahd -
) AlarmLogging ADOS4509PC WehDemoProjectys BrA2010 5:01:00 Ahkd Br7fZ010 8:03:00 Ah -
Mumber of rows: 10 ™ H 4 page 1~ fram 1 ¥ M
Save

3. Select the directory "Test" in "Symbolic directories". Existing logs are displayed in a list. The
"Info" column provides information about the status.

— Green: Connected
— Red: Disconnected
4. To restrict the display, click "Filter".

List of existing archives

Filter:

Type SEnBr Narme Project Fraom

5. Enter the desired time period and click "Refresh display".

6. To connect a single archive, select the desired log in the "List of existing logs". Click "Save".
The status "Green" indicates that the log is connected.

7. Todisconnect a single archive, clear the desired log in the "List of existing logs". Click "Save".
The status "Red" indicates that the log is disconnected.
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Alternative procedure
Archive backups can be connected in the following ways:
¢ VB function using the "Restore" method. For detailed information, refer to "Restore".

¢ Automatic Connection: If you copy the log backups to the "CommonArchiving" folder, the
logs are connected to the project in Runtime.

¢ Using Archive Connector (Page 101).

Result

Logs are connected. If you connect signed logs, which have been changed after the swap, an
alarm is output.

See also
Configuring a directory (Page 97)
Connecting Logs using WinCC Archive Connector (Page 101)

Connecting Logs using WinCC Archive Connector (RT Professional)

Introduction

With the Archive Connector, already swapped out WinCC logs can be reconnected to an SQL
Server.

Requirement

¢ Write protection of the log backup file has been removed
Archive backup files are write protected. Create a backup copy of the file before connecting
and remove the write protection of the copied log backup file.

¢ The log backup files are available on the local drive.
¢ The directories in which the log backup files are set for sharing.
e The user group "SIMATIC HMI VIEWER" must have "full access" to the directories.

* Thelogged on userisamember of the Windows user group "SIMATIC Report Administrators".
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Procedure
To connect log backup files, proceed as follows:

1. Start the "Archive Connector".

(1]
Canfiguration | Connect/Disconnect Archive I
Lizt of directaries:
M onitored | Diirectony | Symbolic name |
O MArchiveConnectorsérchivel Archivel
O MArchiveConnectors T agélarmdre Tagtlarmdre]z
Add Bemove
Cloze |

2. Click "Add" in the "Configuration" tab. The "New Directory" dialog is opened.
3. Navigate to the directory in which the log backup files are stored.

4. Enter a symbolic name for the directory. Click "OK." The directory is displayed on the
"Configuration” tab.
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5. Click the "Connect/Disconnect Logs" tab. All the logs in the selected directory are listed in the

"Connect/Disconnect Logs" tab.

*& Archive connector

Corfiguration Connect/Dizconnect Archive |

Directony:

=101 x|

I O ArchiveConnectarsAnchivdaten

Symbaolic name of the directony:

I archive

Lizt of all archives:

Connec... | T_I,Ipel Fram

| To | Cornpriter

TF  7A4/200310:07:00 Ak
TS 74472003 10:07:00 Ak

A8 7242003 IH11
742002 11:01:0..  KHI1DBE48D
7442003 11:01:0..  KH1D248D

Connect |

Disconnect

Cloze |

6. Select the desired log and click "Connect".

Result

A connection has been created and the desired log backup files are connected to the SQL server.

The connection status of each log is displayed on the "Connect/Disconnect Logs tab

."From"and

"To" columns contain the archiving period denoted in the local time zone.

The "Type"column contains the details for log type.

"A" Alarm logs
“TF" Fast data log
"TS" Slow data log
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2.5.2 Creating static process screens for the Web Center (RT Professional)

Introduction

In the screen management, specify the screens that you need for the Web element "Static
process screens”.

The DataMonitor Server generates copies of the screens at configurable cyclic intervals and
provides these to the DataMonitor Client and the form of static process screens.

Requirement
* Thelogged on userisa member of the Windows user group "SIMATIC Report Administrators".

* The WinCC screens are configured for Web access and published. You can find more detailed
information on this under "Configuring WinCC screens for Web access (Page 74)".

* The DataMonitor start page is open.

* The "Screen management" tab is open.
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Creating static process screens for the Web Center
1. Select the screens.

— To select all screens, activate the check box in the column header.
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— To select individual screens screens, activate the check box leading the relevant screen.

ADMINISTRATION : PICTURE MANAGEMENT

Pictures

Ficture name [] |){—pnsitiu:rn Y-position | He
AllgemeinesTestbild PD_ ] 0 0
AllVarTypesGeneratedieu PD_ ] 0 0
Buttons-and-Switches PD_ ] 0 0
DiesisteinunnostiglangerfamezumtestendesPublishersmits8 o052 PO _ ] 0 0
DMO Performance PO ] 0 0
DMO-PDF Trigger.PD_ ] 0 0
DMO-XLS Trigger.PD_ ] 0 0
DMO _IntLoc.PD_ L] 0 0
DMO_Licenseadministration.PD_ ] 0 0
DMO_UserTable PD_ L] 0 0
EnglishFirst_1.PD_ ] 0 0
EnglishFirst_2 PD_ ] 0 0
EnglishFirst_3.PD_ O 0 0
EnglishFirst_4 PD_ ] 0 0
EnglishFirst_5.PD_ ] 0 0
Erlaubte Sonderzeichen !-_630.PD_ ] 0 [i]
External Buttons for Controls Alarm.PD_ | 0 0
External Buttons for Controls fit) PD_ ] 0 0
External Buttons for Controls fix). FD_ ] 0 0
External Buttons for Controls Table.PD_ ] 0 0
Filter: X~ Numberofrows:[20 | v|[ 4 ¢ page]1 v/ from |

Time
pdate cycle (sec.): Time stamp:

Save

2. To display only part of the screen, define the following:

— X position: Start positions in x direction in pixels
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— Y position: Start positions in y direction in pixels
— Width: Width of screen in pixels
— Height: Height of screen in pixels
3. To set a language for a process screen, select the required language in the drop-down list.

4. To output the time at which the static process screen screen was created by the DataMonitor
Server, activate "Stamp".
The date time are shown in the static process screen.

5. To change the update cycle, enter the desired value in "Update time interval".
Select this cycle as large as possible. A cycle that is too small leads to performance problems.

6. Click "Save".

Result

The DataMonitor Server generates the static process screens from the selected screens. The
static process screens can be configured in the Web part "Static process screens".

Removing static process screens

To remove static process screens, select the check box at the relevant entry in the "Delete graphic
object" column. Click "Save" to remove the static process screen or copy. The deleted static
process screens can no longer be configured in the Web part "Static process screens".

Finding screen names or limiting the view
Use a filter to find screen names, or to limit the view to specific screen names.

At the "Filter" entry, click ~* to show the filter above the table. Enter the search term in the text
field and then click <Enter>.

To hide the filter, click * .

See also

Configuring WinCC screens for Web access (Page 74)
2.5.3 Create a layout template for WebCenter pages (RT Professional)
Introduction

You require a layout template to create a WebCenter page. Many prefabricated layouts have
been installed during the installation. Additionally, you can create your own Layout Templates.
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Requirements

Procedure

108

* Thelogged on userisa member of the Windows user group "SIMATIC Report Administrators".

* The DataMonitor start page is open.

Proceed as follows to create your own layout template:
1. Click "WebCenter > Configuration" in the start page.
2. Click the "Create layout" tab.

CREATE NEW LAYOUT TEMFPLATE.

Create page  Import page Delete pages Create layout | Delete layout

Step 1
Columns: 2 A
Lines: 3 h
MHarme of the layout file: mylayuut_23|

3. Define the number of columns and rows.

4. Enter the name "mylayout_23" in the "Name of the layout file" field. Click "Next."

System Manua
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5. Ifrequired, group the table fields. For this, click the appropriate arrow symbol, such as "Arrow
up", in the desired field, for example line 3/ column 1.
The modified view will be displayed.

WINCC / DATAMONITOR - WEBCENTER

| Create page | Import page | Delete pages | Create layout | Delete Iaynutl

Step 2 - mylayout_23

1 oz
01 =
nz f
1
n3 f
Reset configuration Back Continue

To restore the original table form, click "Reset configuration".
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6. Click "Next."
WINCC / DATAMONITOR - WEBCENTER

Create page | Import page | Delete pages | Create layout | Delete Iayuutl

Step 3 - mylayout_23

01 02
01 1 u
1T O T O
0z u
T O
[§
1T O
03 u
T O
Back Save

7. You define the order of the Web parts in the table fields.
If necessary, select the corresponding symbol in a table field to place the web parts vertically
or horizontally.

8. Click "Save".

Result
The layout template "mylayout_23"is created. You can use the layout template as a template for
creating a WebCenter page.

2.5.4 Create a WebCenter page (RT Professional)

Introduction

Requirements
* The directory "myPart" is set up.

* Theuserlogged on isa member of the Windows user group "SIMATIC Report Administrators"”
or "SIMATIC Report Users".
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¢ The Windows user groups have the "Change" or "Create" access rights to the directory.

¢ The DataMonitor start page is open.

Procedure
1. Click "WebCenter > Configuration" in the start page.
Click the "Create Page" tab.
Click the desired layout template. The file name is displayed in the "Layout file" field.

> wnN

Enter a name in the "WebCenter page" field, for example "My_Webcenter".
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5. Click the directory in which the WebCenter page is stored. The selected directory is displayed
in the field "Save WebCenter page as".

WINCC f DATAMONITOR - WEBCE

Create page | Import page  Delete pages | C

oo1

no3

miylayout_23

Layout file: mylayout_23 template

Wiebcenter page: My _\Webcenter

Save Wehcenter page under:
mypart

= Wehcenter pages

[ | Personal (DWAdmin)

| Public (default

iy part

6. Click "Save".

Result

The WebCenter page has been created and saved.
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2.5.5 Insert Web parts into the WebCenter page (RT Professional)

Introduction

You combine Web parts to create the contents of the WebCenter pages.

Requirements
* The directory "myPart" is set up.
¢ The WebCenter page "My_Webcenter" is stored in the directory.

* Theuserlogged on isa member of the Windows user group "SIMATIC Report Administrators"”
or "SIMATIC Report Users".

* The Windows user groups have the "Change" or "Create" access rights to the directory.

* The DataMonitor start page is open.

Procedure
Proceed as follows to insert Web parts in the WebCenter page:
1. Click "WebCenter > Pages" in the start page.
2. Click the "myPart" tab.
WINCC f DATAMONITOR - WEBCENTER

-

Public {default) Personal (DMAdmin) | mypart

by Wiehcenter

3. Click the "My_Webcenter" entry.
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4. To add Web parts, click the symbol [#] on the right side.
The available Web parts are listed.
If you have exported web parts that have already been configured, they are listed under
"Imported web parts". If necessary, insert these web parts into your WebCenter page.

MY_WEBCENTER
Wy _Wehcentar -

Public (default) | Personal (OMAdmin) mypart|

Availahle Webparts (148)
Imported Wiebparts (0

Availahle Webparts

Processwalue tahle
Process walues in the table (Timestep)
Statistics functions for process values
Trend (process values)

¥ Trend dimestep)
Bar chart (aggregate)
Pie chart {aggregate)
Hit list of alarms
Alarm tahle
Link to Wyebcenter pages
Links {external)
Cizplay infarmation
Static process pictures
Cizplay graphic
The lastreports

REMNRE - Ao Close

WoPZ_01_01 WhPZ_01_02
Please select and add the \Wehpart.

Pleasze select and add the Wehpar.

WoPZ_02_01 WhZ_02_02
Pleasze select and add the Wehpart.

Fleasze select and add the Wehpart.

5. Select "Trend (Timestamp)".
6. Select the entry "WPZ_01_01" and click "Add".

7. Select "Alarm hit list".
If you insert several Web parts in a spreadsheet field, they are arranged horizontally or
vertically. Specify this arrangement when creating the layout template.

8. Select the entry "WPZ_02_01" and click "Add".
9. Click "Close."
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Result

Web parts to display data have been inserted into the WebCenter page "My_Webcenter". The
current summary of the WebCenter page is displayed.

WRZ_01_01
Trend (timestep) Edi. gl = 2F N
D M A
WRZ_02_01
Hit list of alarms 57 X {4 B> &
Start:
End:
Link:
WinCC senver
Language of alarm texts:
Filtering and sarting:
Data are not filtered.
Lines:
OLENIC
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2.5.6 Configure Web parts within WebCenter pages (RT Professional)

Requirement

* Theuserlogged on isa member of the Windows user group "SIMATIC Report Administrators"”
or "SIMATIC Report Users".

* The Windows user groups have the "Change" or "Create" access rights to the directory.
e The WebCenter page "My_Webcenter" is open.
* The WinCC project is in Runtime.
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Procedure
To configure Web parts within WebCenter pages, proceed as follows:
1. Click the icon E# in the desired Web part. The configuration dialog opens.
MY WEBCENTER

Mty _VWiebcenter - m E‘ ﬁj
' Public (defaul) | Personal (DMAdmin) | mypart |
Trend ({timestep) X (s Br &
b M A
Hit list of alarms 5 X s B» a
Start:
End:
Link:
WIinCC sener:

Language of alarm texts:

Filtering and sarting:
Data are not filkered.

Lines:

1 M4y M

2. Configure the web part.
— Displaying process values in a table (Page 120)
— Displaying process values in a diagram (Page 122)
— Displaying messages in the alarm table (Page 124)

— Displaying the hit list of messages (Page 128)
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— Displaying statistics function for process values (Page 130)

3. To change the position of the web part, move the web part to the desired position with the
mouse.

More Operational Capabilities

The following operating options are available:

I Delete Web part
-~ Minimize Web part
- Maximize Web part
= Export Web part
T+ Export configuration of the Web part as an XML file
2.5.7 Deleting WebCenter Pages and Layout Templates (RT Professional)

Requirement
Deleting layout templates
* The user is a member of the Windows user group "SIMATIC Report Administrators".
* The DataMonitor start page is open.
Deleting a WebCenter page

* Thelogged-in user must have "Create" access rights for the directory in which the page to be
deleted is stored.

* The DataMonitor start page is open.
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Deleting layout templates

1.

Click "WebCenter > Configuration" in the start page.

2.5 Working with the WebCenter (RT Professional)

2. Click the "Delete layout" tab.
DELETE LAYQUT

Create page

Selection

Delete

Import page | Delete pages Create layout Delete layout

Layout file Prewvigw Action
001 template Delete
ODZtemplate e Delete
D03template oo Delete
mylavout 23template || T

Selact All Do not select

3. Delete the selected files.

Result

...... Delete

To delete several layout files, select the "Selection" check box for the files to be deleted.
Click "Delete".

To delete all the layout files, click "Select All". Click "Delete".

To deleteindividual layout files, click the respective "Delete" button in the "Action” column.

The selected layout file is deleted. Note that this also applies to the layout files included in your
package.

Existing WebCenter pages which use this layout template are retained. You cannot use this
layout to create new WebCenter pages.

Deleting a WebCenter page
1.
2.
3.

Click "WebCenter > Configuration” in the start page.

Click the "Delete page" tab.

Activate the respective check box to mark the pages to be deleted.

Click "Delete".
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2.5.8 Exporting and importing WebCenter pages (RT Professional)

Requirement
* The logged-on user has access rights.

* The WebCenter page is open.

Exporting a WebCenter page
1. Click yu!

2. Select if you want to open or save the file as a WebCenter page in the dialog that opens.

If you save the file, a file is generated with the format "*.Export".
To open the file, select a program that can display "*.xml" format.

Importing a WebCenter page
1. Click "WebCenter > Configuration" in the start page.
Click the "Import page" tab.
Enter a file name or click "Browse".
To load the file, click "Upload".
Enter a name for the WebCenter page.

Select the storage location for the WebCenter pages.

N o v oM W N

Click on "Import".

Result

The selected WebCenter page is imported and displayed in the DataMonitor.
2.6 Working with Trends and Alarms (RT Professional)
2.6.1 Displaying process values in a table (RT Professional)
Requirements

e A connection to the WinCC data is established (Page 96)

¢ The DataMonitor start page is open.
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Procedure
Proceed as follows to display process values in a table:

1. Click "Trends & Alarms " in the start page. Click the "Process value table" tab. The Web part
"Process Value Table" is displayed.

2. Click[#. The configuration dialog of the Web part opens.
3. Change the title in the "Header" field. Enter a brief tip in the field "Tooltip".

4. Select the desired connection in the "Connection” field. The logging tags available via this
connection will be displayed. You can limit the number of tags using the "Archive selection”
and "Tag filter" fields.

5. Click "Add" for the desired logging tags.

6. Define the time range in the "Time period" area.
With relative times, enter a negative value in the respective field. To obtain additional
information on the time specification, click the 2 symbol.
To check the set time range in the column "Preview time frame", click "Preview".

7. Define the number of decimal places in the "Displaying decimal places" section.

8. Inthe "Table size" area, define the size of the display window. For example, enter a height of
"200" and a width of "400".
If the value "0" is entered into both fields, the size is determined automatically. The size is
oriented on spatial requirements of the Web part.

9. The available WebCenter pages are displayed in the "Links to WebCenter Pages" area. To
assign the Web part to one or more WebCenter pages, click the x symbol.

10.Confirm your entries.
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Result
The values of the logging tags are output in the process value table.
Process value table Trend {process values) Alarm table | Hit list of alarms  Statistics
Prozesswerttabelle B
Start 3/13/2008 1:54:36 PM
End: 3i13/2008 1:54:48 PM
Link: Condi WinCCRuntime
Archive name: ProcessValueArchive
Archive Tag Mame: Trend_0
Lines: 20
DatefTime alue Quality code -
3113/2008 1:54:36 PM.155 0.00
311312008 1:54:36 PM.6SS5 0.00
311312008 1:54:37 PM.155 0.00
311312008 1:54:37 P G55 0.00
311312008 1:54:38 PM.155 0.00
311312008 1:54:38 P 655 0.00
311312008 1:54:39 PM.155 0.00
311312008 1:54:39 PG5S 0.00
311312008 1:54:40 PM.155 0.00 =
1] | B
1 K 4 1fom1 b M O(TF
Use the arrow keys to skip backward and forward with multi-page tables. You can export the
displayed table in CSV format using the B icon. Click the F# symbol to change your settings.
2.6.2 Displaying process values in a diagram (RT Professional)

Requirements
* A connection to the WinCC data is established (Page 96)

* The DataMonitor start page is open.

Procedure
Proceed as follows to display process values in a trend view:

1. Click"Trends & Alarms " in the start page. Click the "Trend (process values)" tab. The Web part
"Trend (process values)" is displayed.

2. Click #*. The configuration dialog of the Web part opens.
3. Change the title in the "Header" field. Enter a brief tip in the field "Tooltip".
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4. Select the desired connection in the "Connection” field. The logging tags available via this
connection will be displayed. You can limit the number of tags using the "Archive selection”
and "Tag filter" fields.

5. Click "Add" for the desired logging tags, e.g. "TREND_1", "TREND_2", "TREND_3. The logging
tags are listed in the "Current selection" area.

6. Define the following for the individual logging tags in the "Current selection" area:
— color of time and value axis
— form of the trend display

7. Inthe section "Value axis editor", you can select the automatic scaling for the different value
axes or you can assign a minimum and a maximum value to each axis.

8. Define the time range in the "Time period" area.
With relative times, enter a negative value in the respective field. To obtain additional
information on the time specification, click the 2 symbol. To check the set time range in the
column "Preview time frame", click "Preview".

9. In the section "Diagram settings", define the size of the display window. If the value "0" is
entered into both fields, the size is determined automatically. The size is oriented on spatial
requirements of the Web part.

10.To display the legend, select "Show legend".

11.The available WebCenter pages are displayed in the "Links to WebCenter Pages" area. To
assign the Web part to one or more WebCenter pages, click the x symbol.

12.Confirm your entries.
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Result
The selected process values are displayed as trends in a diagram.
Process value table Trend {process values) | Alarm table Hit list of alarms | Statistics functions for pro
Trend (process values) 5__*' E
Link: Con01_ WinCCRUntime
= ProcessvValugirchiveiTrend_0
= ProcessvValugirchiveiTrend_1
FrocessWalushrchivelTrend_2
100
a0
80 —
70 A
B0 -
a0
40
30
20
10
0 - T
2008-03-13 2008-03-13 2008-03-13
14:.03:06 14:08:06 14:13:06
QM Qc
The legend shows the assignment of the colors to the logging tags. Skip forward or back by the
selected time frame in the absolute time using the %33 and (i} buttons.
Enlarge the display and you can zoom into the diagram area to the left and right of the center
line using the "Zoom left" Q and "Zoom right" Q, buttons. The 48 button is used to restore the
original view.
Export the table displayed in CSV format using the B icon.
Click the E# symbol to change your settings.
2.6.3 Displaying messages in the alarm table (RT Professional)
Requirement

e A connection to the WinCC data is established. (Page 96)

¢ The DataMonitor start page is open.

WinCC Engineering V17 — Options
124 System Manual, 05/2021, Online documentation



WinCC DataMonitor (RT Professional)
2.6 Working with Trends and Alarms (RT Professional)

Procedure
To display alarms in the alarm table, proceed as follows:

1. Click "Trends & Alarms " in the start page. Click the "Alarm table" tab. The Web part "Alarm
Table" is displayed.
Click . The configuration dialog of the Web part opens.

2. Change the title in the "Header" field. Enter a brief tip in the field "Tooltip".
3. Select the connection in the "Connection” field.

4. Select the corresponding WinCC server in the "Selection of WinCC Servers" area.
You need this setting to be able to select a connection to a swapped out archive that contains
log files from several WinCC servers.

5. Define the time range in the "Time period" area. With relative times, enter a negative value
in the respective field. To obtain additional information on the time specification, click the 9
symbol. To check the set time range in the column "Preview time frame", click "Preview".

6. In the section "Language of the alarm texts", select the language in which the alarms are
displayed.

7. Inthe section "Filter selection”, limit the expected search results by means of filter conditions
in SQL syntax. To obtain additional information on the filter conditions, click the 2 symbol.

8. Define the following for displaying the data:
— Sorting order: To obtain additional information on sorting, click the 2 symbol.

— Visible columns: To display all the columns, click "Select All". You can find more detailed
information on this under "Alarm Log Column Names (Page 127)".

— Number of decimal places

9. In the "Table size" area, define the size of the display window.
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Result

See also

126

10.The available WebCenter pages are displayed in the "Links to WebCenter Pages" area. To

assign the Web part to one or more WebCenter pages, click the

11.Confirm your entries.

? symbol.

Process value tahle | Trend {process values) | Alarm table | Hit list of alarms | Statistics functions fo

Alarmtabelle
Start:
End:
Link:
WInCC server:

Language of alarm texts:
Filtering and sarting:

Lines:

Humber Status
+

+

T E T U N R N B N R N JU R JU A R
+

44372008 8:51:35 AM

41312008 9:01:35 Ahd

Cond1_WinCC_Runtime

SIEMEMNSAG

Enalish

Data are not filtered.

14

DaterTime

47372008 8:59:31 AM
47372008 8:59:32 AM
47372008 8:59:32 AM
47372008 8:59:33 AM
47372008 8:59:34 AM
47372008 8:59:35 AM
47372008 8:59:35 AM
47372008 8:59:35 AM
47372008 8:59:35 AM
47372008 8:59:36 AM
47372008 8:59:36 AM
47372008 8:59:36 AM
47372008 8:59:37 AM
47372008 8:59:37 AM

Milliseconds
468
125
921
F40
265
46
499
A00
BaE6
202
203
718
467
468

1) K 4 1fom1 b M (TF

g

Type
Time
Time
Time
Time
Time
Time
Time
Time
Time
Time
Time
Time
Time
Time

Use the arrow keys to skip backward and forward with multi-page tables. You can export the
displayed table in CSV format using the B icon. Click the F# symbol to change your settings.

Create connection and set up language (Page 96)

Alarm Log Column Names (Page 127)
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Alarm Log Column Names (RT Professional)

Introduction

Overview of column names

You can select the alarm log columns while displaying alarms in "Trends and Alarms".

Position Name Type Comments

1 MsgNo Integer 4 Bytes Alarm number

2 State Small Integer 2 Bytes Alarm Log Status

3 DateTime DateTime 8 Bytes Time stamp of alarm (Date/time without milliseconds)
4 Ms Small Integer 2 Bytes Time stamp of alarm (milliseconds)

5 Instance VarChar (255) Instance Name of the Alarm Log

6 Flags1 Integer 4 Bytes (only for internal use)

7 PValueUsed Integer 4 Bytes Process Values used

8t017 PValue1 to PValue10 Real 8 Bytes Numerical Process Value 1 to 10

18 to 27 PText1 to PText10 VarChar (255) Process Value Text 1 to 10

28 Computer name VarChar (255) Computer Name

29 Application VarChar (255) Application Name

30 Comment VarChar (255) Comments

31 UserName VarChar (255) User Name

32 Counter Integer 4 Bytes Running Alarm Message Counter

33 TimeDiff Integer 4 Bytes Time difference to "Incoming" status

34 ClassName VarChar (255) Alarm class name

35 Type name VarChar (255) Alarm type name

36 Class Small Integer 2 Bytes Alarm class ID

37 Type Small Integer 2 Bytes Message type ID

38to 47 Text1 to Text10 VarChar (255) Alarm Text 1 to 10

48 AG_NR Small Integer 2 Bytes Number of the PLC

49 CPU_NR Small Integer 2 Bytes Number of the CPU

50 CrComeFore Integer 4 Bytes Foreground Color for the "Incoming" Status
51 CrComeBack Integer 4 Bytes Background Color for the "Incoming” Status
52 CrGoFore Integer 4 Bytes Foreground Color for the "Outgoing" Status
53 CrGoBack Integer 4 Bytes Background Color for the "Outgoing" Status
54 CrAckFore Integer 4 Bytes Foreground Color for the "Acknowledged" Status
55 CrAckBack Integer 4 Bytes Background Color for the "Acknowledged" Status
56 LocallD Integer 4 Bytes Location of the Alarm

57 Priority Integer 4 Bytes Priority

58 AP_type Integer 4 Bytes Loop-in alarm

59 AP_name VarChar (255) Loop-in-Alarm Function Name

60 AP_PAR VarChar (255) Loop-in-Alarm Screen

61 InfoText VarChar (255) Info text
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Position Name Type Comments
62 TxtCame VarChar (255) Incoming text
63 TxtWent VarChar (255) Outgoing text
64 TxtCameNWent VarChar (255) Text came in and went out
65 TxtAck VarChar (255) Text acknowledged
66 AlarmTag Integer 4 Bytes Alarm tag
67 AckType Small Integer 2 Bytes Acknowledgment Type
68 Params Integer 4 Bytes Parameter
See also
Displaying messages in the alarm table (Page 124)
2.6.5 Displaying the hit list of messages (RT Professional)
Requirements
* A connection to the WinCC data is established (Page 96)
* The DataMonitor start page is open.
Procedure
To display alarms in a hit list, proceed as follows:
1. Click "Trends & Alarms " in the start page. Click the "Alarm hit list " tab. The web part "Hit list
of the alarms" is displayed.
Click g#. The configuration dialog of the Web part opens.
2. Change the title in the "Header" field. Enter a brief tip in the field "Tooltip".
3. Select the desired connection in the "Connection"” field:
4. Define the time range in the "Time period" area. With relative times, enter a negative value
in the respective field. To obtain additional information on the time specification, click the 2
symbol. To check the set time range in the column "Preview time frame", click "Preview".
5. In the section "Language of the alarm texts", select the language in which the alarms are
displayed.
6. Select the corresponding WinCC server in the "Selection of the WinCC Server" area.
You need this setting to be able to select a connection to a swapped out archive that contains
log files from several WinCC servers.
7. Inthe section "Filter selection”, limit the expected search results by means of filter conditions
in SQL syntax. To obtain additional information on the filter conditions, click the 2 symbol.
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Result

2.6 Working with Trends and Alarms (RT Professional)

8. Define the following for displaying the data:
— Sorting order: To obtain additional information on sorting, click the 2 symbol.
— Visible columns: To display all the columns, click "Select All".
— Number of decimal places

9. Inthe "Table size" area, define the size of the display window. If the value "0" is entered into
both fields, the size is determined automatically. The size is oriented on spatial requirements
of the table.

10.The available WebCenter pages are displayed in the "Links to WebCenter Pages" area. To
assign the Web part to one or more WebCenter pages, click the x symbol.

11.Confirm your entries.

The analysis values for the alarms are displayed in a hit list:

Process value table | Trend (process values) | Alarm tahle | Hit list of alarms | Statistics functions for process values

Hit list of alarms

WinCC server: SIEMEMSAG

Language of alarm texts: English

Filtering and sarting: Data are not filtered.

Murmber
1
2

Lines: 2

="
Start: 4132008 9:04:23 AM
End: 45352008 9:14:23 An
Link: Cond1 WincC_Runtime
InfaText Freguency Sum +- Avarage +- Sum +M1 Avarage +*1
2 7a0 250 761 3805
2 4 4 14 14

1T W 4 1from1 b M (TF

The table contains configured data and statistical values, e.g. InfoText, frequency of the alarm.

Explanations for the columns are displayed as a tool tip when the mouse is moved over the
respective column header. Use the arrow keys to skip backward and forward with multi-page
tables.

With the icon B, the displayed analysis values of the alarms can be exported in CSV format. Click
the B# symbol to change your settings.

Note

The display of alarms in the hit list may take some time and may place a strong load on the CPU.
A note is displayed in "Trends and Alarms" if the data volume is too high. You may then confirm
the alarm and continue without any changes, or you may cancel the process to modify the filter
criteria and thus reduce the expected amount of data.
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2.6.6 Displaying statistics function for process values (RT Professional)

Requirements

Procedure

A connection to the WinCC data is established (Page 96)

The DataMonitor start page is open.

Proceed as follows to display statistics functions for process values:

1.

Click"Trends & Alarms "in the start page. Click the "Statistics functions for process values" tab.
The Web part "Statistics functions for process values" is displayed.

Click g#. The configuration dialog of the Web part opens.

3. Change the title in the "Header" field. Enter a brief tip in the field "Tooltip".

Select the desired connection in the "Connection” field. The logging tags available via this
connection will be displayed. You can limit the number of tags using the "Archive selection”
and "Tag filter" fields.

Click "Add" for the desired logging tags.

Define the time range in the "Time period" area.

With relative times, enter a negative value in the respective field. To obtain additional
information on the time specification, click the 2 symbol.

To check the set time range in the column "Preview time frame", click "Preview".

Define the following for displaying the data:
— Number of decimal places
— Aggregate selection: Define the analysis function for the process values.

In the "Table size" area, define the size of the display window. For example, enter a height of
"200" and a width of "400". If the value "0" is entered into both fields, the size is determined
automatically. The size is oriented on spatial requirements of the table.

The available WebCenter pages are displayed in the "Links to WebCenter Pages" area. To
assign the Web part to one or more WebCenter pages, click the x symbol.

10.Confirm your entries.

Result

Statistics functions for the selected process values were executed and output in the table.

The log name and tag name are displayed as a tool tip when the mouse is moved over the
respective column header.
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Process value table | Trend {process values) | Alarm table | Hit list of alarms | Statistics functions for process values

Statistikfunktionen fiir Prozesswerte

Start: 432008 2:52:03 Al
End: 4f352008 8:53:13 AM

Link: Cond1_ WincC_Runtime

Statistics function Trend_0

Average walue i]
Variance ]
Standard deviation ]

Trend_1

g

Trend_2
181 18.8
113.568421052632 3B8.6947368421053
106568485516419 6.22050837159532

You can export the displayed table in CSV format using the B icon. Click the & symbol to change

your settings.

2.7 Working with Excel Workbooks (RT Professional)

2.7.1

2.7.1.1

Introduction

Configuring an Excel workbook (RT Professional)

Importing data from a WinCC project (RT Professional)

You need the WinCC configuration data to configure Excel workbooks.

Import this data from a local WinCC project for configuration in Excel Workbook Wizard .

Requirement

e Server PC

— Office 2007, Office 2010 or Office 2013 is installed
— The Excel add-In "Excel Workbook" is installed.

— DataMonitor Server is installed.

— The WinCC project is in Runtime.

— Auseris created in WinCC.

On the configuration PC

— Office 2007, Office 2010 or Office 2013 is installed

— The Excel add-In "Excel Workbook Wizard" is installed.
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Note

Due to safety settings, the automatic connection of an Excel workbook with the server does not
work in Excel 2010 and Excel 2013.

To enable automatic connection, disable the "Enable protected view for files originating from the
internet" and "Enable Protected View for files located in potential unsafe locations" settings in
Excel 2010/Excel 2013 under "Files > Options > Trust Center > ProtectedView".

Procedure
To import data from a WinCC project, proceed as follows on the configuration PC:

1. Open an empty Excel workbook. Select the "Excel Workbook Wizard..." command in the
"DataMonitor” menu.

2. Activate the option "Establish connection with WinCC server".

3. The "WinCC Server" field is shown. Enter the name of the server PC and then click "Connect".
The log in dialog is displayed.

4. Enter the name and password of a WinCC user.

5. Click "Next >". The "Add / delete tags" dialog opens.

Result

The Excel workbook is configured. Create the view of process data.

2.7.1.2 Importing data from an xml file (RT Professional)

Introduction

You can create the Excel workbook on a PCif, for example, Excel is not installed on the server PC.
Create the corresponding xml file on the DataMonitor Server.

Requirements

* Server PC
— DataMonitor Server is installed.
— The WinCC project is in Runtime.
— Auseris created in WinCC.

* On the configuration PC
— Office 2007, Office 2010 or Office 2013 is installed
— The Excel add-in "Excel Workbook Wizard" is installed.
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Creating an XML file on the server PC

1.

2.

In the Start menu, select the command "Start > All Programs > Siemens Automation > Option
and Tools > HMI Tools > WinCC DataMonitor Configurator Export".

The function creates an XML file and stores it in subdirectory "Web Navigator\Reports" of the
current project. The file name is automatically generated using the format
"<projectname>.XML".

If no Excel installation exists on the server PC, transfer the XML file to another PC on which
MS Excel and the Excel Workbook Wizard are installed.

Configuring data access using an XML file

1.

Open an empty Excel workbook. Select the "Excel Workbook Wizard..." command in the
"DataMonitor" menu.

Activate the option "Load configuration data from file". Click "Next >".

3. Navigate to the required XML file.

Click "Next >". The "Add / delete tags" dialog opens.

Result
The Excel workbook is configured. Create the view of process data. Transfer the Excel workbook
to the client PC. The DataMonitor Client displays the process data of the server PC.

2.7.1.3 Configuring the display of tag values (RT Professional)

Requirements
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Procedure
Proceed as follows to display tag values in Excel:
1. Check the option for the insert sequence of tag groups in the "Add tags" area.

@Add,.-"[)elete Excel Workbook Wizard - tags EI

Add tags
Select a tag from the kag kree and drag it onto vour selected cell,

This process cannok be executed with groups, It is possible to select several tags and use Drag-and-Drop ko
insert them into the table,

¥ Inserk group in verkical sequence £ Insert group in harizonkal sequence

Delete tags
Delete either a line in the tag list or the comment in the cell.

Change the properties of the tag display
Diouble-click on the element in the wariable list, or select the 'Properties’ in the shortouk menu.

Tag list
Tan Ipdate cycle SEFVEr
Sheek1lE:5 0 Lpdate Rk 185

4| | 1
Taqg tree: ;l

Zancel < Back | Rext = I Fimish I

In the "Tag tree" area, click the directory icon. The object list opens.
Select the desired tag in the object list and drag the tag to a field of the Excel table.
Close the object list. The tag will be displayed in the window "Tag list".

oA wN

In the "Tag list" window, select the tag and the "Server settings" command from the shortcut
menu.

6. In the "Server settings" dialog, enter the name and password of a WinCC user. Activate
"Activate automatic login". Confirm your entries.
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7. Inthe window "Tag list", select the tag and select the menu command "Properties” from the
shortcut menu. The dialog "Tag properties” will be opened.

Tag properties

Excel sheet display

Displaying cell:
Shestlld:d =

Add headingis):

. Add

Update cycle

On Update A
Additional data
Display time stamp: Display quality code:
Sheetlla:4

Save a5 defaulk

8. Define the properties for the view in the table, e.g. the arrangement of headers, time stamps,
and quality code.

9. To apply the set update cycle to all tags, select "Save as default".
Settings in the areas "Display in sheet" and "Additional Data" are not valid for all tags.

10.Confirm your entries. Click the "Next >" button in the dialog "Add tag". The dialog "Add/delete
logging tags (Page 136)" is opened.

Result
The display of tag values in an Excel sheet is configured.

In the Excel workbook, each table cell is assigned a short text and a comment which was
configured for displaying a tag value.

With tag values, the short text "OV" stands for online tags.

In the comments, the source of the displayed values is shown in the format
"WDWx_<number>_<tagname>".
The value for x means:

¢ O =0nline value

Note

After deleting/moving cells filled with configuration data or deleting/inserting new lines/
columns in the Excel worksheet, the Excel Workbook Wizard must be executed again. The
configuration data is checked and automatically adapted as a result. Confirm the data
displayed simply by using the "Next >" button. Save the workbook and close Excel.

WinCC Engineering V17 — Options
System Manual, 05/2021, Online documentation 135



WinCC DataMonitor (RT Professional)
2.7 Working with Excel Workbooks (RT Professional)

2.7.1.4 Configuring the display of logging tags (RT Professional)

Note

If you have connected logs using the WinCC objects "f(x) trend view", "f(t) trend view" or "table
view", you can no longer connect these logs with the DataMonitor.

If you have connected logs using the DataMonitor, you can no longer connect these logs using
the WinCC objects "f(x) trend view", f(t) trend view" or "table view".

Requirement
* Thedialog "Add / delete logging tags" is open.

Procedure
Proceed as follows to display logging tags in Excel:
1. In the "Tag tree" area, click the directory icon. The object list opens.

2. Select the desired logging tag in the object list and drag the logging tag into a field of the
Excel table.

3. Close the object list. The logging tag will be displayed in the window "Tag list".
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4. In the window "Tag list", select the logging tag and select the menu command "Properties"
from the shortcut menu. The dialog "Archive tag properties” will be opened.

Archive tag properties
Simulation’Inc_2

Display in Excel sheet
Start cell: last minuke -
Sheet11E:3 =

Insert archive data Starting point
+ Wertical sequence

_ 00:00;00
Horizontal segquence Duration
Add headinais): i} days and 00:01:00
. Add
Start End
21122010 21122010
00:00:00 08:39:26
+ Display all data
User-defined resolution
1ooo| s Display tirme starnp: Display quality code:

Sheetl1E:9

Save as default
5. Define properties for display in the table, e.g. the insert sequence, data resolution, display
time window.

6. To save the settings, select "Save as default". The settings in the "Additional data" area are not
saved.

Note

If you use the option "Number of data" for Data resolution > User-defined resolution”, enter
an even value in the input box. Even values ensure proper trend display.

7. Confirm your entries. Click the "Next >" button in the dialog "Add logging tag". The dialog
"Add/remove alarms (Page 138)" will open.

Result
The display of logging tag values in an Excel sheet is configured.

In the Excel workbook, each table cell is assigned a short text and a comment which was
configured for displaying a tag value.

With tag values, the short text "AV" stands for logging tags.
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In the comments, the source of the displayed values is shown in the format
"WDWx_<number>_<tagname>".
The value for x means:

e A=Llogvalue

Note

After deleting/moving cells filled with configuration data or deleting/inserting new lines/
columns in the Excel worksheet, the Excel Workbook Wizard must be executed again. The
configuration data is checked and automatically adapted as a result. Confirm the data
displayed simply by using the "Next >" button. Save the workbook and close Excel.

See also
Configuring the display of tag values (Page 133)

2.7.1.5 Configuring the display of alarms (RT Professional)

Note

If you have connected logs using the WinCC object "alarm view", you can no longer connect
these logs with the DataMonitor.

If you have connected logs using the DataMonitor, you can no longer connect these logs with
the WinCC object "alarm view".

Requirement

The dialog "Add | Delete Alarms" is open.
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Procedure
Proceed as follows to display alarms in Excel:
1. Select the required cell in the Excel table. Click "Add alarm"”.

2. In the "Add alarm" area, click the directory icon. The dialog "Alarm - properties" will be
opened.

Alarm - Properties
Excel sheet display

Descripkion: Insert attributes Add heading{s):
Mew alarm 1 + vertical sequence add
Starting cell Horizontal segquence *
Sheet1!6:9 B3
[Fiterstring
E_El LOCALHOST -
¥ Mazimum number of alarms: 3
Marme of message class Message kexth Process waluet CPU number
Mame of message type Message text? Process walue? Duration
Foreground calar Message bexts Process walued Message counter
Background colar Message bexkd Process walued Acknowledgment status
Flash calar Message kext10 Process walugld Priarity
Message bextl Process waluel State Application
Message bext2 Process waluez Infao kext Cornpuker
Message texts Process walue3 Message class ID User
Message bexkd Process walued Message bype ID ;Z;Q:iiﬁ;l;.?tinn Cataliaidvss
Message bexks Process walues Zonkroller number

Select all atkributes

Save as default

3. Define the properties for the display of alarms in the Excel table, such as headings and
insertion sequence of attributes.

4. Enter a filter condition in the "Filter string" field or use the selection dialog to define specific
alarms to be displayed, for example.

5. Use the "Maximum number of alarms" option to limit the number of most recent alarms
displayed. You can display maximum 1,000 alarms.

6. Activate the desired attributes in the list. For additional information, refer to "Alarm
Attributes (Page 143)".
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Result

See also

2.7.1.6

Requirement

Procedure

140

7. To save the setting, select "Save as default".

8. Confirm your entries. Click the "Next >" button in the dialog "Add logging tag": The
"Description” dialog box will open.

The display of alarms in an Excel sheet is configured.

In the Excel workbook, each table cell is assigned a short text and a comment which was
configured for displaying an alarm.

With alarms, the short text "AL" and the comment are shown in the format
"WDWL_<nummer>_<feldbezeichnung>".

Note

After deleting/moving cells filled with configuration data or deleting/inserting new lines/
columns in the Excel worksheet, the Excel Workbook Wizard must be executed again. The
configuration data is checked and automatically adapted as a result. Confirm the data displayed
simply by using the "Next >" button. Save the workbook and close Excel.

Configuring the display of logging tags (Page 136)
Alarm Attributes (Page 143)

Publishing an Excel workbook (RT Professional)

The display of tag values, logging tags and alarms is configured.

The "Description” dialog box is open.

To access Excel workbooks on the DataMonitor Server, proceed as follows:

1. Click "Publish". The Excel workbook is made available for download on the DataMonitor
Server.

2. Use the "Template" button to provide the Excel Workbook for the function "Published
Reports".

3. Exit the Excel Workbook Wizard

4. Save the workbook and close Excel.
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Alternative procedure

You publish the Excel template on the DataMonitor client. For additional information, refer to
"Preparing an Excel Workbook as a Template (Page 145)".

Result
The Excel workbook is made available on the DataMonitor Server. If required, the Excel
workbook is downloaded on the DataMonitor clients or opened directly in Internet Explorer.
See also
Preparing an Excel Workbook as a Template (Page 145)
2.7.2 Displaying process data in an Excel Workbook online (RT Professional)
Requirements
* The Excel workbook with the configuration of the process value display must be available on
the PC.
* One of the following Excel versions is necessary for online display in the Excel Workbook:
— Office 2007
— Office 2010
— Office 2013

e WinCC Runtime Professional is installed
» DataMonitor Server is installed.

* The WinCC project is in Runtime.

* The DataMonitor start page is open.

e The user "DM_Demo" has been created (Page 77).
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Procedure

142

N o uoA~ W

. Click "WebCenter > Configuration" in the start page.

Click the "Report tools" tab.
The Excel workbooks that were published in the Excel Workbook Wizard, are shown in an
overview.

Published Reports | Report tools | Download area  Upload templates  Print jobs

Excel table
QpenfSave Excel Wiorkhook Ciate created WinCC project
E‘_ﬂ Book?.xls 12162010 B:55:19 Al DemoProjecty 7
@J Book3xls T2MErZ010 72513 Ad DemoProjecty 7 .mop

Select a workbook.

Click the Excel workbook symbol in the "Open / Save" column.
Click "Open >" in the next dialog. The Excel workbook opens.
Select the "Excel Workbook" command in the "DataMonitor" menu.

The name of one of the servers, whose tags are configured in the Excel table, is displayed in
the "WinCC Server" field.
The following options are available for the server name:

— Access via domain
In case of accesses from outside the network domain, the domain is indicated along with
the server name.

— The DataMonitor start page is the standard Web page.
Only the server name is entered in the "WinCC Server" field.

— The DataMonitor start page is in the virtual directory:
The name of the virtual folder needs to be specified after the server name, e.g. "/
webnavigator".

Activate the "All servers" check box when the tags from several servers are configured in an
Excel sheet. The tag values of all the servers are updated in the online display.

Note

To establish connections to all the servers, select "All servers" before pressing the "Connect"
button to establish the connection.

Activate the connection to the WinCC project via the button "Connect". After a successful
connection, the log-in dialog will be opened. Enter the user name "DM_Demo" and the
respective password. When several servers are used, the logon dialogs of the servers
concerned open one after the other.

If no connection is established, a corresponding message is displayed. Clicking on the dialog
will display further information about the error (if available).

Note

The Excel Workbook dialog must not be closed as long as the logon dialog for connection
establishment to the server persists.
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10.The connection status will be displayed in the dialog. Click the buttons "Read tags", "Read
logging tags" and "Read alarms" buttons to update the respective values or displays.

7 Dat@Workbook

= 3

WINCC server: Ihttp:,l',l'KHl??

[,
mﬁncc Connect |
F

Mo connection

==

i

Read tags | Read archive kags I
[T Read cydic
Read alarms | [ &l servers

If necessary, select the check box "Read cyclically” to update the tag values in cycles.

11.Close the dialog "Excel Workbook" after ending your calculations in Excel.

12.Save the results in the workbook and close Excel.

Result
Thevalues of an online tag, a logging tag as well as a message window are displayed in the Excel
table.
See also
Defining users in WinCC (Page 77)
2.7.3 Alarm Attributes (RT Professional)
Introduction
While displaying messages in Excel Workbook you can select the attributes to be displayed in the
Excel sheet in the Excel Workbook Wizard .
Overview
Position | Attribute Type Comments
1 Alarm class name VarChar (255)
2 Alarm type name VarChar (255)
3 Foreground color Integer 4 Bytes
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Position | Attribute Type Comments

4 Background color Integer 4 Bytes

5 Flashing color Integer 4 Bytes

6to 15 Alarm Text 1 to 10 VarChar (255)

16to 25 | Process value 1to 10 Real 8 Bytes Numerical Process Value 1 to 10

26 State VarChar (255) Status text

27 Info text VarChar (255)

28 Alarm class ID Integer 4 Bytes

29 Message type ID Integer 4 Bytes

30 AS Number Small Integer 2 Bytes

31 CPU Number Small Integer 2 Bytes

32 Duration Integer 4 Bytes Time difference to "Incoming"” status
33 Alarm counter Integer 4 Bytes Consecutive alarm counter

34 Acknowledgment Status VarChar (255) Text of the acknowledgement status
35 Priority Integer 4 Bytes

36 Application Application with which the comment was created.
37 Computer VarChar (255) Computer on which the comment was created.
38 Users VarChar (255) User who created the comment.

39 Comments VarChar (255)
See also

Configuring the display of alarms (Page 138)
2.7.4 VBA Functions of the Excel Workbook (RT Professional)

Excel workbooks: VBA functions of the Excel workbook

144

The following functions are available to you in an Excel workbook if you have generated an
instance of the Excel workbook object using the
"Application.COMAddIns.ltem("ExcelWorkbook.Connect").Object".

* ShowDialog(0): Opens the "Excel Workbook" dialog with a normal size.

* ShowDialog(1): Opens the "Excel Workbook" dialog with a minimized size.

* ShowDialog(2): Opens the "Excel Workbook" dialog hidden.

* CloseDialog: Closes the "Excel Workbook" dialog.

e GetServerlD(server name): Gets the ID of the WinCC server with a specified name, for
example: "http://Local_PC".

* Connect(ServerlID): Connects the specified WinCC server to the Excel workbooks. You can get
the "ServerID" using the "GetServerlD(server name)" function. The "Excel Workbook" dialog
must be opened before establishing a connection.

* ConnectAll: Connects all WinCC servers to Excel workbooks. The "Excel Workbook" dialog
must be opened before establishing a connection.

WinCC Engineering V17 — Options
System Manual, 05/2021, Online documentation



WinCC DataMonitor (RT Professional)
2.8 Working with reports (RT Professional)

* Disconnect(ServerID): Disconnects the Excel workbook from the specified WinCC server.
¢ DisconnectAll: Disconnects the Excel workbook from all WinCC servers.

e ReadTags(ServerID): Reads the tags from WinCC server with "ServerID". The connection must
be established before tags can be read.

* ReadArchives(ServerlID): Reads the logs from WinCC server with "ServerID". The connection
must be established before logs can be read.

e ReadAlarms(ServerlID): Reads the alarms from WinCC server with "ServerID". The connection
must be established before alarms can be read.

As soon as a connection is established or closed, the event "ServerConnected(ServerID)" or
"ServerDisconnected(ServerlID)" is output by the "ExcelWorkbook.Connect" object. These events
can be integrated, for example, using "WithEvents" (VB standard).

2.8 Working with reports (RT Professional)

2.8.1 Preparing an Excel Workbook as a Template (RT Professional)

Requirement
* The Excel workbook is created.
* The start page of the DataMonitor is open.

* The regional settings of the operating system match the installed Office language.
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Procedure
Proceed as follows to prepare Excel workbooks as a template:
1. Click "Reports" in the start page.

2. Click the "Upload templates" tag.
Published Reports | Report tools | Download area | Upload templates | Print jobs

Load Excel Workbooks templates
Target directory: |F'L|h|i|:|j|:|efaultj: j

Selected template: | Browse... |

pload

Upload report tools
Excel Workbaoolk: Browse... |

pload

3. Select a directory, in which the template will be stored in the "Target directory" field.
Only the directories, for which the user that is logged in has "Create" access rights, can be
selected.

4. Click the "Browse" button in the "Selected template" field. Navigate to the required Excel
workbook.

5. Click the "Upload" button.

Result

The template is prepared for the function "Published Reports".

See also
Publishing an Excel workbook (Page 140)
Configuring an Excel workbook (Page 131)

2.8.2 Making an Excel workbook available as a report tool (RT Professional)

Requirement
* The Excel workbook is created.
* The start page of the DataMonitor is open.

* The regional settings of the operating system match the installed Office language.
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Procedure

Result

2.8.3

Introduction

Requirements

2.8 Working with reports (RT Professional)

Proceed as follows to prepare Excel workbooks as a report tool:
1. Click "Reports" in the start page.

2. Click the "Upload templates" tag.
Published Reports | Report tools | Download area | Upload templates | Print jobs

Load Excel Workbooks templates

Target directory: |F'L|h|i|:|j|:|efaultj: j
Selected template: | Browse... |
pload

Upload report tools
Excel Workbaoolk: Browse... |

pload

3. Click the "Browse" button in the "Excel Workbook" field. Navigate to the required Excel
workbook

4. Click the "Upload" button.

The Excel workbook is ready in the "Report tools" section.

Making Settings for Reports (RT Professional)

Different settings are required for using the function "Reports" from DataMonitor.

* PDF Reader is installed.
* The WinCC project is selected on the DataMonitor server.
* The WinCC project is selected in "Scheduled print jobs in Runtime".

e The DataMonitor start page is open.
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Procedure
To configure the reports settings, proceed as follows:

1. Click "Reports " in the start page. Click the "Settings" tab.
The "Settings" page is displayed.

| Published Reports | Report tools | Download area | Upload templates | Print jobs | Excel Workbooks | Settings

General project settings

Printer
Microsoft XF3 D-::::Lm'.ent-'-rit-‘:rj ¥ Enable AF| print

File system
Cutput directory of the POF printer driver: |E: WinCC_ProjektetV’_7

Timeaut for creating the reports (ms): |12EIEIEIEI

Mail
Server

lser name:

Fassward:

Sender (E-mail address):

H
Settings of the circuluar buffer
Target directory: |F'L|h|i|:[|:lefaultj: j
Circular buffer: 20
H

2. Check the entries in the section "General project settings".
To enable output to a PDF file, select "Activate API print".

3. Enter the data for sending mail in the "Mail" area:

— Server
Outgoing mail server (SMTP)

— User name
Name for the sender

— Password

- Sender
Email account, through which you send your Email

4. Click the disk icon in the section "General project settings" to save your settings.
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5. In the "Circular buffer" area, you can define how many reports can be stored for the selected
target directory. The field has a pre-assigned value of 20.

6. Click the disk icon in this section to save your settings.

Result

The settings for "Reports" have now been made.
2.8.4 Displaying a report with an Excel Workbook (RT Professional)
Requirements

* PDF Reader is installed.
* The WinCC project is selected on the DataMonitor server.
* The WinCC project is selected in "Scheduled print jobs in runtime".

e The DataMonitor start page is open.
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Procedure
Proceed as follows to create a report with Excel workbooks:

1. Click "Reports" in the start page. Click the "Excel Workbooks" tab.
The "Excel Workbooks" page is displayed.

Published Reports | Report tools | Download area Upload templates  Print jobs | Excel Workbooks

List of time controlled Excel Workhooks
List of event-controlled Excel Workbooks

General

Existing Excel Wiorkbooks

|-| =]
Target directory: IPersonaI 'I

E-rnail receiver: ;'
Time controlled Excel Workhooks Event-controlled Excel Workhooks
Date Time repeat L Selected WinCC tag:
p—
I2DDB—D4-D4 é (5] [nz2:57 IOnetimej Define event controlling: IUpDn change 'I
= =
= Lowwer lirmit: I
Upper limit; I
Add Delete All Acdd Delete All

The icons in front of the lists "List of time-controlled Excel Workbooks" and "List of event-
controlled Excel Workbooks" are cleared and show that currently, no reports are triggered.

2. Select the desired Excel workbooks, e.g. "My workbook_1.xIs" in the "Existing Excel
Workbooks" field.
This field only shows Excel Workbooks that meet the following conditions:

— Workbooks that are published as templates in the Excel Workbook Wizard
— Workbooks in directories for which the current user has the "Read" access right.

3. Select the directory, in which the reports will be stored in the "Target directory" field.
Only the directories, for which the user that is logged in has "Create" access rights, can be
selected.

4. Enter an e-mail address in the field "E-mail recipient”. The report is e-mailed to this address.
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5. To configure time-controlled triggering, define the following in the "Time-controlled Excel
Workbooks" area.

— Date:
Enter the date in the field or define the date using the calendar. To open the calendar, click
the "calendar" symbol.
- Time
Define the triggering time.
— Repetition
Define the repetition rate, e.g. "Once" or "Weekly".

6. Clickthe"Add" button in the "Time-controlled Excel Workbooks" area. The report is displayed
in the "List of time-controlled Excel workbooks".

7. To create the report immediately, click the symbol £J

8. To configure event-controlled triggering, define the following in the "Event-controlled Excel
Workbooks" area.

— Selected WinCC tag
Click ZJ. The object list opens. Select the desired tag from the object list.

— Define the event control
Define the triggering event, e.g. change of the tag value.
If you selected "Low limit", "High limit", or "Both limits" for event control, you need
corresponding limit values.

9. Clickthe"Add" button in the "Event-controlled Excel Workbooks" area. The reportis displayed
in the "List of event-controlled Excel workbooks"

Result
A time-controlled or event-controlled report has been triggered with an Excel workbook.

The report is displayed in one of the lists "List of time-controlled Excel workbooks" and "List of
event-controlled Excel workbooks". The report can be changed or deleted in the list.

Note

An event-controlled print job will not be initiated if the time, in which the tag changes, is less
than one minute.

Note that frequent initiation of the event-controlled print job OR simultaneous initiation of
several print jobs over an extended period will lead to heavy load on memory space and
resources, e.g. frequent signal changes of a tag.
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2.8.5

Requirements

Procedure
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Creating a report with a print job (RT Professional)

PDF Reader is installed.
The WinCC project is selected on the DataMonitor Server.
The WinCC project is selected in "Scheduled print jobs in runtime”.

The DataMonitor start page is open.

. Click "Reports" in the start page. Click the "Print jobs" tab.

The "Print Jobs Configuration" page is displayed.
Published Reporis | Report tools | Download area  Upload templates  Print jobs | Excel Workb
List of time controlled print jobs

List of event-controlled print jobs

General

Existing print jobs

-
Report OnlineTableControl-CP j ==
Target directory: IPuinu: {default) 'I
E-mail receiver: |=]
Time controlled print jobs Event-controlled print orders
Date Time repeat | Selected WinCC tag:
p—
I2DDB—D4-D4 é (5] 0325 IOnetimej Define event controlling: IUpDn change 'I
= =
= Lower lirnit: I
Upper limit; I
Add Delete All Add Delete All

The icons in front of the lists "List of time-controlled print jobs" and "List of event-controlled
print jobs" are cleared. The icons indicate that no reports are currently triggered.

. Select the desired print job, such as "Report OnlineTableControl-CP" in the "Existing print

jobs" field. -
You can create the report immediately via the &= icon.

. In"Target directory: ", select the directory in which the reports are created.

Only the directories, for which the user that is logged in has "Create" access rights, can be
selected.

4. Enter an e-mail address in the field "E-mail recipient”. The report is e-mailed to this address.
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5. To configure time-controlled triggering, define the following in the "Time-controlled print
jobs" area.

— Date:
Enter the date in the field or define the date using the calendar. To open the calendar, click
the "calendar" symbol.
- Time
Define the triggering time.
— Repetition
Define the repetition rate, e.g. "Once" or "Weekly".

6. Click the "Add" button in the "Time-controlled print jobs" area. The report is displayed in the
"List of time-controlled print jobs".

7. To configure event-controlled triggering, define the following in the "Event-controlled print
jobs" area.

— Selected WinCC tag
Click the Zd icon. The object list opens. Select the desired tag from the object list.

— Define the event control
Define the triggering event, when the tag value is changed, for example

— Low limit and high limit
If you selected "Only low limit", "Only high limit" or "Both limits" for event control, limits
are required.

8. Click the "Add" button in the "Time-controlled print jobs" area. The report is displayed in the
"List of event-controlled print jobs".

Result
A time-controlled or event-controlled report with print job in PDF format has been created.

Depending on the type, the report is displayed in one the "List of time-controlled print jobs" or
"List of event-controlled print jobs". The report can be changed or deleted in the list.

Note

An event-controlled print job will not be initiated if the time, in which the tag changes, is less
than one minute.

Please consider that a frequent triggering of the event-controlled print job over a long time
period will use a lot of memory and resources, such as the frequent signal change of a tag.
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3.1 Basics (RT Professional)
3.1.1 Overview (RT Professional)
Introduction

WinCC Redundancy offers considerably increased availability of WinCC and the plant as a whole
with parallel operation of two interconnected servers.

WinCC WinCC WinCC
Client Client Client

HMI network
Master Standby
Server Server

Data synchronization
after fault

Industrial network

The servers monitor each other in runtime to allow for an early recognition of a failing partner
server.

If one server fails, the clients will automatically be switched from the failed server to the still
active server. This ensures that all clients will always be available for monitoring and operating
the process.

During the failure, the active server will continue to log all alarms and process data of the WinCC
project. After the failed server comes back online, the contents of all alarm, process value and
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user logs will automatically be copied to the returned server. This will fill the log data gaps of the
failed server. This action is also called synchronization after return.

The WinCC Redundancy Option offers:

* The automatic synchronization of alarm, process value and user logs after a failed server
comes back online.

* The automatic synchronization of alarm, process value and user logs after a process
connection error.

* The online synchronization of internal alarms.

e The online synchronization of internal tags (tag synchronization).

¢ The online synchronization of user logs.

¢ The automatic switching of clients between the redundant servers if one of the servers fails.
* The automatic switching of clients if the process connection fails.

e The "Application Health Check" function to monitor the WinCC applications.

The "Application Health Check" function

See also

156

The expression "Application Health Check" refers to the cyclic lifebeat monitoring of important
applications. The function increases the sensitivity of the redundancy, since the lifebeat
monitoring is extended via the servers themselves to the individual applications. All important
WinCC applications are automatically monitored.

The lifebeat monitoring detects a software error, sets the server status in the
"@RedundantServerState" system tag to "Fault" and switches the linked clients to the redundant
server.

A process control message warns the user about the software error.

Note

If a software error was detected by the "Application Health Check" function and client switching
was initiated, the relevant server must then be restarted. Only then can the clients be
reconnected to the server. The redundant servers must be equipped with Windows 2008 R2
Standard Edition SP1 Server or higher and the client PCs with Windows 7, Windows 8, or
Windows 10.

Upgrading redundant plants during operation (Page 178)
Settings for the multi-user system (Page 286)
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3.1.2 How Redundancy Works (RT Professional)

WinCC Logging in Normal Operation

Normally, the master servers run completely in parallel with one another in Runtime. Each server
computer has its own process driver connection and has its own data logs. The process data and
alarms from the AS are sent to both servers simultaneously where they are processed
accordingly.

The servers monitor each other during runtime to allow early recognition of the failure of a
partner, which is then indicated by an alarm to the instrumentation and control.

User logs, internal alarms and internal tags can be continuously synchronized online (Online
Synchronization).

Both servers have equal rights and work independently of each other. Both are available to the
user. Should one server fail, the partner server is always available for equivalent redundancy.

redundant
servers

: Master

: Standby
: Server

Server

Industrial network

The redundant servers communicate via the terminal bus to monitor the status and synchronize
the logs. The network is a PC-LAN network with TCP/IP protocol. If there is an additional
connection via a network adapter and/or a serial connection between the servers, this is used to
monitor the status but not to synchronize the logs.
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Failure of a Server

Server failure refers to the physical failure of a server, for example, due to a power failure or by
turning off the server without shutting it down properly.

If one of the servers fails, the server which is still operating receives and logs the process values
and alarms from the AS. This guarantees data integrity with no gaps.

The clients will automatically be switched from the failed server to the redundant partner server.
All operator stations are thus available again after a short switchover time.

Factors Triggering the Client Switch

The switch of the clients from the default (master) server to the partner server during a server
failure is performed automatically by the system. The following factors cause a switch of servers:

¢ Network connection to server failed
e Server failure
e Process connection error

e The "Application Health Check" function has detected a defective WinCC application and
triggers a switchover.

* The project is deactivated.

Factors triggering log synchronization after the server returns

Synchronization

158

The synchronization of the logs between the servers is initiated after the following errors have
been corrected:

* Process connection error. Process connection monitoring may be turned off. For further
information see "Configuration”.

* Network connection failure to the partner server
* Server failure

* Project is not activated

after the server returns

After the failed server comes back online, the redundancy performs a log synchronization for the
down time. The gap in the logs caused by the failure is closed by transferring the missing data
to the filed server. This action equalizes and makes both servers available again.

The following logs are synchronized:
e Alarm log

* Process value log

e Userlog

* Internal tags

The failed server receives its data after a slight time delay (caused by the failure). The log
synchronization runs in the background, parallel to WinCC process management and logging.
This guarantees the operator control and monitoring of the plant at all times.
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Synchronizing internal tags
The internal tags must have the property "Tag synchronization".

Internal tags are compared on partner computers as soon as one of the tags is modified on one
of the redundant servers.

The internal tags also include the system tags that start with the "@" character, e.g.,
@Current_User or @RM_Master. No online comparison should be configured for system tags.

Synchronization after process connection error

If there is a network error during running operation between a server and one or multiple AS,
synchronization is automatically started, if this was configured, after the error was handled.

Online Synchronization

A direct server-to-server synchronization (online synchronization) takes place during alarm
logging for internal alarms, in user logs and with internal tags with tag synchronization.

3.1.3 Standard server and preferred server (RT Professional)

Standard server

In distributed systems, WinCC Controls receive their data with server prefix from specific servers
to display alarms and process data.

You configure a standard server to clients in distributed systems so that data without unique
server prefix are requested from this standard server. If no standard server is specified, an
attempt is made to access the corresponding data locally. If there is no local data (e.g., alarms
and archives), access is denied with an error message.

Preferred server

If you are using redundant servers in your multi-station system or distributed system, you can
configure a preferred server for the clients.

A preferred server is the server of a redundant server pair with which the clientin a multi-station
system or distributed system primarily interconnects. The preferred server can be selected
separately for each client so that the system can be permanently operated.

3.14 HMI system without redundancy (RT Professional)

WinCC project

A WinCC project consists of a group of automation systems, a server computer and one or more
client computers. The project also includes all programs, configuration data and miscellaneous
settings.
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The tasks of the control level are thus distributed over multiple PCs. The tasks are distributed
following to a client server structure.

WinCC WinCC WinCC
Client Client Client

HMI network

Master
Server

Industrial network

The figure above shows the typical structure of the WinCC control level, with the corporate level
above and the process level below.

Tasks performed by the servers:

e Servers acquire process images and alarms from the automation systems.

¢ Toacquiredata, the servers are connected to the automation systems via industrial networks.
* The servers provide the process data to the clients and control the processing states.

Tasks performed by the clients:

* The client stations operate and monitor the entire plant.

¢ Clients retrieve the currently needed states from the corresponding server via PC networks.

* In general, all clients are equal and have the same rights.
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3.1.5 HMI system with redundancy (RT Professional)

WinCC project

A WinCC project consists of a group of automation systems, a server computer and one or more
client computers. The project also includes all program data, configuration data and other
settings.

Redundant WinCC Project

WinCC WinCC WinCC
Client Client Client

HMI network
Master Standby
Server Server

—

Data synchronization
after fault

Industrial network

The figure above shows the typical structure of a redundant WinCC control level, with the
corporate level above and the process level below.

A project with a redundant configuration is realized with two configured servers which run in
parallel and are functionally identical. The two servers are connected to each other, the AS and
the clients. Both servers are configured and displayed as a redundant system in the TIA Portal.
The users must make sure that both servers are configured identically.

For further information see "Configuring an identical function".
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3.1.6

Requirements (RT Professional)

Only PCs with the following server operating systems can be used for redundant WinCC
servers with multi-station mode:

— Microsoft Windows Server, version 2008 R2 Standard Edition SP or higher
The servers are connected via the network.

The servers are time-synchronized. We recommend a time synchronization of the entire
system (WinCC computer, automation systems, etc.).

Alarms and acknowledgments from the AS and clients must always contain a time stamp in
the frame to avoid double entries (chronological reporting). A way to achieve this is by using
alarm blocks from the ASs.

Process values, alarms and active alarm blocks from the lower-level automation systems are
sent to both servers in parallel.

The "Redundancy" license is available on each of the two servers.
The redundancy servers must be configured functionally identical.

At least one of the following additional connections should exist between the redundant
servers:

— Serial cable

— Additional network connection via LAN card or via serial connection
This additional connection ensures a precise definition of the "Master" or "Standby" status.
You can also use both connection options at the same time.
Configure the additional LAN connection via network card or serial connection in the
redundancy settings of SIMATIC Shell. Use the TCP/IP protocol with the appropriate IP
address or a serial port.

Note

To safely exit WinCC in the event of a power failure, the use of an uninterruptible power supply
- UPS - is recommended.

Comparing blocked alarms

162

When a failed server is restored, currently blocked alarms are searched and compared with the
general AS scan in Alarm Logging.

If an alarm is blocked passively, i.e. only on one server, the blocking information is compared.

If an alarm class is blocked on one server, the selection of the block is not compared on the
redundant server.
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3.1.7 Setting up the servers (RT Professional)

3.1.7.1 Structure of a redundant project (RT Professional)

Requirement

You must set up and configure two technically identical PCs for a redundant project. You can link
up both PCs to each other by means of an additional interface, for example, Ethernet. Configure
this link via Simatic Shell on both PCs.

Operating systems
The following operating systems are permitted in a redundant project:
¢ Single-station system: Windows 7/10 or Windows Server 2008/2012
e Multi-station system: Windows Server 2008/2012/2016

User authorizations in the operating system

1. Allusers must be added to the "SIMATIC HMI" user group. This also applies to users who want
to open WinCC projects remotely.

2. Thestorage folders of the projects must have the NTFS authorizations "SIMATIC HMI" with full
access and "SIMATIC HMI Viewer" with read access. The authorizations must be inherited for
all subordinate objects.

3. Members of the Windows user group "SIMATIC HMI" should not simultaneously be members
of the Windows user group "SQLServerMSSQLUser$<Computername>$WINCC". The
members of this group have administrator rights to the SQL server. You should therefore
remove from this group all Windows users for whom restricted access to the WinCC database
is sufficient.

3.1.7.2 Configuring an Identical Function (RT Professional)

Tag logs and alarm logs

Archives must be configured with identical function for the redundant servers. Functionally
identical means:

¢ Identical logs, where additions can be made in the form of additional measurement points
or logs.

The following logs are synchronized by WinCC:
¢ Archives held on hard disk, i.e. process value logs, compressed logs and alarm logs.

¢ On the other hand, no synchronization of main memory logs is performed.
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Implementing configuration with identical functions
1. Create a project.
2. Configure this project for redundant servers.

3. Load the project to the redundant server using the "Download to device" function.
During this process, the project is compiled and automatically transferred to the master
server and the standby server.

This ensures that the project was saved with identical functions on both servers.

3.1.7.3 Redundant recipe data (RT Professional)

User logs can be edited by operations, standalone programs, ASs or other functions.

Requirements

The configuration of the logs must be identical on both servers. The projects are always identical
when downloaded via the TIA Portal.

Editing user logs in parallel
Note the following when adding data records to redundant user logs in parallel:

¢ Ontheserverthat previously failed, data records can only be added after the server has been
restored and the synchronization completed. Otherwise, an error message appears in the
script or in the User Archive Control.

e Evenduring the online synchronization, some time will pass before the data record has been
synchronized in the redundant log.

Note

If both servers failed, the computer that was in operation last must be restarted first. Otherwise,
changes that have not been saved could be lost.

3.1.7.4 Online Synchronized Messages (RT Professional)

All internal alarm tags and alarms without tag connections are synchronized online. This also
includes system operator alarms of alarm logging and alarms of Batch-Flexible.
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3.2 Configuring the redundant system (RT Professional)

3.2.1 Overview of configuration steps (RT Professional)

This section describes the configuration of a redundant project using an example. The sample
project consists of two identical servers and three clients. In the redundant project, one server is
defined as master server and the other as standby server. During the configuration in the TIA

Portal, both redundant servers are mapped as one server, symbolic for the redundant system.

Configuration steps
1. Creating a project (Page 166)
— Configuring master servers (Page 169)
— Configuring redundancy for clients (Page 175)
— Controlling the plant
2. Configuring redundant servers (Page 167)
— Configuring master servers (Page 169)
— Configuring the standby server (Page 170)
3. Configuring server reaction (Page 171)
— Client switchover
— Synchronization selection
4. Configuring redundancy for clients (Page 175)
— Setting up clients
— Connecting clients with servers
— Configuring clients
5. Loading the project to a device (Page 176)
6. Compiling a project (Page 177)

See also
Creating a server (Page 166)
Creating clients (Page 167)
Creating a project (Page 166)
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3.2.2

Creating a project (RT Professional)

Configuration sequence

See also

3.2.2.1

See also

166

The TIA Portal is open.

1.

2.

Click "Create new project".
A new project is created.

Change to project view.

You have created a project. You can now create devices in the project.

Overview of configuration steps (Page 165)

Creating a server (RT Professional)

Note

In a redundant project you only map the master server as device in the "Devices & Networks"
editor. You perform the division into a redundant system of master server and standby server in
the section "Configuring redundant servers".

o~ WwN

. Double-click "Add new device" in the project tree.

The "Add new device" dialog box opens.

Enter the required device name in the text box.

Click the "PC systems" selection.

In the selection list, click "WinCC RT Professional" under "SIMATIC HMI application".

Confirm your selection by clicking "OK".

The server is created. The work area is opened with the device view and the new device is
displayed.

In the project tree, the new device is created under the selected name.

Click in the device view on the newly created station and enter the physical name of the
server under "Computer name" in the Inspector window.

Overview of configuration steps (Page 165)
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See also

3.2.2.3

3.2.3

3.2.3.1

Requirement

3.2 Configuring the redundant system (RT Professional)

Creating clients (RT Professional)
Three clients are created to display the various options with the preferred servers:

1. Double-click "Add new device" in the project tree.
The "Add new device" dialog box opens.

2. Enter the required device name in the text box.
3. In the selection list, click "WinCC RT Client" under "SIMATIC HMI application".

4. Confirm your selection by clicking "OK".
The clientis created. The work area opens in the device view and the new device is displayed.
In the project tree, the new device is created under the selected name.

5. Clickinthe device view on the newly created station and enter the physical name of the client
under "Computer name" in the Inspector window.

6. Repeat these steps twice, until three clients have been created.

Overview of configuration steps (Page 165)

Control (RT Professional)

Switch the work area to "Network view". In the work area, you must have four devices displayed
next to each other in the order in which they were created.

The new devices are displayed one below the other in the project navigation.

Configuring redundant servers (RT Professional)

Configuring redundancy for clients (RT Professional)

* C(lients have been configured.
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Procedure

See also

168

Proceed as follows to configure redundant clients:

1.

5.
6.

Double-click the name of the client in the project tree.
The project tree offers the following additional options:

— Device configuration
— Online & diagnostics
— HMI_RT_2 [WinCC RT Professional]

Double-click "HMI_RT_2 [WinCC RT Client]".
The project tree is extended by additional setting options.

Double-click "Runtime settings".
The Runtime editor of the server opens in the work area. The "General" setting is opened by
default.

Click "Redundancy" in the navigator of the Runtime editor.
Here you can specify the preferred server of the client.

— None: The current master is always used. After a change of master because of a failure,
the client remains with the must recent current master, also after the return of the failed
server.

— Master: The redundant server set as master is always preferred. After a failure of the
master, the client switches back to the master server after its return.

— Standby: The redundant server set as standby is always preferred. After a failure of the
standby, the client switches back to the standby server after its return.

Click the appropriate text box to specify the required option of the client.

Save the project.

The configuration of the redundant system has now been completed.

An additional activation of the redundant system is not necessary.

Overview of configuration steps (Page 165)

Configuring clients (Page 283)

Configuring clients (Page 172)
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3.2.3.2 Configuring master servers (RT Professional)

1. In the network view, click the server that has been created.
The inspector window opens below the work area.

2. In the inspector window, click the "General" selection under the "General" tab.
The window shows the server name you have specified.

Projekt1

b Devices & networks

|; Topology view "ﬂ%ﬂ Network view ||[|'f Device view |
% Network| 1§ Connections |HI Il connection |V| I3 Relations [ % ] @li H ]
[=]
PC-System WinCC :
SIMATIC PC 5tat... RT Prof .
u :
(<[ m [>][100% [+] —%— ®
|§. Properties ||"_i.'.|nfo y"ﬂ Diagnostic |
J General || 10 tags || System constants || Texts |
T—
XDB configuration enera
Mame: |PC-S)'stem |
D Computer name identical to PC station name
: Computer name: |SER’VER‘I |
L Author: |'.’v'ir1CC |
U
o Comment: .
~

3. Double-click the name of your server in the project navigation.
The project navigation offers the following additional options:

— Device configuration
— Online & diagnostics
— HMI_RT_1 [WinCC RT Professional]

4. Double-click "HMI_RT_1 [WinCC RT Professional]".
The project navigation is expanded by additional setting options.

5. Double-click "Runtime settings".
The Runtime editor of the server opens in the work area. The "General" setting is opened by
default.
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General
Services
Soreens
Keyboard
Alarrms

Logging

OFC settings
User adrministration
Language & font
wieh MNavigatar
Graphic settings
Tag settings
Redundancy

See also

3.2.3.3

See also
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6. Click "Redundancy” in the navigator of the Runtime editor.
The Runtime editor window opens.

Redundancy settings

General

Configure redundant servers:  [w]

Server: | SERVER |

Default master; [

Redundant partner: |SER\-"ER2 |

Client switchover

Client switchover at communication failure with the PLE [

7. Activate redundancy by clicking in the "Configure redundant server" check box.
8. As option, you can define the server as "Standard master" by clicking the check box.

Information on configuring the standby server can be found in the next section.

Overview of configuration steps (Page 165)

Configuring the standby server (RT Professional)

1. Open "Runtime settings" and click "Redundancy".
2. Enter a name for the redundant partner server in the "Redundant Partner" text box.

3. The configuration of the redundant server has now been completed.

Note

Only one device is displayed in the work area. This device includes the redundant server,
comprising the master server and standby server.

Overview of configuration steps (Page 165)
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3.2.3.4 Configuring server reaction (RT Professional)

Client switchover
The reaction of the client to communication errors is selected in the "Client switchover" box.

1. By selecting the check box "Automatic client switchover in the case of a PLC error”, you
activate the automatic switchover of the client to the partner server when communication
errors occur in the system.

Client switchover

Client switchover at communication failure with the PLC [

2. Save the project.

Synchronization

In the "Synchronization" field, you specify which actions are to take place during synchronization
of the servers if an error occurs:

1. Click "Synchronize all data in failure time period".
All data that was saved during the failure of a server is synchronized when the failed server
returns.

Synchronization

O Synchronize all data accumulated during redundancy loss:

%) synchronize only the following period:

Days

Synchronize data logs when partner returns:
Synchronize alarm logs when partner returns:
Synchronize all logs after communication failure with the PLC:

Online synchronization for alarms:

80K

2. Click "Synchronize data only for the following time period:"
In the text box, enter the required time interval for periodic synchronization.
The data is synchronized periodically independently of server failures.

3. Byclicking the four following check boxes, you select the data you want to synchronize after
a failure.
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Rec

See a

3.24

ipes

.. Mame
= Recipe_1
o Recipe_2
= Recipe_3
o Recipe_4

Iso

3.2.4.1

Introduction

172

4. The recipes used from your recipe log are entered in the "Recipes" list. By selecting the check

box in the "Synchronized" column, you select the recipes that you you want to synchronize
after a server failure.

synchronized

BHOK®

5. Save the project.

Overview of configuration steps (Page 165)

Configuring redundant clients (RT Professional)

Configuring clients (RT Professional)

You create two WinCC clients and link them with the WinCC server.
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Procedure
1. Add the following HMI devices to the project:
— WinCC client, device name "WinCC Client1"
— WinCC client, device name "WinCC Client2"
2. Inthe"Devices & Networks" editor, "Relations” tab, link the two WinCC clients with the WinCC
server by means of drag-and-drop. A multiple-station system will be created.
Note
In contrast to connections, the physical connection (network) and logic connection (client-
server relation) are always created and deleted jointly. When you configure a relation, the
devices will be linked automatically.
WinCC-Client1 WinCC WinCC-Clignt2 WinCE
SIMATIC PC Sta... Client SIMATIC PC Sta... Client
HMI HMI
| S |
HMI RT...

WinCC-Server WinGr
SIMATIC PC Sta... RT Prof

PROFIEUS_1

3. Select "WinCC-Client1".

4. In the inspector window, select Properties > Computer name" and enter the physical
computer name of the HMI device.
The computer name identifies the HMI device in the network.

5. In the Runtime settings, "General" tab, select a screen as the "Start screen” of the WinCC
server. In the multiple-station system, the WinCC client then displays this server screen in
runtime.

6. Select a "Menus & Toolbars" configuration that was made on the WinCC server.

7. At"Services", activate the client Runtime services you need for the specific configuration, e.g.
the scheduler.

8. Select additional design features under "Screens".
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9. Selecta Runtime language for the WinCC server under "Language & Font". For example, you

can configure a separate Runtime language for each WinCC client.

10.Repeat steps 3 to 9 for "WinCC Client2".

[ e

Netwaork overview

” Connections

” Relations ” 10 communication |

Partner

Related partner Relation type

I [ WinCCServenHMI_RT_1

[=]l2 Wincc-ClhientlHMI_RT_2 [ =] HMI servericlient

-

2 'Ij WinCC-ServerHMI_RT_1

'Ij WinC-Client2\HMI_FT_3 HMI servericlient

General

|§. Properties ||"i.'.|nf-:' y"ﬂ Diagnostics

HMI servericlient relation

T vl |

"Network data" editor

HMI servenriclient relation

Server
h | WinCC-ServerHMI_RT_1 IEIE
Standby

| &[]
Client
[ |wincc-clizntlHMI_RT_2 IEIE

L3

Preferred server

Using the arrow buttons below the network view, open the "Network data" editor. The "Network
data" editor displays the relations you created. You can edit and delete these relations. If you
first select a device and then select "Project overview" from the shortcut menu in the "Network
data" editor, only the relations of the selected device are displayed.

Result

You have configured a multiple-station system with a WinCC server and two WinCC clients.
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3.24.2

Requirement

Procedure

See also

3.2 Configuring the redundant system (RT Professional)

Configuring redundancy for clients (RT Professional)

Clients have been configured.

Proceed as follows to configure redundant clients:

1.

5.
6.

Double-click the name of the client in the project tree.
The project tree offers the following additional options:

— Device configuration
— Online & diagnostics
— HMI_RT_2 [WinCC RT Professional]

Double-click "HMI_RT_2 [WinCC RT Client]".
The project tree is extended by additional setting options.

Double-click "Runtime settings".
The Runtime editor of the server opens in the work area. The "General" setting is opened by
default.

Click "Redundancy" in the navigator of the Runtime editor.
Here you can specify the preferred server of the client.

— None: The current master is always used. After a change of master because of a failure,
the client remains with the must recent current master, also after the return of the failed
server.

— Master: The redundant server set as master is always preferred. After a failure of the
master, the client switches back to the master server after its return.

— Standby: The redundant server set as standby is always preferred. After a failure of the
standby, the client switches back to the standby server after its return.

Click the appropriate text box to specify the required option of the client.

Save the project.

The configuration of the redundant system has now been completed.

An additional activation of the redundant system is not necessary.

Overview of configuration steps (Page 165)

Configuring clients (Page 283)

Configuring clients (Page 172)
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3.25

176

Loading the project to a device (RT Professional)

As soon as the "Download to device" function is activated, the project is generally compiled
before the actual loading process.

1. For this purpose, open the work area with the devices in the network view.
2. Right-click in the required device to open the shortcut menu.
3. Four options are offered under the menu command "Download to device\":
— Hardware and software (only changes)
— Hardware configuration
— Software (only changes)

— Software (rebuild all)
If only the software has been changed, the hardware correction options cannot be
selected.

4. Click the required action to select it.
A dialog window opens.

5. Set the type and the PG/PC interface.

Type of the PGIFC inteface: |4 File [+]
PGIFC interface:  [Fl File system [~] @
Connection to inteface/subnet: |Direct at slot " |'| @
15t gateway: | | - | @

6. Set the path of the destination folder. Click the field at the end of the destination path.
A dialog window for setting the destination path opens. The destination path is displayed
after this:

Path of the target folder:

Destination path: | ||

7. Click the "Load" button.
The "Load preview" window and a progress window open.
The project is compiled. The project is transferred to the device after the successful
compilation.

An additional reloading of the changes is possible retrospectively, for example, after changes
have been made in the hardware or software of the device.

In the case of the first three options, only the changed part is recompiled. In the case of the
fourth option, the entire project is recompiled.

Note
Different logon data on the computers.
If different logins are required for the different computers involved, create the connections to

those computers manually before loading. In Windows Explorer, for example, navigate to the
standby computer and log on.

WinCC Engineering V17 — Options
System Manual, 05/2021, Online documentation



WinCC Redundancy (RT Professional)

3.2 Configuring the redundant system (RT Professional)

Note

Loading redundant projects into the file system

It is not possible to load projects in a redundant server into the file system. You always load
redundant projects onto the server from an engineering system.

See also

Overview of configuration steps (Page 165)

3.2.6 Compiling a project (RT Professional)

Compiling data without "Download to device"

Alternatively, the changed data can be compiled using the "Compile” command, without
downloading it immediately to the device.

1. Open the work area with the changed devices.

2. Right-click in the required device to open the shortcut menu.

3. Four options are offered under the menu command "Compilel":

Hardware and software (only changes)
Hardware (only changes)
Software (only changes)

Software (rebuild all)

4. Click the required action to select it.
In the bottom window, the result of the compilation is displayed in the "Info" tab.

See also

Overview of configuration steps (Page 165)
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3.3

3.3.1

Introduction

Requirement

Procedure

178

Upgrading redundant plants (RT Professional)

Upgrading redundant plants during operation (RT Professional)

Redundant plants can be upgraded during operation. The automation system remains in
runtime continuously during this period. All processes can be operated without interruption.

To upgrade redundant plants during operation, a separate download must be performed on
both the master server and on the standby server of a redundant plant.

Note

System stability is not guaranteed during the download. After the download of individual
servers, it cannot be guaranteed that both servers have the same project. Delta loading is not
possible in this phase.

To avoid faults and redundancy losses, it is advisable to perform a complete download to both
systems after the separate downloads. To perform a complete download to both systems, select
the setting "Server and redundant partner" in the "Load preview" dialog under "Options for
loading".

Note

If both servers are being shut down and upgraded simultaneously, redundancy is also retained.
However, ongoing operation must be interrupted.

If you upgrade your plant from an older version to version V14 or higher, you need the following
licenses:

¢ License for WinCC Runtime Professional
¢ License for WinCC Client for WinCC Runtime Professional

e License for WinCC WebNavigator and WinCC DataMonitor (if you use these options)

* Autostart and Service mode must be disabled on the master server and the standby server.
* A preferred server must be configured for each client.

* Master server and standby server must be error-free.

Proceed as follows to upgrade redundant plants during operation:
1. Close your project on the Engineering System and restart your PC.

2. Upgrade the TIA Portal.
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Upgrade the project and compile the project.

Disable all clients that are configured for the master server.
Close the project on the clients.

Restart the clients.

Upgrade all disabled clients.

Disable the master server.

0 0 N o Uk~ W

Close the WinCC application on the master server.

10.Restart the master server.

Note

Create a backup before upgrading the master server.

11.Upgrade the master server.

12.Run a complete download via the dialog "Load preview > Options for loading" for the master
server only.

13.Configure the Web server and DataMonitor server, if necessary.
14.Enable the master server.
15.Enable all upgraded clients by connecting them to the master server project.

16.Wait until the Runtime data has been synchronized.

Note

Synchronization of the Runtime data starts after approx. 10 minutes. The system events
indicate the current status of the synchronization.

Note

While you carry out steps 4 to 16, your system is only running on a single server. Steps 4 to
7 and 8 to 13 can be carried out simultaneously.

17.To upgrade the standby server and the clients connected to it, repeat steps 4 to 16 for the
standby server.

18.Run a complete download for the master server and the standby server via the dialog "Load
preview > Options for loading" with the setting "Server and redundant partner".
Running the download with the option "Server and redundant partner" ensures that the
same project is running on both partner servers.

Note

After download with the option "Server and redundant partner”, subsequent delta loading is
once again possible for the two servers.
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See also

3.4

3.4.1

Introduction
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NOTICE

Procedure

You must adhere to the sequence described to ensure there is no disruption to plant operation.

If you want to perform the download only for one plant of a redundant server pair, proceed as
follows:

1. In the project tree, right-click on the relevant Runtime Professional device.
2. Select "Download to device > Software (all)".

3. Select the appropriate option in the "Load preview" dialog under "Options for loading".

Overview (Page 155)
Configuring redundant servers (Page 167)
Configuring redundant clients (Page 172)

System behavior in the event of a fault (RT Professional)

Failure scenarios (RT Professional)

Some failures that might occur will be used to illustrate how WinCC Redundancy works. The
following failures will be discussed:

1. Project is on the redundant AUTOHOTSPOT
Connection Fault to Partner Server
AUTOHOTSPOT

AUTOHOTSPOT

AUTOHOTSPOT

o vk WwN

Changing the client in case of a process coupling error (Page 187)

WinCC Redundancy recognizes the current error itself or reacts to error or fault alarms with the
following actions:

¢ Saving times and events
e Log synchronization

* Changing "Master"/"Standby" identifiers
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¢ Switching clients

¢ Issuing alarms

Startup of the Server PCs

When the server PCs are starting up, the redundancy component establishes whether the
partner server is already active. If the partner server is active, a Standby identifier is set in the
server PC. If the partner server is not active during startup, a master identifier is set in the server
PC. Upon disruption of the network connection between servers or if the partner server has been
turned off, the "Master" code is reset.

In order to identify that the server computer is set as "Master", the system tag @RM_MASTER is
set. If the server computer is "Standby", the @RM_MASTER tag is reset. The
@RM_MASTER_NAME tag contains the name of the server PC that has the "Master" status, for
example, "SERVER1". The tag @RedundantServerState displays on each redundant server its
redundancy status, for example, "Standby". These tags can be evaluated by other applications or
by scripts. However, the only tag that can be changed is @RM_MASTER.

Redundancy only sets the above tags. Both servers are always completely equal.

If neither a client nor the redundant partner server can be reached for the master server (e.g.
project not activated on the PCs, or the network connection between the PCs is interrupted), this
then becomes the standby server. This behavior is necessary to ensure that both redundancy

servers do not receive the "Master" state.

If there is an additional connection between the two partner servers, the redundancy status is
controlled via this connection. This will prevent that redundant partner servers assume the
identical status.

Note

Please note that no log synchronization is performed via the serial interface.

Activating the redundancy server
1. Activate the configured master server.
2. Commission the connected clients.
3. Once the clients are active, activate the second server and its connected clients.

Theinitial synchronization is now carried out. The failure time for this synchronization is the time
between activation of the first server and the second server

Note

Make sure when you boot redundant servers that the first server is completely booted before you
activate the redundancy partner. The clients cannot be active yet when you activate the server
for the first time.

If you have deactivated a redundant server pair completely, you must adhere to a specific order
when you activate them again. You start by activating the server that was deactivated last. Once
this server has completely booted, you can activate the redundancy partner.
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3.4.2 Server not in Runtime (RT Professional)

Introduction

This scenario discusses the behavior of redundancy, if the project has been deactivated on Server

2.

The following actions will be triggered:

Server 1 stores the failure time (date and time) of Server 2.
Server 1 will report the failure of Server 2 through a system alarm.

If Server 1 is the standby server, this takes over the role of the master by setting the
@RM_MASTER tag. Correspondingly the @RM_MASTER_NAME and @RedundantServerState
tags are changed.

The clients connected to Server 2 switch over to Server 1.

Server 2 Comes Back Online

The downtime means that there is a gap in the logs of Server 2. This gap is filled by the following
measures:

Server 1 stores the return time (date and time) of Server 2.
Server 1 will report the return of Server 2 through a system alarm.

A redundancy match is carried out for alarm data, process data and user logs from Server 1
to Server 2.

The @RM_MASTER tags remain unchanged in both servers, i.e., the @RM_MASTER tag in
Server 1 remains setand the @RM_MASTER tag in Server 2 is reset. The @RM_MASTER_NAME
and @RedundantServerState tags also remain unchanged.

Clients which are configured with Server 2 as their preferred server switch back to that server.

Compared to online synchronization, log synchronization following a server failure can take
noticeably longer depending on the number of data records to be synchronized and the
computer/network loads.

If failures alternate between the two servers (see diagram), they will be synchronized one after
the other. After the synchronization, all data will be available in both logs.
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Server 1.
Failure B
Server 2
Failure A Failure C
In the case above, Server 1 first passes all values to Server 2 for failure A, then Server 1
synchronizes itself from Server 2 for downtime B. Synchronization always occurs on the
"Standby" server based on the "Master" server.
All these processes run automatically and in the background, independently of the process value
logging and alarm logging from the subordinate automation systems running in parallel.
3.4.3 Connection Fault to Partner Server (RT Professional)
Introduction

This scenario discusses the behavior of redundancy in case of connection failures to Server 2.
Prior to the occurrence of this event, both servers run in Runtime without failures.

The described connection failure occurs if, for example, the terminal bus at Server 1 is pulled.

Initial Situation 1
Upon connection failure, Server 1 has the "Master" status and Server 2 the "Standby" status.
Connection failure occurs
The following reactions are triggered upon occurrence of the connection failure:
» Server 2 becomes the master server and saves the time of failure (date and time).

* Server 2 indicates by means of a system alarm that the partner server has failed and Server
2 has switched to the "Master" status.

* Server 1 indicates by means of a system alarm that a failure has occurred in redundancy
mode and that Server 1 has switched to "Standby" status.

* Tags @RM_MASTER, @RM_MASTER_NAME and @RedundantServerState are reset on both
servers according to the switchover.
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Connection is restored

During the connection fault, the alarms of Alarm Logging and the user logs could not be
synchronized.

This situation is remedied by the following measures:

e Server 2, which is now the master, saves the time of the restoration (date and time).
e Server 2 indicates, by means of a system alarm, the return of the partner server.

¢ Redundancy synchronization from master server to standby server.

¢ Through the online synchronization of Alarm Logging, the system alarm concerning the
return of the partner server is also displayed on Server 1.

¢ The @RM_MASTER, @RM_MASTER_NAME and @RedundantServerState tags remain
unchanged in both servers.

Initial Situation 2
Upon connection failure, Server 1 has the "Standby" status and Server 2 the "Master" status.
Connection failure occurs
The following reactions are triggered upon occurrence of the connection failure:
e Server 2 becomes the master server and saves the time of failure (date and time).
* Server 2 displays, by means of a system alarm, the failure of the partner server.

e Server 1 indicates, by means of a system alarm, that a failure occurred during redundancy
mode and remains the standby server.

¢ The @RM_MASTER, @RM_MASTER_NAME and @RedundantServerState tags remain
unchanged in both servers.

Connection is restored

During the connection fault, the alarms of Alarm Logging and the user logs could not be
synchronized.

This situation is remedied by the following measures:

e Server 2 saves the time of return (date and time)

e Server 2 displays, by means of a system alarm, the return of the partner server
* Redundancy synchronization from master server to standby server

e Through the online synchronization of Alarm Logging, the system alarm concerning the
return of the partner server is also displayed on Server 1

¢ The @RM_MASTER, @RM_MASTER_NAME and @RedundantServerState tags remain
unchanged in both servers.
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3.4.4

Introduction

3.4 System behavior in the event of a fault (RT Professional)

Faulty network connection to client (RT Professional)

In this third scenario, a disturbance occurs in the network connection between Server 2 and the
client "CL5" that belongs to Server 2.

The following actions will be triggered:

* Client "CL5" automatically switches over from disturbed Server 2 to running Server 1.

End of the Network Disturbance to the Client

3.45

Introduction

The following reactions are triggered at the end of the network disturbance:

e The @RM_MASTER, @RM_MASTER_NAME and @RedundantServerState tags remain
unchanged in both servers.

» If Server 2 is configured as the preferred server for client "CL5", then client "CL5" switches
back to that server once more.

Faulty Process Connection (RT Professional)

In scenario 4, on Server 2 there is a fault on the process link due to an interrupted network
connection to the automation systems.

An AS connection error is only recognized by Redundancy as a failure, if the connection is
interrupted to only one server. If there is a connection fault from one AS to both servers (e.g.
caused by an AS failure), this will not be recognized as a failure by Redundancy.

If WinCC recognizes a failure, the following actions will be triggered:
¢ The disturbance of the process link is reported on Server 2.

e Server 1 receives a message that partner Server 2 has failed.

e Server 1 stores the failure time (date and time) of Server 2.

¢ Ifin the server project "Client change with disturbance in the process link" is configured, the
clients linked to this server are changed to the partner server.

* InServer 1, the @RM_MASTER tag is set to Master, in Server 2 to "Standby". Correspondingly
the @RM_MASTER_NAME and RedundantServerState tags are adapted. In sever 1,
@RedundantServerState is set to "Fault".
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Correction of the Process Link Error on Server 2

Provided process connection monitoring has been activated, the gap in the archive of Server 2
will be filled by the following measures:

Server 1 stores the return time (date and time) of Server 2.

A redundancy match is carried out from Server 1 to Server 2, since no faults were found for
process connection at Server 1. The data of all ASs will be synchronized. This means that the
data of ASs that have not failed will also be synchronized.

On Server 2 the @RedundantServerState tag is changed from "Fault" to "Standby".

The correction of the process link error on Server 2 is announced by a system message.

3.4.6 Software Error (RT Professional)

Introduction

In scenario 5, an error occurs on Server 2 in software that is being monitored. When the error
occurs, Server 2 is "Master" and Server 1 is on "Standby" status. There are several clients
connected to each server.

If the "Application Health Check” function detects an error in the WinCC software, the following
actions are initiated:

Application Health Check reports the error to redundancy. The status of Server 2 is set in the
@RedundantServerState tag to "Fault". The @RM_Master tag is set to "Standby".

The @RM_Master tag in Server 1 is set to the "Master". Correspondingly the
@RM_MASTER_NAME and RedundantServerState tags are adapted.

The clients connected to Server 2 switch over to Server 1.

A process control message warns the user about the software error.

Correction of the Software Error on Server 2

The software error can be cleared by deactivating the server project and restarting server. When
the project is activated on Server 2 the archives are automatically synchronized.

186

On Server 2 the @RedundantServerState tag is set to "Standby". Server 1 remains at "Master"
status.

Server 1 stores the return time (date and time) of Server 2.

A redundancy match is carried out for the user archive from Server 1 to Server 2.
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Note

When a software error is detected by the "Application Health Check" function resulting in a client
switching process and process control message, the server affected must be deactivated and the
computer restarted. Only then can the clients be reconnected to the server. An archive
synchronization is only performed backdated to the moment a software error is detected by the
server.

3.4.7 Changing the client in case of a process coupling error (RT Professional)

Introduction

A redundant system consists of two functionally identical servers. One server is the "Master"
server and the other is the redundant partner server. In the normal, undisturbed operating state
the "Master" server has the status of "Master" and the redundant partner server has the status
of "Standby". Clients are connected to the "Master" server unless a preferred server has been
configured, in which case they are connected to the preferred server.

As soon as both servers are in Runtime, the processes coupling monitoring is activated. The
number of defective logical connections to the "Master" server and the redundant partner server
is cyclically determined. If the "Master" server has more defective logical connections than the
redundant partner server, the status of the server becomes invalid ("Fault"). The clients are
switched over to the redundant partner server, which now has the "Master" status.

Note

The "Fault” status is not displayed in the "@RM_MASTER" system tag but in the
"@RedundantServerState" tag.

Normal operating state

The plant consists of the redundant servers A and B. There are also three clients. Client 1 has
entered server A as its preferred server, client 2 has entered no preference and client 3 has
entered server B as its preferred server.

Note

The example below shows the logical connections, not the physical connections. In other words,
the connection is shown as separated when the connection is terminated, because the data
transfer is interrupted. The physical connection can remain intact at the same time.

WinCC Engineering V17 — Options
System Manual, 05/2021, Online documentation 187



WinCC Redundancy (RT Professional)

3.4 System behavior in the event of a fault (RT Professional)

Preferred server None Preferred server
is server A Preferred server is server B

WinCC
Client 2

WinCC WinCC
Client 1 Client 3

HMI network

Master
Server

Standby
Server

Industrial network
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Process connection error on server A

There is a process connection error on server A. The error is not present on server B. The number
of defective logical connections on server A is greater than on server B. Server A therefore
receives the "Fault" status. As a result, clients 1 and 2 switch over to redundant server B.

Preferred server None Preferred server
is server A Preferred server is server B

WinCC WinCC WinCC
Client 1 Client 2 Client 3

— T ~_  HMI network

Server A has - AN
fault
atad / Standby \ Master
I Server Server
\
/
N e
~

Industrial network
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End of the process connection error

When the process connection error on server A has been cleared, server A then has the status
"Standby". As a result client 1 switches over to server A, since it has indicated this as its preferred
server. Client 2 stays connected to server B because this has now become the "Master" server
since the Redundancy switchover and client 2 has indicated no preferred server.

Preferred server None Preferred server
is server A Preferred server is server B

WinCC
Client 2

WinCC WinCC
Client 1 Client 3

Fault of

HMI network
server A
corrected
Standby Master
Server Server
Industrial network
Note

The OPC couplers are not monitored. Therefore, there will be no client switching in case of an
error in the OPC couplers.

See also

Failure scenarios (Page 180)

WinCC Engineering V17 — Options
190 System Manual, 05/2021, Online documentation



WinCC Redundancy (RT Professional)

3.5 Reference (RT Professional)

3.5 Reference (RT Professional)

3.5.1 WinCC Redundancy System Tags (RT Professional)

Overview of the redundancy tags

The @RM_MASTER and @RM_MASTER_NAME system tags are used by WinCC Redundancy for
master/standby control for the two redundant servers and for client toggling. These system tags
can also be read and changed with other applications and with scripts.

System tags

Meaning

@LocalMachineName

This tag contains the local computer name.

@RedundantServerState

This tag indicates the redundancy of this server.
Value range:

0: Undefined status (start value)

1: Server is master

2: Server is standby

3: Server is fault

4: Server is standalone (no redundant operation)

@RM_MASTER

This tag @RM_MASTER is set to identify that the server computer is master.
If the server computer is "Standby"”, the @RM_MASTER tag is reset.

@RM_MASTER_NAME

The @RM_MASTER_NAME tag contains the name of the master server, for
example "SERV_4".

@RM_SERVER_NAME

This tag contains the name of the server on which a client is connected.

@RM_UA_ONL_"Log name"

For diagnostics purposes only. A separate tag with a corresponding log
name is created for each user log.

This tag is set to a value of 1 if a user log has changed. It is reset to O after
online synchronization.

@RM_OFFLINE_UA_NAME

For diagnostics purposes only. This tag contains the name of the user log
currently being synchronized.
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Overview of performance tags

The performance tags @PRF_REDUNDANCY _... map the states of the redundant servers.

System tag

Description

@PRF_REDUNDANCY_IS_SYNCHRONIZED

Synchronization status:
¢ 0: Redundant applications are not synchronized.
¢ 1:Redundancy synchronization of all applications is complete.

In addition to WinCC, the status can be influenced by other applications
registered for the redundancy, for example, SIMATIC BATCH.

@PRF_REDUNDANCY_VALIDATION

Validation points of the server. The validation value determines which
server will be the primary server.

The validation value depends, for example, on the connection and run-
time status.

If the redundancy was configured correctly, the validation value is the
same on both redundant servers.

When the validation values are not identical, the server with the greater
value will become the primary server.

Typical values:
e 37:The server status is good.

— Runtime is active.

— Redundant connection over serial interface
¢ 35:The server status is good.

— Runtime is active.

— Redundant connection over LAN

¢ < 35:The server has the internal status "FAULT".
Check the connection status or the server status. The "FAULT" status is
set for a critical operating state, for example, when a server applica-
tion no longer responds.
When a server takes on the "FAULT" status, the partner server becomes
the primary server.

Example calculations:

¢ When runtime is disabled on the server, the validation is reduced by
four points.

¢ When the terminal bus cannot be reached, validation is reduced by
20 points.

@PRF_REDUNDANCY_PARTNER_VALIDATION

Validation points of the redundant partner server

If the redundancy was configured correctly, this value is the same on both
redundant servers.

@PRF_REDUNDANCY_AS_COUNT

Number of AS connections on the server

If the redundancy was configured correctly, this value is the same on both
redundant servers.

The following conditions will cause a redundancy switchover:
e The validation values are identical on the redundant servers.
¢ The number of AS connections is different.

In this case, the server with more AS connections will become the primary
server.
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System tag

Description

@PRF_REDUNDANCY_PARTNER_AS_COUNT

Number of AS connections on the redundant partner server

If the redundancy was configured correctly, this value is the same on both
redundant servers.

@PRF_REDUNDANCY_CURRENT_STATE

Redundancy status of the server:
¢ 0: Undefined status

e 1:Serveris primary server

e 2:Serveris standby

e 3:Serverisin "FAULT" status

e 4:Server is standalone or no redundant operation

@PRF_REDUNDANCY_PARTNER_CURRENT_STATE

Redundancy status of the redundant partner server

@PRF_REDUNDANCY_FAULT_POSTPONED

Tag value = 1: The server has the status "FAULT_POSTPONED".

The internal status of the local server is "FAULT", but the partner server
cannot take on the "Master" status. A redundancy switchover is not pos-
sible. The cause is, for example, an ongoing redundancy synchronization.

As soon as the conditions for a redundancy switchover are met, the server
changes to the "FAULT" status. The tag "@PRF_REDUNDANCY_CUR-
RENT_STATE" takes on the value "3".

@PRF_REDUNDANCY_PARTNER_FAULT_POST-
PONED

Tag value = 1: The redundant partner server has the status "FAULT_POST-
PONED".

@PRF_REDUNDANCY_SWITCHOVER_COUNT

Number of redundancy switchovers since activation of runtime or since
the last reset with "@PRF_REDUNDANCY_SWITCHOVER_COUNT_RESET".

@PRF_REDUNDANCY_SWITCHOVER_COUNT_PERI-
oD

Number of redundancy switchovers in a defined period
Default setting:

e Time period: 1 calendar day

e The value is reset every day at midnight (0:00).

@PRF_REDUNDANCY_SWITCHOVER_COUNT _RE-
SET

The reset tag resets the value of the following performance tag:
¢ @PRF_REDUNCANCY_SWITCHOVER COUNT

See also

System messages WinCC Redundancy (Page 194)
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3.5.2

Introduction

194

System messages WinCC Redundancy (RT Professional)

The "WinCC Redundancy" option provides the following system messages. You can read these
system messages on the "System messages" tab in the "HMI Messages" editor.

Message No. WinCC Message Text
1012200 REDRT:@100%s@:Partner station has failed
WinCC was exited on the partner server.
1012201 REDRT:@100%s@: Partner station restarted
WinCC was started again on the partner server
1012203 REDRT:@100%s@:Archive synchronization failed
1012204 REDRT:@100%s@:Internal redundancy error
1012205 REDRT:@100%s@:Connection to the partner has been interrupted
The connection to the partner server is interrupted
1012206 REDRT:@100%s@:Connection to the partner has been reestablished
The connection to the partner server has been reestablished
1012207 REDRT:@100%s@:Partner server - WinCC is not started
It was determined at startup that WinCC is not started.
1012208 REDRT:@100%s@:Synchronization launched
This message is output at the start of the archive synchronization
1012209 REDRT:@100%s@:Synchronization finished
This message is output at the end of the archive synchronization
1012214 REDRT:@100%s@:User archive is being synchonized
1012215 REDRT:@100%s@: User Archive synchronization finished
1012216 REDRT:@100%s@:Archive synchronization canceled
Synchronization was canceled by an additional failure
1012217 REDRT:@100%s@:Partner server project has not been activated
It was determined at startup that WinCC is not activated on the partner server or is
not in runtime
1012220 REDRT:@100%s@: Synchronization is not ready for all User Archives.
The synchronization is not ready for all locally configured user archives, because the
archive structure of the partner is different for at least one archive or synchroniza-
tion is not activated on the partner.
1012221 REDRT:@100%s@: Synchronization is ready for all User Archives.
The synchronization is ready for the locally configured user archives and the archive
structure matches that of the partner.
1012226 REDRT:@100%s@:Partner server project has been activated
It was determined at startup that WinCC is active on the partner server.
1012227 REDRT:@100%s@:Error: Partner server is not a server
It was determined at startup that the configured partner server is not a server.
1012240 REDRT:@100%s@:RedundancyControl Error @1%s@ in @2%s@ causes state switch
1012241 REDRT:@100%s@:RedundancyControl: Switchover to status @1%s@
1012244 REDRT:@100%s@: Overload during Alarm Logging online update
Number of messages to be synchronized is too large.
1012247 REDRT:@3%s@:0S server (Master) @1%s@ OS server (Standby) @2%s@ Redun-
dancy error
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Message No. WinCC Message Text

1012248 REDRT:@3%s@:0S server (Master) @1%s@ OS server (Standby) @2%s@ Redun-
dancy recovered

1012349 REDRT:@1%s@:RedundancyControl: Loss of connection via network card with MAC
address @ 2%s@.

1012350 REDRT:@1%s@:RedundancyControl: Connection via network card with MAC ad-
dress @2%s@ has been reestablished.
The connection to the partner server has been reestablished via redundant LAN.

1012351 REDRT:@100%s@:RedundancyControl: System blockage detected. Switch to Fault
status.

1012352 REDRT:@100%s@:RedundancyControl: System blockage detected. Restart your
computer as soon as possible.

1012353 REDRT:@100%s@:RedundancyControl: Status changed to FAULT. However partner
server is not available.

1012354 REDRT:@100%s@:RedundancyControl: Status changed to FAULT. However server
isolation is not activated.

1012355 REDRT:@100%s@:RedundancyControl: Status changed to FAULT. However server
isolation is locked by @1%s@. Reason: @2%s@

1012356 REDRT:@100%s@:RedundancyControl: Status changed to FAULT => server is isola-
ted

1012357 REDRT:@100%s@:RedundancyControl: Status changed to FAULT. However auto-
matic restart is not activated.

1012358 REDRT:@100%s@:RedundancyControl: Status changed to FAULT. However auto-
matic restart is locked. The network adapter is disconnected and DHCP is released.

1012359 REDRT:@100%s@:RedundancyControl: Reboot of computer disabled by @1%s@.
Reason: @2%s@

1012360 REDRT:@100%s@:RedundancyControl: Restart of the computer is canceled. The
last restart took place less than @1%s @ s ago.

1012361 REDRT:@100%s@:RedundancyControl: Restart of the computer is canceled. After
@1%s@ restarts no further restarts are permitted for @2%s@ s.

1012362 REDRT:@100%s@:RedundancyControl: Rebooting computer in @1%s@ s
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Advanced)

4

4.1 Basics (Panels, Comfort Panels, RT Advanced)

4.1.1 Sme@rt Options (Panels, Comfort Panels, RT Advanced)

Introduction

Using the Sm@rt Options from WinCC, you can communicate between HMI-systems or to an
HMI-System by means of TCP/IP-connections (e.g.LAN).

Note

The Sm@rt options are not supported by PCs with multi-touch operation.

Use of the Sm@rt Options

Distributed operator stations with Sm@rtClients for controlling large machines or machines
that are spread out over a large area.

Operator stations with system-wide access to current process data via the communication
driver "SIMATIC HTTP Protocol".

Local servicing solution for the central archiving, analysis and additional processing of
process data.

Provision of current process data for higher-level systems (SCADA, production management
systems, office applications).

Remote control of an HMI-System by means of Internet, Intranet and LAN.
Sending of E-Mails on the basis of messages and events

Provisioning of Standard-HTML-Pages in HMI-system with service-and maintenance
information as well as diagnostic functions.

Easy download of files from the Web browser on the Panel with the "Save as" browser
command.
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User benefits:
* Flexible solution for access to HMI systems and process data from any location

* Reduction of load on the field bus:
For example, the combination of WinCC Runtime and SIMATIC panels enables a factory
control system to have access to process data. No load is placed by the factory level on the
sensitive field level with respect to the necessary communication requirements. These
requirements are handled by HMI Runtime along with the SIMATIC-panels.

* Expensive on-site service visits to be avoided by using the remote control. Unplanned non-
operation periods are reduced and the system productivity is increased.

Note

On devices with version V12, the password "100" is preset for the Sm@rtServer and for the
integrated Web server. This password should be changed for security reasons.

On devices with version V13, no passwords are preset.
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4.1.2 Application scenarios (Panels, Comfort Panels, RT Advanced)

E-Mailing and remote diagnostics

A factory has a service contract with an external service company. The HMI device and the
service technician's PCare linked together over a TCP/IP-ready network. E-mail delivery of certain
alarms to the service technician was configured in the project. The service technician accesses
the HMI device via the Internet and executes remote diagnostics.

2. Notification 3. Access to panel via the Internet/Intranet
Service personnel receives E-Mail or SMS
rﬂ\

Ko

/—————— -\

e S
SMTP-Server M

[l LAN
4. Remote diagnostics
1. In the event of fault: g : EE
Panel sends E-Mail | [ o=
B &
FEEEEEEERE] E@ﬂ
BEBEBBEARE oo
Malfuncti7
”~1
[l PROFIBUS I I I
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Application example:

Amongst other things,flow rates are measured in the process control of a cooling unit.
Contamination in a feed line reduces the flow of coolant. When the flow rate drops below the
configured threshold value, the operating device displays a warning. In addition, this warning is
also dispatched as an e-mail to the assigned service technician.

The service technician then establishes a connection with the remote device and takes the
appropriate actions.

Advantage: An alarm that reaches the service technician in a timely manner helps to minimize
unplanned downtime.

Distributed operator stations

Distributed operator systems, the Sm@rtClients are used for controlling large machines or
machines that are spread out over a large area.

The Client-HMI device connects to Sm@rtServer via the Sm@rtClient-Display.
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The operator can operate and monitor the system from various locations. The operator sees the
same image at each operator station, whereby only one station can be operated at one point of
time.

The type of operation is also named as a coordinated operation. Then you must change the
configuration only at Sm@rtServer.

Access to the tags via SIMATIC HMI HTTP Protocol

Operator stations with system-wide access

For use of the SIMATIC HMI HTTP Protocol, you can provide tags of HMI-device (HTTP-Server) to
another device (HTTP-Client).

Thus the local as well as centrally used HMI-systems have access to the tags of other stations.
Cell-concepts or line-concepts can be simply implemented. De-centrally obtained information is
available centrally.

This concept also permits the setting of cost-effective and small central servicing. There are
additional options for archiving, analysis and additional processing of registered process data,
if a PCis used for that.

Remote monitoring and remote control- servicing solution
If you connect the use of the SIMATIC HMI HTTP Protocol and the Sm@rtServer with each other,
you can implement a complex servicing solution.

For this,display the interested tags of the HMI-devices on the Service-PC. If necessary, use the PC
for the remote monitoring and remote control of a specific HMI-device.

The locally used HMI-devices are connected with each other and the total process is controlled
comprehensively.

The concept of the remote servicing is possible by using the Sm@rtClient-Display in the servicing
HMI-Application. The operator has access to the respectively desired local HMI-device through
flexible configuration of the Sm@rtClient-Display.

Connection to the Office-world

The possibility of data exchange exists between HMI-device and office-applications, e.g. MS
Excel, with help of VBA-Macro.

For this, the HMI-device must support the Web-Service(SOAP). A script or macro is called in the
external application, which has only read or write access to the concerned tags according to

provided syntax.
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41.3 HMI devices suitable for use (Panels, Comfort Panels, RT Advanced)

HMI devices suitable for use
The following table shows the HMI-devices that are suitable for the use of Sm@rt Options.

The number of the connections based on "SIMATIC HMI HTTP Protocol" and the number of
maximum connected Sm@rtClients depends on the HMI-device. For additional information see
the "Performance features" documentation and in the technical manual of your HMI-device.

Technical data subject to change.

HMI device Sme@rt Options
KTP700 Mobile Panel Yes
KTP900 Mobile Panel

KTP400F Mobile Panel Yes

KTP700F Mobile Panel
KTP90OF Mobile Panel
Comfort Panels Yes
WinCC Runtime Advanced Yes

Combining options on panels

The following table shows which options and functions on the panels can be combined with
each other.

Technical data subject to change.

SIMATIC HMI HTTP Pro- | Sm@rt Options HTML browser
tocol
SIMATIC HMI HTTP Protocol - Yes Yes
Sm@rtServer Yes -- No
HTML browser Yes No --
4.1.4 Settings for Sm@rt Options (Panels, Comfort Panels, RT Advanced)
4.1.41 Configuration in WinCC (Panels, Comfort Panels, RT Advanced)

Introduction
In the "Runtime-Settings" Editor, configure the requirements for using the Sm@rt Options.
As an alternative, configure the settings in the Control Panel of the HMI-device.

Note that the settings on the HMI device have a higher priority than the settings in the WinCC
project.

WinCC Engineering V17 — Options
System Manual, 05/2021, Online documentation 201



WinCC Sme@rtServer (Panels, Comfort Panels, RT Advanced)
4.1 Basics (Panels, Comfort Panels, RT Advanced)

Open

Double-click on the "Runtime-settings" entry in the project tree. In the "Runtime-settings" editor,
click on the "Services".

Project2 » HMI_1 [TP1900 Comfort] » Runtime settings

General Services
SEervices

Screens Remote control

ey [ Start Sm@rtServer

Good Manufacturin... =

Alarms

User administration Read/write tags

Language & font ["] Operate as OPC-UA server
OPC settings

. [] HTTP channel server
Tag settings
[] Web service SOAP

L Diagno{tics

[] H™ML pages

SMTP communication
Server name:
Port: | 25
Sender name:
E-mail address:
Login:
Pazsword: |

[7] Secure connection required (SSL)

"Remote control" Group.
Enter the settings for the selected HMI device in the work area:
¢ "Remote control" Group.

— Start Sm@rtServer
Configures the HMI device as Sm@rtServer.
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"Read/write tags" group for Panels

* Operate as OPC server
Configures the HMI device as an OPC server.

e HTTP channel server
Configures the HMI device as HTTP server.

* Web service SOAP
Activates tag access via SOAP.

"Read/write tags" group for Comfort Panels

e Operate as OPC UA server
Configures the HMI device as an OPC UA server.

e HTTP channel server
Configures the HMI device as HTTP server.

* Web service SOAP
Activates tag access via SOAP.

"Read/write tags" group for RT Advanced
* Operate as OPC server

— OPC DCOM server
Configures the HMI device as an OPC DCOM server.

— OPCUA server
Configures the HMI device as an OPC UA server.

* HTTP channel server
Configures the HMI device as HTTP server.

* Web service SOAP
Activates tag access via SOAP.

"Diagnostics" Group

e HTML pages
Activates service pages of the HMI device.

"SMTP Communication" Group

Activates service pages of the HMI device. "SMTP Communication" Group

e Server name

Enter the name of the SMTP server through which you want to send E-mails.

e Port

Enter the port number. The SMTP port number depends on the outgoing mail server of your
service provider. You can obtain the port number from your service provider.
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4.1.4.2

* Sender name
Enter the sender name. The recipient sees in the E-Mail from which device the E-mail
originates, e.g. "HMI device Production line 2". If the function is not supported by the SMTP-
Server, delete the entry. You can obtain more detailed information for this from your service
provider.

* E-mail address
If you use an SMTP server that requires a valid e-mail address for authentication, enter it here,
for example, "John.Doe@gmx.net.

* Login
If you use an SMTP server that requires a user name for authentication, enter it here. You can
obtain the user name from your service provider.

* Password
If you are using an SMTP server that requires a password for authentication, enter this
password. You can obtain the user name from your service provider.

* The server requires a secure connection (SSL).
The data are sent via an SSL connection. Your service provider can tell you if your mail server
supports an SSL connection.

Configurations on the HMI device (Panels, Comfort Panels, RT Advanced)

Settings on the HMI device (Panels, Comfort Panels, RT Advanced)

Introduction

Tabs

204

The Sm@rt Options settings in the HMI device are configured in the dialog box "WinCC Runtime
Advanced Internet".

Additional tabs may be included in the dialog "WinCC Runtime Advanced Internet". This depends
on which options are activated for the network operation in the project.

Note that the settings on the control unit have a higher priority than the settings in the WinCC-
project.

You have opened the dialog g~ CC Runtime Advanced Internet" with the symbol "WinCC
Runtime Advanced Internet” = =)

The "WinCC Runtime Advanced Internet" dialog of the control panel can contain the following
tabs:

e WinCC Runtime Advanced Internet, "Email" tab (Page 205)

e WinCC Runtime Advanced Internet, "Proxy" tab (Page 206)

e WinCC Runtime Advanced Internet, "Web Server" tab (Page 207)
e WinCC Runtime Advanced Internet, "Remote"” tab (Page 208)
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Input area plan
At Sm@rtServer and Sm@rtClient, the same input area plan must be set.

The Sm@rtServer uses the Standard-Input area plan of the operating system:
(Start>Settings>Control Panel> Country settings>Tab "Entry"). These changes become effective
after system restart.

At Sm@rtClient, the same input area plan must be set like at Sm@rtServer. No restart is
necessary after the switchover of input area plan at Sm@rtClient.

WinCC Runtime Advanced Internet, "Email" tab (Panels, Comfort Panels, RT Advanced)

Purpose of the dialog
Specifies the settings for the E-Mailing.

Settings
e SMTP server

— Use the default of project file
The SMTP-Server name from the WinCC-Project is used.

— Enter the name of the SMTP server through which you want to send E-mails.

— Port
Enter the port number. The SMTP port number depends on the outgoing mail server of
your service provider. You can obtain the port number from your service provider.

¢ Name

— Name of sender
Enter the sender name. The receipient sees in the E-Mail, from which device the E-mail
originates, e.g. "HMI device Production line 2".
If the function is not supported by the SMTP-Server, delete the entry. You can obtain more
detailed information for this from your service provider.

— eMail Address of sender
If you use an SMTP server that requires a valid e-mail address for authentication, enter it
here, for example, "John.Doe@gmx.net.
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Dialog "Advanced Email Settings"
* Authentication

— Use the default of project file
The user name and password from the WinCC project are used.

— Disable authentication
Authentication is not required.

— Use panel settings for authentication
The settings of the HMI-device are used. Enter the user name under "Login" and the
password under "Password". You can obtain the user name and password from your
service provider.

e Encryption

— Use the default of project file
The setting from the WinCC-Project is used.

— Enable SSL
The user data and e-mail are encrypted for transmission.

— Disable SSL
The user data and e-mail are sent un-encrypted.

See also
Settings on the HMI device (Page 204)

WinCC Runtime Advanced Internet, "Proxy" tab (Panels, Comfort Panels, RT Advanced)

Purpose of the dialog box

Settings for utilizing the Proxy-Server.

Note

Enter the Proxy-Server in "Internet Options" at PC.

Settings

e Use proxy server
Activate the "Use Proxy Server" if access is given in your network via Proxy-server.

* Proxy
Enter the name or the address of the proxy-server.

e Port
Enter the port of the proxy-server.
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WinCC Runtime Advanced Internet, "Web Server" tab (Panels, Comfort Panels, RT Advanced)

Purpose of the dialog
The following is configured:
¢ The utilization of the integrated web server and of the HTTP-Server

e User and user web authorizations

Settings
Tag access
Governs the access to tags via the "SIMATIC HMI HTTP protocol":
* "Read/write": Read and write access
¢ "Read only": Read access only
Tag authenticate
Governs the authentification in case of access to variables via the SIMATIC HMI HTTP Protocol":
* "No authentication": No authentication is required for access.

¢ "Authentication required": Authentication is required for access.
You specify the user name and password when configuring the "SIMATIC HMI HTTP Protocol"
communication driver.

Enable Remote-Transfer for Projects

This setting enables remote transfer of project files.
Start automatically after booting

(on panel only)

The web server is automatically started after the HMI device boots. As a result, the web server
is utilized independent of the runtime.

Note
Start web server automatically on PC
Add a link with the program "Miniweb.exe" in the Autostart-Organizer in order to start the web

server automatically after the PC starts. The program is located in the installation index of
runtime.

Close with Runtime
The web server is closed along with Runtime.
User Administration

After entering the password, the "UserDatabase-Edit". dialog opens. The "UserDatabase-Edit"
dialog is the user administration of the web server.

Start Webserver

Starts the web server.
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Close Webserver

Ends the web server.

WinCC Runtime Advanced Internet, "Remote" tab (Panels, Comfort Panels, RT Advanced)

Purpose of the dialog
Settings for the Sm@rtServer

Settings
Start automatically after booting

The Sm@rtServer is automatically started after the HMI device boots. Otherwise the
Sm@rtServer starts together with the Runtime.

Close with runtime
The Sm@rtServer is closed together with Runtime.
Change settings

Opens the "Sm@rtServer Settings" dialog for specifying the passwords, authorizations, the
screen update mechanism and the behavior when connections are terminated.

Note

This dialog is titled "Sm@rtServer: Default Local System Properties” on the panel.

The dialog contains the following tabs:
* "Server" tab (Page 209)

* "Polling" tab (Page 210)

* "Display" tab (Page 212)

e "Query" tab (Page 212)

e "Administration" tab (Page 213)
» "Certificates" tab (Page 215)
Start Remoting

Starts the Sm@rt Server explicitly.
Stop Remoting

Ends the Sm@rt Server explicitly.
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"Sm@rtServer Settings" dialog (Panels, Comfort Panels, RT Advanced)

"Server" tab (Panels, Comfort Panels, RT Advanced)

Purpose of the dialog

Specifying passwords, web authorizations and the disconnection.

Incoming connections
Settings for handling an attempt to establish a connection.

¢ Accept socket connections
This setting enables the connection to the HMI device. It is a basic requirement for using the
Sm@rtServers from the outside.
If this check box is deactivated, no remote monitoring and no remote control is possible.

¢ Encrypt communication
Allows an encrypted connection between Sm@rtClient and Sm@rtServer.

* Password 1
First password for remote access. "View only" is disabled by default.

* Password 2
Second password for remote access. "View only" is enabled by default.
This password can be provided as a reserve password for third-party users (such as service
technicians); it can be modified when necessary without significant effort within the
organization.

¢ View only
If this check box is enabled, read access (monitoring mode) is the only access available when
the corresponding password is entered.
Default: Enabled

Note

On devices with version V12, the password "100" is preset for the Sm@rtServer and for the
integrated Web server. This password should be changed for security reasons.

On devices with version V13, no passwords are preset.

Enable network packets queuing (slower)

This setting enables splitting of data into multiple data packets, which are sent separately over
the network. It is useful when multiple clients are connected.
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Display or port numbers to use

Here, you select the TCP/IP por